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On behalf of the ICSECS 2011 Program Committee and the Universiti Malaysia
Pahang in Kuantan, Pahang, Malaysia, we welcome readers to proceedings of
the Second International Conference on Software Engineering and Computer
Systems (ICSECS 2011).

ICSECS 2011 explored new advances in software engineering including soft-
ware requirements, development, testing, computer systems, and digital informa-
tion and data communication technologies. It brought together researchers from
various areas of software engineering, information sciences, and data communi-
cations to address both theoretical and applied aspects of software engineering
and computer systems. We do hope that the discussions and exchange of ideas
will contribute to advancements in the technology in the near future.

The conference received 530 papers, out of which 205 were accepted, resulting
in an acceptance rate of 39%. These accepted papers are authored by researchers
from 34 countries covering many significant areas of digital information and data
communications. Each paper was evaluated by a minimum of two reviewers.

We believe that the proceedings document the best research in the studied
areas. We express our thanks to the Universiti Malaysia Pahang in Kuantan,
Malaysia, Springer, the authors, and the organizers of the conference.
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ICT Evaluation for Knowledge Sharing among Senior Citizens Community 101

Figure 4 shows the percentage of knowledge sharing portal features from the
respondent’s perspective that was identified among the respondents of the survey.
Downloading forms such as forms related to EPF, SOCSO as well as bank loans is the
top feature required by the senior citizens. This community is not fussy in getting
their webpage customized as they want; therefore customization is the least selected
feature chose by the respondents.

4.4 Website Design Requirements for Senior Citizens

There are a few criteria that need to be taken into consideration when designing a
website for senior citizens. The most common question that this group of age will ask
when visits any website in the Internet are: Are the links clear? Is the text guiding the
user to the wrong place? Is the typeface too small?

The researcher identified a checklist of ways Web designers can address the visual
and cognitive disabilities that many seniors live with. They include building sites with
large, plain typefaces; avoiding the juxtaposition of yellow, blue and green, a color
combination that can be difficult to discriminate; and keeping text simple.

It is important to avoid technical jargon at all cost. However, if you employ newer
functionality such as tagging for example, don't try to rename it, but provide an easy-
to-understand explanation for it. Include instructions in plain English or Bahasa
Melayu where necessary and always try to reduce the number of words displayed on
the page.

Use simple and short sentences and include bullet points where possible. For links
on the homepage or landing pages include a short description to tell site visitors what
to expect when following the link.

Buttons must also be made as large and prominent as possible so they become a
clear call to action. 3D effects for buttons can help to make them stand out. Also,
make links and buttons easy to target and hit by increasing their clickable area.

A dropdown menu can be fiddly and time consuming for site visitors, and can
result in people selecting the wrong item by accident. If you have less than 10 items in
a dropdown menu use radio buttons if possible. These have the advantage of showing
the number of options at a glance without having to click.

A site map gives users a good overall picture of how the site is organized and
clearly defines all the resources the website has to offer. The link to the site map can
usually be found near the top or the bottom of the page and frequently placed near the
link to 'contact us'. Internet savvy senior surfers are aware of site maps and make use
of them to gain an overview of the site. They will also likely click on a sitemap link
when they get lost on the site or if they can't find what they want while browsing.

Web adaptation technology that allows users to personalize their Web interface by
altering colors, size, and spacing, as well as turning off animation is very helpful to
this community of practice. The technology also can convert text to speech, and
eliminate repeated keystrokes caused by hand tremors.

Active phrases should be used in websites -- "view accounts," for example, rather than
just "accounts". Besides that features that provide a short pop-up description of where
each link will take the user can also be included. Users can opt to have those descriptions
read aloud. Seniors also sometimes have trouble finding links. One solution to consider is
color change on each link that is already been visited by the user.



102 S.K. Dhillon

Lastly, it is necessary to make the website trustworthy. Senior surfers tend to be
more cautious when browsing and can get confused when something unexpected
happens such as a new window opening or an application installing.

Firstly, clearly state the purpose of your site on the homepage. Also, offer a brief
description with content links, so users know what to expect when following them.
Explain in 'large print' how personal information will be handled before asking users
to enter it. Make use of the well-known padlock icon to indicate a secure part of the
site. Show words such as 'secure', 'safe’ and 'confidential' in bold. Offer a content
section on security when your site offers financial services.

5 Conclusion

Computers are becoming pervasive throughout society. Since several years, a trend
towards an increased distribution of vital information via the Internet can be observed
and this trend is unlikely to stop in the near future. With the current work the
researcher can understand why older citizens do not use the computer or other ICT
technologies. Additionally, some answers are sought as to how individual
socioeconomic background determines the likelihood of the technology usage among
the older adults.

Overall, the analysis done provides a root for the researcher to get preliminary
understanding of the problems that are faced by senior citizens when using a
computer as well as in identifying the ICT requirements that suits this community.
The proposed knowledge sharing framework can be adapted and changes can be done
to suit the community of senior citizens. The researcher hopes to look into the criteria
of contents in a website especially for the senior citizens and design the guidelines to
be followed to be used for the next study. Applying web accessibility for this
community of practice should be taken into consideration and further research should
be included on this criterion for the next study as well.
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Abstract. Cryptography and Security hardware designing is in continues need
for efficient power utilization which is previously achieved by giving a range of
trade-off between speed and power consumption. This paper presents the idea
of considering subthreshold SRAM memory modules to gain ultra-low-power
capable systems. The paper proposes modifying available crypto security
hardware architectures to reconfigurable domain-specific SRAM memory
designs. Although reliability is still a problem, we focus on the idea to design
flexible crypto hardware to gain the speed as well as the reduced power
consumption.

Keywords: Cryptography hardware, Subthreshold SRAM, Low-power
architecture, Efficient crypto computation. Security arithmetic signal
processing.

1 Introduction

Saving Power is becoming a target for most modern cryptographic computations
hardware designs especially with the rapid increase in performance and transistor
count [1,2]. The prediction relating power consumption with technology advancement
and Crypto-key size increase is that "power consumption would increase quadratically
every technology generation" [3]. Although this prediction is changing but still the
power consumption is becoming a real problem. In 1980's, the power consumption
increase was reported approximately 30% every year. However, this pace reduced in
the 1990's to around 13% per year. Lately, it was found that this rate kept holding
until nowadays and the power consumption per processors exceed the 100 watt [4].
Reliability [5], is becoming a parameter reported to affect the balance of performance
and energy utilization. This presentation will consider reliability briefly later in this
work.

It is known that efficiency of hardware power consumption cannot anymore
depend on device technology and circuit optimization alone. Computer architecture
and electronics engineering are also involved in providing new solutions to the
increasing power utilization problems [6]. Furthermore, the development cost of

J.M. Zain et al. (Eds.): ICSECS 2011, Part I, CCIS 179, pp. 104 2011.
© Springer-Verlag Berlin Heidelberg 2011



Subthreshold SRAM Designs for Cryptography Security Computations 105

system design is increasing due to crypto-system complexity, where hardware
modeling and verifications is becoming increasingly difficult and time consuming [3].
In fact, the analysis of power and performance at early stages of hardware designing
is necessary to avoid starting again every time [7].

Proper cryptography hardware designing goes all the way from the top-level where
structured or behavioral hardware description is given passing by circuit
optimizations at logical level or gate level, down to semiconductor devices and their
technology. All these design levels need to explore low power design methods
independently, so that the complete crypto hardware system could benefit from the
total power efficiency gained. Many technology tools have been developed for
industrial general designing purposes, however, not many of them are acknowledged
for authentic academic research. Accordingly, power estimation studies at architecture
level are becoming a more important research subject [3,7].

2 CMOS SRAM for Crypto Designing

Cryptographic hardware normally faces the problem of power consumption [8], which
is beveled to be efficiently considered when involved in the designing phase. The
power consumption of crypto memory, i.e. CMOS circuits' as an example, is known
to be affected by two components, namely the subthreshold leakage and the dynamic
(charging/discharging) factors [4]. As the technology is improving, the supply
voltage, VDD, is decreasing, affecting the threshold voltage, VTH, to decrease too.
To keep the crypto-computation circuit performance (speed) to a certain practical
level with lowering VDD and VTH, the subthreshold leakage component is involved
heavily [4]. REBEL [9] is an example. It is a network based cryptography (block
encryption) function which uses reconfigurable gates instead of substitution boxes.

REBEL hardware approach had the advantage of the key size that can be much
greater than the block size, with its security to be reduced to Boolean square root
problem. REBEL design also showed resistant to known cryptanalytic attacks. The
hardware of REBEL model compared between ASIC and FPGA implementations to
evaluate its area, power and throughput. Relating REBEL to the SRAM focus,
REBEL used two methods to store the crypto key, i.e. registers as well as SRAM.
Interestingly the SRAM key storage should high efficiency, where the hardware area
decreased and the computation throughput increased [9].

Generally, the subthreshold CMOS transistors in crypto hardware design and
operation is getting progressively more. important due to their essentiality in portable
small devices (i.e. notebooks, mobiles, smartcards...etc) [10], and all low power
applications (i.e. Encryption chips on smart-credit cards, wireless sensor nodes, bio-
informatics, security surveillance, medical and health examining, industrial
monitoring ...etc) [11,7,4].

Operating the transistor in subthreshold is generally based on its leakage current,
which is applicable whenever the hardware is compact and does not involve in
intensive computation because of the subthreshold natural performance degradation
[12]. One of the best hardware modules to operate in this subthreshold transistor
region is the static random access memory (SRAM), which is known with its low
standby leakage current [10]. In fact, low-power SRAM designs is becoming
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essential, since 95% of the area in the system on chip designs is expected to be
consumed by memory units [4].

The conventional SRAM cell is made of six-transistor (6T SRAM) as shown in
Figure 1. This 6T SRAM cell is fast compared to DRAM but suffers high power
consumption making it unpractical for future low energy application needs. This 6T
SRAMs as is, is having difficulty in adjusting to the rising requirement for larger and
larger memory capacity applications [10].

In response to this low energy memory requirement, researchers are trying to
develop an SRAM cell operating with subthreshold transistors to reduce the cell
power consumption.

3 SRAM Potential

Power reduction of SRAM memory cells can be performed by maintaining the
standard 6T SRAM cell as is and changing the voltages or transistors sizes, or by
modifying the SRAM cell transistors design it self [11]. Changing the voltages
method is mainly performed in two different ways; one with increasing Vpp and Vry,
and the other with controlling any of the cell voltages, i.e. Vpp, Vss, Vgg or Vgg, of
the SRAM cell. Increasing the voltages Vpp and Vyy (shifting the voltage swing)
benefits in increasing the speed of the cell, which will naturally reduce the leakage
power consumption. "This approach, however, is not scalable in a long run, since we
cannot use miniaturized devices with high Vpp" [4].

On the other hand, reducing the power consumption through controlling one of the
SRAM voltages is preferred to benefit from cutting off the supply voltage of a cell
when it is un-selected [4]. For example, D. Ho. in [11] presented a comparison study
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to decrease the power consumption through reducing the leakage current in the
standard 6T SRAM but on 90nm technology scale. Several power reduction
techniques have been investigated, such as scaling the supply voltage, sizing transistor
gate length, and implementing sleep transistors. Scaling supply voltages gave good
efficiency in power consumption but degraded the stability of the SRAM cell
tremendously. However, transistor sizing and adding a sleep transistor before
connecting the cell to ground gave interesting promising results, as shown in Figure 2.
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Fig. 2. Standard 6T SRAM Cell with the addition of Sleep Transistor [11]

Note that the study in [11] did not consider the SRAM cell speed which is expected
to be affected accordingly. Several attempts have been proposed to modify the 6T
SRAM cell transistor structure to gain different benefits. Some SRAM designs tune
the transistor sizes [11].

Several others change the standard design number of transistors and invent new
structure [10] or add power efficiency transistors [11]. For example, Arash Mazreah
in [10] proposed an SRAM cell with 4 transistors (4T SRAM, as shown in Figure 3)
with same design rules of the standard 6T SRAM. The main aim of their 4T SRAM is
to reduce the cell size claiming to reduce the power consumption. The memory
reading and writing operation of data in this 4T design is not performed normally; i.e.
the reading is performed from one side while the writing is from the other. The power
consumption reduction is gained from lowering the swing voltages on the word lines,
making the operation need of different voltage levels, which is unpractical to most
reliable VLSI designs [4]. This may also affect the reliability [5], which can be a
serious concern in crypto applications as described next.
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Fig. 3. Modified SRAM cell with 4T proposed by Arash et al. [10]

4 Reliability of Low-Power SRAM

As the transistor feature size scales down, reliability (immunity to soft error), is
becoming a critical problem. "Soft errors or transient errors are circuit errors caused
due to excess charge carriers induced primarily by external radiations" [5]. Soft errors
can change the values of the bits stored leading to functionality failures [5], which are
very serious in crypto applications.

As low power SRAM designs are saving energy and reducing the supply voltage
and the node capacitance, the transistors are becoming more sensitive to soft errors.
The reader is referred to the study in [5] for details on the current low-power design
techniques and their effect on reliability. It is noted that, as the reliability and soft
errors are becoming to be related and noticeable, low-power designing should put
more importance to it as a design dimension of reliability-aware low-power SRAM
hardware.

5 Remarks

The demand for security in portable power-constrained situations is increasing.
Designing of low power architecture can be achieved through several means, such as
pipelining, redundancy, data encoding, and clocking. Pipelining allows voltage
scaling which may increases throughput because frequency could be increased
resulting lower supply voltage instead [7]. Redundancy minimize shared resources to
lower signal activity and buses affecting power consumption to be optimized. Data
encoding is helpful in energy efficient state encoding which can reduce the effect on
the bits to the minimum, such as using Gray code or One hot encoding. Clocking can
be useful when not connected to all, i.e. gated clocks or self-timed circuits [7]; where
all low power architecture means suffer new problems and challenges.
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A problem, for example, in all hardware architecture power reduction is that it is
lacking consistency, i.e. in cryptography and security hardware designing low-power
consideration resulted in the need to develop specific energy-efficient algorithm-
flexible hardware. Reconfigurable Domain-specific SRAM memory designs are what
is needed to provide the required flexibility. However, it may not payback without
gaining the high overhead costs related to the generic reprogrammable designs
resulting in implementations capable of performing the entire suite of cryptographic
primitives over all crypto arithmetic operations.

The technology is moving toward ultra-low-power mode where the hardware
processors power consumption should be reduced much. Measured performance and
energy efficiency indicate a comparable level of performance to most reported
dedicated hardware implementations, while providing all of the flexibility of a
software-based implementation [1, 8, 9].

6 Conclusion

This paper is addressing the current need to consider saving energy in the design
phase of cryptography computations hardware architectures. Building a specified
VLSI design for limited power application is opening the door for low power SRAM
memory designs where memory is playing a big role in energy consumption and can
be well thought-out as a promising solution. The paper discussed several techniques
to save power in SRAM memory designs such as pipelining, redundancy, data
encoding, and clocking where all options are having advantages and drawbacks based
on the specific cryptography situations and application. In fact, cryptography
arithmetic in general is becoming complex and power hungry. It is in real need for
efficient power utilization which is achieved in the past through the trade-off between
speed, area and power consumption. We focused on the idea of considering SRAM
memory modules in subthreshold operation to benefit from ultra-low-power capable
systems.

The work presents the idea of modifying available cryptography hardware security
architectures to reconfigurable domain-specific SRAM memory designs. We focus on
the initiative to design flexible security hardware to gain performance as well as the
reduced energy consumption. We propose to consider the reliability issue, which is
still a problem, as future research.
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Abstract. Integrated Learning System (ILS) is a system that integrates several
functions of the multimedia elements such as audio, text and slide show
presentation to support teaching/learning process. This paper describes a
development of ILS model for visually impaired students. In this context, one
of the most unique functions of the system is the Text to Voice feature which is
able to “read” texts from e-slides written in Bahasa Malaysia for learning a
topic in History. Waterfall Model has been chosen as the methodology for
developing the system and a prototype of the ILS was introduced. Delphi
programming, one of the rapid application programming tools that support
object-oriented design is used to develop the system. Microsoft Access is used
to manage the Database of audio files containing all the voices in Bahasa
Malaysia. The prototype will benefit the visually impaired to enjoy the benefits
of computer technology in using ILS.

Keywords: Integrated Learning System, visual impaired, multimedia, learning.

1 Introduction

With the advancement of technology, the visual impaired students are encouraged to
use electronic educational material in their learning by the use of multimedia and
computer technology as the main tool [1]. Students with visual impairment face
difficulties in accessing educational material. Visual impairment (or vision
impairment) is vision loss (of a person) to such a degree that additional supports are
needed due to a significant limitation of visual capability resulting from either
disease, trauma, or congenital or degenerative conditions that cannot be corrected by
conventional means, such as refractive correction, medication, or surgery [2].
Microsoft PowerPoint slides are not useful for visually impaired people because
the content is visually displayed, and it is not equipped with auditory text content. A
system that has Text to Voice feature will come in handy, in which the system can
“read” the text to the visual impaired students. Recognizing the significance of such
system, this study proposes an ILS that incorporates a system that can “read” text
stream. Focusing on people with visual impairment, information such as how they
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learn and how they interact with technologies were obtained from previous research
projects which have conducted observations for 3 to 5 years on the blinds who
interact with technologies.

The choice of Microsoft PowerPoint slide is mostly due to its wide utilization as
the tool for delivering educational material. In fact, it can be categorized as an
interactive learning medium will beneficial for both normal and visually impaired
students. Normal students can use this learning system as an alternative way to study
since besides reading the slides they are also able to listen to the text audio as well.

Decades ago, the medium of learning between educators and students in
universities were blackboard, white board and OHP Hardware. Nowadays, almost all
universities in Malaysia are using Microsoft PowerPoint as the medium to deliver
lessons. It is possible that in the future, schools will also adopt the same method,
whereby teachers will use Microsoft PowerPoint to deliver lessons instead of using
writing boards. While such change is possible in schools for normal students, it would
not be possible in schools for visually impaired students since the output of the
existing Microsoft PowerPoint slides are visual.

Currently, schools that cater for visual impaired students are using JAWS software
that is provided by the government. JAWS or Job Access With Speech is produced by
the Blind and Low Vision Group at Freedom Scientific of St. Petersburg, Florida,
USA. It provides the user with access to the information displayed on the screen via
text-to-speech or by means of a Braille display and allows for comprehensive
keyboard interaction with the computer. The JAWS software is almost like Microsoft
Narrator but it has more advanced functions. The government has considered that
JAWS is suitable to support the blinds and visual impaired for navigation and reading
using a computer. However, the software is in English language, while in Malaysia,
the language used is in Bahasa Malaysia. Therefore, the pronunciations of words are
very different which may confuse the visual impaired students because they are
different from the teacher’s pronounces.

In order to solve this problem, an ILS has been developed. ILS is a system that
integrates several functions of the multimedia elements such as audio, text and slide
show presentation to support teaching/learning process. In this study, the ILS is
specially designed in such a way as to encourage the visually impaired students to use
learning materials in e-slide format. Principally, the ILS is developed to overcome
several problems:

1. The visual impaired are not able to use the technology or computer that is
available for other students.

2. The visual impaired will be left behind in using any technology such as Microsoft
PowerPoint. In other words, they will not be using any technology to assist them
in learning.

Therefore, the objective of this study is to report on the development of an ILS for
visually impaired students. This study focuses on secondary history subject which is
part of the Malaysian syllabus. ILS integrates the written materials developed in
Microsoft PowerPoint with Text to Voice processing.
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2 Literature Review

The number of people with visual impairment has reached up to 135 million
compared to the world’s population which is approximately 6 billion [3].Technology-
Related Assistance for Individuals with Disabilities Act of 1988 (also call as Tech
Act) has been defined as the first Assistive Technology Device for people with visual
impairments [4].

Computers and technologies are usually developed for normal people; however
they should also include Human Computer Interaction (HCI) systems for the visually
impaired or blinds. For example, W3C’s Web Accessibility Guideline (WCAG) has
provided a general guideline for providing a universal way in to computing
technology that consisted of the specification on shapes and colors. According to
WCAG [5], a system that was specially developed for visual impaired people will be
totally different from normal people.

While [6] mentioned that in order to learn about visual impaired people, it is
important to include some critical extreme values of the relevant characteristics. This
shows that in order to gather the requirements of such ILS, the visually impaired or
the blinds should be involved. There is a couple of ways to determine the interaction
for visually impaired people such as tactile or audio [1]. This research has shown that
principally tactile is more effective than audio.

Meanwhile, according to [4] there are seven categories of Assistive Technology
(AT) devices; positioning, mobility, augmentative and alternative communication,
computer access, adaptive toys and games, adaptive environments, and instructional
aides. Related to visually impaired people, the accessibility of computer devices is the
most important category to be considered in developing the ILS. In this context, the
accessibility to computer devices can be interpreted as the visually impaired can
“read” the text written in an e-slide file such as the Microsoft PowerPoint.

Researchers have studied different matters on the use of technologies and they
have identified several points such as blind acceptance of technologies, learning
method of the blinds, ICT and its effect, development of Text to Voice, and
relationship between the blinds and the visually impaired. Each of these is addressed
in the subsequent sections.

2.1 Blind Acceptance towards Technologies

[7] has revealed that although it is not easy for the visual impaired to interact with
technologies, but the effort and passion make them capable to learn it. This paper has
shown that the visual impaired people can learn about technologies and computers.
Another researcher [8] has developed a system called AudioStoryTeller. Basically,
the system will help young blind students to read story book with smaller device than
Laptop or Personal Computer (PC). AudioStoryTeller also considers how the blinds
interact or response to any provided technology that is specially designed for them. A
complete system was tested on the blinds to assess the usefulness of that particular
system to them. The product is quite established in the market, which proves that it is
successful in assisting the blind to “read” a story. Therefore, the results of [7] was
considered in developing the ILS for the blinds.
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2.2 Learning Method

The learning process for the visual impaired should include instructional design,
communication bridges, skill development simulations, distance learning practices
and discovery learning [8]. Department of Allied Health and Science [9], UNC
School of Medicine conducted a research called The Deaf-Blind Model Classroom
Project. In that research, two persons volunteered to test the system, and observations
were made on both of them. Both of them, from the age group 10 to 15 years old, who
never knew the alphabets before, yet succeeded to make sentences within 1 to 3 years
of using the system.

The research done by UNC School of Medicine was for the beginning of the
learning process. It may take years to observe the whole learning process step by
step. In this paper, a summary of the observations made by other researchers is
provided, such as from UNC School of Medicine.

The next section describes the learning processes of the visual impaired.

2.2.1 Instructional Design

Generally, instructional design (ID) is a set of actions that treat knowledge familiarity,
value, and request directions at the maximum potential. In this context, ID is
purposely focused on the set of activities that takes places on how the visual impaired
students learn. In non-technological way, the blinds read using Braille. The Braille is
a symbol of dots that represents the “ABC” alphabet. The visual impaired/blinds read
by feeling the dots with their fingers. By using Braille they are able to use the
keyboard, remember the alphabets and type as normal people do. They can use the
keyboard by remembering each position of the alphabets. On the computer’s
keyboard, there are two dots on “F” and “J” alphabets, which will provide the clue to
the positions of other alphabets.

2.2.2 Communication Bridges

The visual impaired has less problem to communicate compared to other physical
disabilities. They can easily communicate and express what they want or dislike with
others. However, the main communicate issue with the visual impaired is describing
pictures or something that needs visual assessment to interpret them. For example, it
is very challenging to talk about colors to visual impaired as they have never seen
them before. It is almost pointless to make them understand about colors as they
cannot visualize anything. Thus, when designing an ILS system it is important to
consider those areas or subjects that are beneficial to them, such as the alphabet,
weather, knowledge and etc.

2.2.3 Skills Development Simulations

Skills Development Simulations [8] conducted a study on job interviews. The
interviews were conducted in the same manner as oral examinations, where student
were tested on a case study and is requested to propose solutions to the case study.
The purpose was to determine whether the students had understood the information
that had been given. Since it is not possible to carry out test for the visual impaired
using paper (perhaps Braille paper will be provided), interviews is most appropriate to
test these students’ knowledge. This method is similar to human computer interaction



