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Unfortunately, as with any authentication technology, biometric
systems have been exposed to external attacks. An attacker does not
need to learn about the system to defraud it; rather, they can use a
presentation attack (PA) by merely proffering to the biometric
capture tool a presentation attack instrument (PAI), which is
something like a synthetic finger [1]. The “ISO/IEC 30107-1:2016
Information technology — Biometric presentation attack detection”
guide mentions the PA attack, indicating that it is a serious problem
because it violates integrity and authentication [2]. We can detect the
presentation of a biometric spoof to the sensor by a general method
named the PAD.

• Apply an algorithm that will successfully work against PA attacks.
• Offer a good solution for PAD by implementing a DL algorithm, especially

the CNN model.
To achieve these objectives, the following steps were taken:
o Small and publicly available ATVS-FFp DB datasets were used.
o The dataset images are split between training, validation, and test sets.
o The algorithm was programmed with Python, Anaconda, TensorFlow, and

Keras.

In this project, we work on the ATVS-FFp DB dataset, which includes two
types of datasets, real and fake fingerprint images, in Bitmap Image File
(.bmp) format [3].

• The proposed model is a binary classification
system that distinguishes between live and fake
fingerprint images.

• The images were divided into two classes: fake
fingerprints and original fingerprints.

• The algorithm in this work has 3 layers in the CNN
model.

• The ATVS-FFp DB dataset was divided into 60% for
training, 10% for validation, and 30% for testing the
model.

Result
• We tried two different splits of the data. The first time, the proportions

were training = 60%, valid = 20%, and testing= 20%. The results: training
accuracy 0.9983% and test accuracy 0.9621%

• In the second division, we reduced the images for validation, increased
them in the test, training = 60%, valid = 10%, and testing = 30% . We
succeeded in raising the accuracy rate, as we obtained the following
results: Training accuracy: 0.9989% and test accuracy: 0.9704%.

Conclusion
There is a need to protect the safety and security of authentication systems
against PA through automatic presentation attack detection (PAD). The
current researchs showed promising results after the application of PAD to
deep learning (DL) algorithms. The proposed model is a software-based
approach, namely a binary classification system to distinguish between live
and fake fingerprint images as these were the most appropriate in terms of
cost. In order to achieve the goal of this research, we applied a three-layer
convolutional neural network (CNN) using the ATVS-FFp DB dataset for
training and testing. The model showed that it is affected by the number of
images in the test and shows higher results the more the test phase is given.
The trained model achieved 99% training accuracy and 97% testing accuracy.
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Future work
• we will apply the same algorithm to another dataset.
• we will also apply another algorithm (like VGG16) to the ATVS-FFp

DB dataset.
• we will also improve the algorithm so that we can suggest it to

some parties to apply it to their systems in order to increase their
protection and security.
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