Developing a Robust Android System Towards Malicious URLSs
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Abstract:

Every application we use daily can get hacked in multiple ways. the common ) ) )

way to spread malware now is by sending malicious URLs. Hence, we AIms and ObjeCtIVGS

propose a machine-learning-based solution to detect these URLS iIn the

background without requiring additional steps from the user. First, we will Protect the users from malicious URLs by analyzing and
train a machine learning (ML) model using classification algorithms to classifying URLs. With the help of the ML model, which is
classify URLs into malicious or safe ones. we customized the Android OS to trained to classify any URL as benign or malicious and it
embed our malicious URL detector so all URLs in any application will be will not need frequent updating

checked In the background once the user clicks on them from any installed
application. The project employed an RF model with competitive

performance, then the model was converted and deployed to Java. After that,
a version of the Android Open-Source Project was downloaded, customized Implementation
with the malicious URL detector, built, and tested on the Emulator.
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The Random Forest classifier has the highest accuracy and recall rate
among other classifiers, with 96.7% of accuracy and 97% of recall.
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