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Safe use methods while working remotely

® Safe dealing with browsing and connecting to the Internet and not visiting any suspicious websites
while using the VPN.

® Safe handling of e-mail services and social media and taking caution in the possibility of phishing.

® Safe handling of mobile devices and storage media.

® Avoid remote access using untrusted public devices or networks or while in public places.

® Communicate directly with the Information Security Department if you suspect a cyber security threat.
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The Steps to activate VPN - uay (e Joadl Jiads Sl ghas

1) Download the VPN client through the following link :
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https://vpn.uqu.edu.sa

2) Enteryour login credentials when below screen appears :
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GlobalProtect Portal

Name | |
Password | |

3) Download and install the VPN client as per your OS details, the below are the options available :

-l pelidl alladdl £ 95 s o malidl Juomiy 03 -3

paloalto
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GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent

Download Windows 64 bit GlobalProtect agent

Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS5 needs to
download and install Windows 32 bit
GlobalProtect agent.

Windows 64 bit OS needs to
download and install Windows 64 bit
GlobalProtect agent.

Mac OS needs to download and
install Mac 32/64 bit GlobalProtect
agent.
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4)  Once installed you will see the Global protect client as follows:
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© GlobalProtect — O X

Home | Details | Host State | Troubleshooting

Partal: |

Username: I

Password: |

Connect I Clear

Status: Not Connected
~Warnings/Errors

5) Enteryour user name, password and IP Address of the Portal vpn.uqu.edu.sa

vpn.uqu.edu.sa 4l gl lgieg 9, AalSy pusiud | ool Jsal 5

& GlobalProtect — O X

Home | Details | Host State | Troubleshooting

Portal: I wpn.ugu.edu.sal

Username: I

Password: I

Connect I Clear

Status: Not Connected

—WarningsErrors
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6) Click Connect and observe the status.
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7) Please make sure the status is connected as below :
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0 GlobalProtect

| Details I Host State | Troubleshooting

Portal: I vpn.ugu.edu.sa

Username: | ]

Password: | I

Disconnect I Clear

Status: Connected
—Warnings/Errors
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