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1. Personal Safety

- Be familiar with the electrical and fire hazards@adated with your workplace.
Be as careful for the safety of others as for yelfirg hink before you act.
Be tidy and systematic.
Avoid bulky, loose or trailing clothes. Avoid lohgose hair.
No one is allowed to enter in the lab area barédoe to increased risk of electric shock.
Remove metal bracelets, rings or watchstraps whekimg in the laboratories.
Avoid working with wet hands and clothing.

2. Food, Beverages and Smoking
Due to the increased risk of electric shock, naldnig of beverages, consumption or storage
of any kind of food is allowed in the laboratory.
Smoking is prohibited in all laboratories in athtngs.

3. Solderlng
No one is allowed to do soldering in any of the paiter engineering laboratories except the
graduation project design laboratory.
Anyone doing soldering in the graduation projecsigle laboratory must wear appropriate
apparel, socks, gloves, covered shoes and safgblegoto prevent the possibility of severe
burns resulting from the splashing or dripping of liquefied solder into the face and eyes or
on to the exposed skin on the chest, hands, legsieat.
Students who are not so properly attired for thtasks will NOT be allowed to perform any
type of soldering in the graduation project desajoratory.

4. Laboratory Operating Hours
Students are never allowed to work alone in anydeda other than scheduled laboratory
operating hours unless either a Lab T/A or Counséictor is present inside that lab area.
The laboratory operating hours for students areegosn the entrance doorway and on the
notice board of computer engineering department.

5. Power Supply Related Safety
Voltages above 50-VAC or 120-VDC are always danggro
Extra precautions should be considered as voleagsd are increased.
Never make any changes to circuits or mechanigallawithout first isolating the circuit by
switching off and removing connections to powerigs.

6. Laboratory Equipment
Lab equipment may not be removed from the Complategineering lab areas without the
permission of the Laboratory Supervisors.
Laboratory bench equipment (except for some labclbesomputers) must be turned off
before closing down the lab area for the day.
Never open (remove cover) of any equipment in dhetatories.
Never "jump,” disable, bypass or otherwise disergagy safety device or feature of any
equipment in the laboratories.
Laboratories shall be locked when unoccupied.

7. Waste Management Safety
Know the correct handling, storage and disposatguores for batteries, cell, capacitors,
inductors and other high energy-storage devices.
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8. Equment Safety
Before equipment is energized ensure, circuit cotores and layout have been checked by a
Teaching Assistant (TA) and all colleagues in ygnaup has given their consent.
Experiments left unattended should be isolated fthe power supplies. If for a special
reason, it must be left on, a barrier and a warnwiice are required.
Equipment found to be faulty in any way should éparted to the lab supervisor and taken
out of service until inspected and declared safe.

9. Equipment Accessories
Use extension cords only when necessary and ondytemporary basis.
Request new outlets if your work requires equipnifin area without an outlet.
Discard damaged cords, cords that become hot,rds @ath exposed wiring.

P #

1. Police, Fire or Medical Emergency
- Use the telephone located in the laboratory areapaess 0-996 to notify police, fire, and
ambulance for emergency help.
Everyone present in the laboratory area shall belita with the locations and operation of
safety and emergency equipment, including butinotdd to, fire extinguishers, first aid kits,
emergency power off system, fire alarm pull stagjaand emergency telephones.

2. Electric Shock
When someone suffers serious electrical shock,dyeba knocked unconscious.
If the victim is still in contact with electricalicrent, immediately turn off the electrical power
source.
If you cannot disconnect the power source, depghessEmergency Power Off switch.
Do not touch a victim that is still in contact with live power source; you could be
electrocuted! Have someone call for emergency na¢adissistance immediately. Administer
first-aid, as appropriate.

3. Electrical Fire
If an electrical fire occurs, try to disconnect #lectrical power source, if possible.
If the fire is small and you are not in immediasader; and if you have been properly trained
in fighting fires, use the correct type of fire iexfuisher to extinguish the fire.
When in doubt, push in the Emergency Power Offdoutt
NEVER use water to extinguish an electrical fire.

4. Emergency Power Off
Every lab is equipped with an Emergency Power gt&m.
When this switch is depressed, electrical powéhédab will shut off, except for lights.
Only authorized personnel are permitted to resetepoonce the Emergency Power Off
system has been engaged.

5. Building Evacuation in Emergency
- Everyone present in the laboratory should be famib emergency exits & way out plans.
Use the nearest exit doorway from lab area cldedbie stairwell to exit the building.
Follow the Emergency Exit Signs posted in the hajlsv Do not use elevators.
Lab Teaching Assistants (T/As) or Instructor shathke sure all persons are out of the
laboratory area and follow the directions postedaah doorway to the laboratory area.

The above general laboratory safety rules are dedi¢gp safeguard you and your co-workers, fellow
students and colleagues and are a minimum requirtefoe individuals working in the computer
engineering laboratories at Umm Al-Qura Universigakkah Al-Mukarramah. Specialized training
and rules may apply depending on type and scopetities involved.
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Lab 1. PC Network TCP/IP Configuration
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IWINDOWSA\system32\command.com

D:~>ipconfig

Jindows IP Configuration

[Ethernet adapter Local Area Connection 3:

Connection—specific DNS Suffix
IP Address. . . . . - . - - - =
Bubnet Mask . . . . . . . . . .
Default Gateway . . - . . . - =

i R s L
255.255.255.8
192 .168.12 .1
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\WWINDOWS\system 3 2\command.com

D:~>ipoconfigrall

Windows IP Configuration
Host Hame . . . . . uet—df@3815e85A

Primary Dns Suffix

Mode Type . . . .

IP Routing Enabled.
WINS Proxy Enabled.

Unknown
Ho
Mo

Ethernet adapter Local Area Connection 3:

Connection—specific DHS Suffix .
Description . . . . . . . . . . Hational Semiconductor DP83815-Based
PCI Fast Ethernet Adapter H2
Physical Address. . BA-58-FC-72-18-82
Dhcp Enabled. . HNo
IP Address. . . 192.168.12_251
Subnet Mask . . 255.255.255.8
Default Gateway 192.168.12.1
DNS Servers . . 282 .83.168.41
282.83.168.14
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AWINDOWS\system 3 2\command. com

D=~>ping 192.168.12.202
Pinging 1?2.168_.12_.2082 with 32 hytes of data:

Reply from 192.168.12_.202: hytes=32 time<ims TTL=128
Reply from 192.168.12_.202: hytes=32 time<ims TTL=128
Reply from 192 _168_.12 _202: bhytez=32 time<{imsz TTL=128
Reply from 192.168.12.202: hytez=32 time<dims TTL=128

Ping statistics for 192_168.12.282:

Packets: Sent = 4, Received = 4, Lost = B (@x loss>,
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bmz,. Average = Bms
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Lab 2: Cable Construction
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Pin# | SideA Side B Pin# [ SideA Side B
1 orange-white orange-white 1 orange-white green-white
2 orange orange 2 orange green
3 green-white green-white 3 green-white orange-white
4 blue blue 4 blue blue
5 blue-white blue-white 5 blue-white blue-white
6 green green 6 green orange
7 brown-white brown-white 7 brown-white brown-white
8 brown brown 8 brown brown

For Straight cables

For Cross cables




Lab 3: Building a Local Area Network
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C:rame is receiued)

Is destination
a broadcast or a
multicast?

Forward on all
ports except the
one frame came
in on.

Is the
address in

Forward to

the specific
the address destination
table? port only.
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Internet Protocol (TCP/IP) Propetties 21x|

General |

‘You can get IP settings assigned automatically if your netwark supports
thiz capability. Otherwise, pou need to ask your network, administrator for
the appropriate [P zettings.

" Obtain an P address automatically
— % Usze the following IP address:

IP address: I . .
Subnet mask: I . .
Default gateway: I . .

! [btain DNE server address automatizally

% Use the following DNS zerver addresses:

Prefemed DMS server: I . .
Alternate DNS server: I . . .

Advanced... |
oK I Cancel |
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5

ystem Properties

===

Computer Name | Hardware I Advanced I System Protection I Hemote|

E’h’h Windows uses the following information to identify your computer
= onthe network.

Computer description:
For example: "Kitchen Computer” or "Mary's
Computer”.

Full computer name: mysticgeek-PC

Workaroup: WORKGROUP

To use a wizand to join a domain or work%nup. click
Networl [0 Network [D...
To rename this computer or change its domain or
workgroup, click Change. ange...

[ ok ][ cancel Apply

KA Network and Sharing

Center {b




Control Panel Home

Change adapter settings

Change advanced sharing

settin}gs

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use, You can choose specific options for
each profile,

Home or Work (current profile) [Rj

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers, What is network discovery?

i@ Turn on network discovery

1 Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network,

@ Turn on file and printer sharing
(71 Turn off file and printer sharing

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup mermnbers, can
access files in the Public folders, What are the Public folders?

@ Turn on sharing so anyone with network access can read and write files in the Public folders

1 Turn off Public folder sharing (people logged on to this computer can still access these
folders)




Password protected sharing

When password protected sharing is on, only people who have a user account and password on
this computer can access shared files, printers attached to this computer, and the Public folders,
To give other people access, you must turn off password protected sharing.

1 Turn on password protected sharing
@ Turn off password protected sharing

[ |@S-a'.-'ecl'lu':mgs ][ Cancel ]

Create a password for your account

mysticgeek
Administrator

If your password contains capital letters, they must be typed the same way every time you log on.
How to create a strong password

1

The password hint will be visible to everyone who uses this computer.
What is a password hint?

*



mvm r Metwork » - | 5y | | Search Network L2 |

Organize v MNetwork and Sharing Center > EE~ [A @

7 Favorites = Computer (2)

Bl Desktop -

I8 Downloads 1&[ MYSTICGEEK-PC
?—-] Recent Places -

e XPGEEK

7 Libraries w

@ Documents

J' s 4 Media Devices (1)

m

[&=] Pictures

E Videos

MYSTICGEEK-PC: mysticgeek:

ﬁ Heomegroup

- Computer
&, Local Disk (C) ~
3 items

+ 9 -
[ =
%v|@ <« Hard... » Devices.. » R4 | ‘,| | Search Devices and Printers e |
Add a device Add a printer = - ®
IR Receiver MYSTICGEEK-PC ST94811U2-RK .
4 Printers and Faxes (4)
" HP PSC 1500 Microsaft XPS Snagit9 =

SEriEs % Document Writer

4 Unspecified (1)

—
©

m

Microsoft Wireless
Optical Desktop®
220

4

12 items




& () v[@ « Devie » HPPSC.. <[ 45 |[ Search HP PSC 1500 series 2]

HP PSC 1500 series

0 document(s) in queue @ Printer: Ready

[C] Letter, Portrait Scan profile: Photo

i

-

_al Customize your printer
Change the name, security settings, or other properties
I

b
i / MJUFHI Change the name, security settings, or other properties h

Change color, layout, or paper settings

m

Scan a document or picture

ﬂ Open the scan dialog

Manage scan profiles L5

Create collections of frequently-used settings

i
&% HP PSC 1500 series Properties [

i | Device Settings About
General Sharing | Ports | Advanced Color Management

./ Fyou share this printer, only users on your network with a username
and password for this computer can print to it. The printer will not
be available when the computer sleeps. To change these settings,

use the Metwork and Sharing Center,

Share this printer
Share name: | [glalaeop ST

Render print jobs on client computers

Drivers
If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do net have te find the print driver when they connect to the

shared printer.
Additional Drivers...

[ox J[ concst |[ emy |




3A; 4' $ &

e

You can install additional drivers so that users on the following systermns can
download them automatically when they connect.

e
Additional Drivers

Installed

Processor Type

Itanium Type 3 - User Mode
bt Type 3 - User Mode
*E6 Type 3 - User Mode

) @ ) 1
@ D H
o
E=n=
@@-[ug \\MYSTICGEEK-PC - | 44 ||| search MysTIC.. P
Organize « Metwork and Sharing Center  » 52 » [l @
[E5] Pictures £
B8 Videos § HP PSC 1500 series
T
#3 Homegroup ‘ ' ; o
= - Share
= = [\E

L Computer
&, Local Disk (C3)
s FLAC (E)
—a Seagate (F)

€l Netwnrk X
Users MOWMYSTICGEEK-PC)
I Share




ol

< IOMD « [ 49 ][ Search pubiic 2]

Organize = = Open Include in library - Share with - »  g= +« [ @
* MName z Date modified il
+& Homegroup Libranes 3727 2004 3134 B
Public Desktop 5/9/2009 12:48 PM
1M Computer . Public Documents 5/3/2009 2:08 PM
& Local Disk (C2) . Public Downloads 4/22/2009 4:08 &AM
= FLAC (E) .. Public Music 4/22/2009 4:08 AM |2
= Seagate (F:) .. Public Pictures 4/22/2009 4:08 AM
i .. Public Recorded TV 4/22/2009 7:35 AM
G‘F Metwork i .. Public Videos 4/22/2009 4:08 AM
| | XP SHARE 5/9/2009T:50 PM <
Ll [ 1 | 3

XP SHARE Date modified: 5/9/2009 7:50 PM
{ | File folder

File  Edit  Yiew

Qo - ©

Address ‘ﬁ My Metwork Places

? Hy Hetwork Places

Favorites  Tools  Help

The Internet

Users on Mysticgesk-pc

b

Unspeciﬁe4 VWMYSTICGEEK-PCiUsers i

ebwork Setup YWizard

-7 wireless Mebwork Setup Wizard

Add Metwork Place

Entire Matwork,

B2 {- i

L@ pSearch H_:" Folders |.:5' __j}'-

MGD.
(&)




& WMYSTICGEEK-PCUlsers\Public - (]

File Edit View Favorites Tools Help a"
»
- @ - 0 = = 9
@Back @ l.ﬁ P Search || Falders |'; (¥
fddress |5 \\MYSTICEEEK-PCUsers|Public M o
]
Libraries
I_' ™% —3
'S Music
1
fir "
' Pictures
|
R

Recorded TY

'J %P SHARE
1
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Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helpz you inztall 3 printer or make printer
connechions.

& |t you have a Plug and Play printer that connects

\!‘J) through a USE port [or ang other hot pluggable
port, such az IEEE 1394, infrared, and =0 on), you
do not need to use thiz wizard, Click Cancel to
cloze the wizard, and then plug the printer's cable
inbo pour computer of point the printer toward pour
cornputer's infrared port, and tum the printer an,
windowes will automatically install the prinker for you.

To continue, click Mest.

Mest = L\\J I Cancel

Add Printer Wizard

Local or Network Printer
The wizard needs to know which tepe of printer to set up.

Select the option that describes the printer you want to use;

() Local printer attached ta this computer

(%) & network printer, or a printer attached to another computer

& To zet up a network, printer that iz not attached o a print serer,
\!:) uze the "Local printer option,

< Back “ MHest > i\sl Cancel I




Add Printer Wizard

Specify a Printer

If wou don't know the name or address of the printer, you can search for a printer
that meets your needs.

Wwhat prinker do you want bo connect to’y

() Browse for & printer

(*) Connect to this printer [or to browse for a printer, select this option and click Mext):

Example: Yhzerver\printer

() Conmect to a printer on the Intemet or on a hame or office netwark;

LIRL:

Euxample: hitp:/fzerver/printers/myprinter . printer

< Back “ Next>[}JI Cancel

) %

—

Frinter drivers may contain vinizes or scripts that can be harmful bo pour computer. 1t iz impartant to be certain that the

computer sharing this printer iz trustwarthy, Wwould vou like to continue?

‘_.. “'ou are about bo conhect to a printer on mypsticgeek-pe, whickh will automatically install a print driver on pour maching.
-

Es I I Mo

)H M

Add Printer Wizard

Completing the Add Printer
Wizard

‘'ou have successfully completed the Add Printer \Wizard.
ou specified the following printer settings:

Mame: HF PSC 1500 seres on mysticgeek-pc
Default: e

Location:

Cormrment:

To close this wizard, click Finish.
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'l.: Printers and Faxes

File

Q

Edit ‘iew Favorites Tools  Help

-'\_-) l.@ p Search

address |5 Printers and Faxes

Add Prinker

Status: Ready
Documents: O

H3




Lab 4: Configuration of CISCO Catalyst Switch 3560
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Lab 5: Configuration of CISCO Router 2900
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I Make Sure the Connectivity established b/w 10.0 and 10.0.0.10 after assign ip.

et CHYWINDOWS' system32',cmd.exe

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . :

IP Address. . . . . . . . . . . = 10.8.6.1
Subnet Mask . . . . . . . . = 255.0.0.0
Default Gateway . . . . . . . . . = 18.8.8.18

C:\Documents and Settings\Administrator>ping 10.0.0.10
Pinging 10.0.0.10 with 32 bhytes of data:

Reply from 10.0.0.10: bhytes=32 time=1ms TTL=255
10.0.0.10: bytes=32 time<ims TTL=255
10.0.0.108: bytes=32 time{ims TTL=255
10.0.0.10: bytes=32 time<ims TTL=255

Ping statistics for 10.0.0.10:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 1ms, Average = Bms

C:\Documents and Settings\Administrator>

# 4 ( $

Il Clear Text Password
5@



*!'*4+ ’Q
Il Encrypted Password

4+ Q 5

Il Line Console Password

*!'*4+ ,Q
W4+ | Q
W4+ | Q

%4+ [ Q3

Il User Created so Telnet Session are authentigaleuser id

%4+ Q 2
%4+ Q 6
%4+ | Q
%4+ | Q

*!'*4Q

&&5

User IP 11.0.0.1 and Connect to 11.0.0.10 fastEteth O{

To SSH Connectivity

Ping 11.0.0.1 to 11.0.0.10

D2+ ,Q

SECURE SHELL
Network Diagram

S5A



D2+ /,Q 77

D2+ [/,
Q DPC

The name for the keys will be: uqu.uqu.net

Choose the size of the key modulus in the ran@60fto 2048 for your General Purpose Keys.
Choosing a key modulus greater than 512 may td&w aninutes.

How many bits in the modulus [512]:

% Generating 512 bit RSA keys, keys will be noneagigible...[OK]

2> + 0 2
2> + 0 5
2> + 0 6

2> + |/ Q

2> + |/ Q

mpcC 11.0.0.1

Il Open Putty.exe
Il Type the fast Ethernet IP 11.0.0.100

Giving Username & Password

5C
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IP Address 15.0.0.1
Serial 0
R1 DCE

IP Address 15.0.0.2

Serial 0 R2
DTE

Il Assign the IP address on R1

*|'* /] + ,Q <

<+ ,Q
<+ [/ ,Q 7 77
<+ /,Q

<+ /,Q ) 6 +* )<
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Il Assign the IP address on R2
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Il Static Route Define on R2
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20.0.0.0 mean network to reach
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0 Mean next hop
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Lab 6: Design Problem using Router
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Device Interface IP Address Subnet Mask Def. Gateway
Fal/0 MNIA,
R1
S0/0/0 MN/A
Fal/0 N/A
R2
S0/0/0 MNIA
PC1 NIA
PC2 NIA
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Note: D

Step 1: Examine the network requirements.
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Step 2: Consider the following questions when creat
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Step 3: Assign subnetwork addresses to the Topology
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ing your network design.
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Step 1: Assign appropriate addresses to the device interfaces.
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Step 2: Document the addresses to be used intheta  ble provided under the Topology
Diagram.

Step 1: Cable a network that is similar to the one in the Topology Diagram.
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Step 2: Clear any existing configurations on the ro uters.
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Step 1: Configure the router interfaces.
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Step 2: Configure the PC interfaces.
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Lab 7: Basic OSPF Configuration
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Default Gateway

Device Interface IP Address Subnet Mask

Fa0/0 172.16.1.17 255.255.255.240 N/A

R1 S0/0/0 192.168.10.1 255.255.255.252 N/A

S0/0/1 192.168.10.5 255.255.255.252 N/A

Fa0/0 10.10.10.1 255.255.255.0 N/A

R2 S0/0/0 192.168.10.2 255.255.255.252 N/A

S0/0/1 192.168.10.9 255.255.255.252 N/A

Fa0/0 172.16.1.33 255.255.255.248 N/A

R3 S0/0/0 192.168.10.6 255.255.255.252 N/A

S0/0/1 192.168.10.10 255.255.255.252 N/A
PCO NIC 172.16.1.20 255.255.255.240 172.16.1.17
PC1 NIC 10.10.10.10 255.255.255.0 10.10.10.1
PC2 NIC 172.16.1.35 255.255.255.248 172.16.1.33

Step 1: Cable a network that is similar to the one

%

Note: !

Step 2="*

@

3

||7||

in the Topology Diagram.
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Step 1 * <"<" <5 !
Step 2 * * !
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Step 1 Configure 4' H 1& " )

# 9 ‘& + 7 8
Step 1 Configure 4'H 1& " )

# ‘& + 6
Step 1 Configure < # ) 10.1.1.1 255.255.255.255.
Step 2 Configure < # ) 10.2.2.2 255.255.255.255.
Step 3 Configure <5 # ) 10.3.3.3 255.255.255.255.
Step 4 Copy / L<$0

# .. )&+

Step 1 Use show ip ospf neighbor

Step 2 Use show ip protocols

# ;. $ &+ #

Step 1 Use ' ) 4'H
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Step 1 Configure R1 serial interfaces with a bandwidth of 64.
Step 2 Configure R2 serial interfaces with a bandwidth of 64.

Step 3 Configure R3 serial interfaces with a cost of 1562.

32 '&+6

Step 1 Configure a loopback address on the R1 router to simulate a link to an ISP.
Step 2 Create the loopback 1 172.30.1.1 255.255.255.252 on the R1 router.

Step 3 * a Default route directing traffic to the loopback interface.
Step 4 < the default route using OSPF.
33. ) &+

Step 1 Using the show ip route command verify that the default route was learned.



Lab 8: Basic EIGRP Configuration
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In this lab activity, you will learn how to configure the routing protocol EIGRP using the network
shown in the Topology Diagram. A loopback address will be used on the R2 router to simulate a
connection to an ISP, where all traffic that is not destined for the local network will be sent.
Some segments of the network have been subnetted using VLSM. EIGRP is a classless routing
protocol that can be used to provide subnet mask information in the routing updates. This will
allow VLSM subnet information to be propagated throughout the network.

# 3 <

Step 1: Cable a network that is similar to the one in the Topology Diagram.
This activity begins with an initial network in the logical workspace.

Step 2: Clear any existing configurations on the ro uters.

# 7 $ <

Perform basic configuration of the R1, R2, and R3 routers according to the following guidelines:

Configure the router hostname.

Disable DNS lookup.

Configure an EXEC mode password.
Configure a message-of-the-day banner.
Configure a password for console connections.
Configure a password for VTY connections.

ouprwWN
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Step 1: Configure the interfaces on the R1, R2, and R3 routers.
Configure the interfaces on the R1, R2, and R3 routers with the IP addresses from the table

under the Topology Diagram.

Step 2: Verify IP addressing and interfaces.
Use the show ip interface brief command to verify that the IP addressing is correct and that

the interfaces are active. When you have finished, be sure to save the running configuration to
the NVRAM of the router.

= 5

Configure the Ethernet interfaces of PC1, PC2, and PC3 with the IP addresses and default
gateways from the table under the Topology Diagram.

n 3 <

Step 1: Enable EIGRP.
Use the router eigrp command in global configuration mode to enable EIGRP on the R1

router. Enter 1 for the autonomous-system parameter.

R1(config)# router eigrp 1

Step 2: Configure classful network 172.16.0.0.
Once you are in the Router EIGRP configuration sub-mode, configure the classful network

172.16.0.0 to be included in the EIGRP updates that are sent out of R1.
R1(config-router)# network 172.16.0.0

The router will begin to send EIGRP update messages out each interface belonging to the
172.16.0.0 network. EIGRP updates will be sent out of the FastEthernet0/0 and Serial0/0/0
interfaces because they are both on subnets of the 172.16.0.0 network.

Step 3: Configure the router to advertise the 192.1 68.10.4/30 network attached to the
Serial0/0/1 interface.
Use the wildcard-mask option with the network command to advertise only the subnet and not

the entire 192.168.10.0 classful network.

Note: Think of a wildcard mask as the inverse of a subnet mask. The inverse of the subnet
mask 255.255.255.252 is 0.0.0.3. To calculate the inverse of the subnet mask, subtract the
subnet mask from 255.255.255.255:

255.255.255.255
— 255.255.255.252 Subtract the subnet mask

77



0.0.0.3 Wildcard mask
R1(config-router)# network 192.168.10.4 0.0.0.3

When you are finished with the EIGRP configuration for R1, return to privileged EXEC mode
and save the current configuration to NVRAM.
n 7 8 <

Step 1: Enable EIGRP routing on the R2 router using  the router eigrp command.
Use an autonomous system number of 1.

R2(config)# router eigrp 1
Step 2: Use the classful address 172.16.0.0 to incl  ude the network for the FastEthernet0/0

interface.
R2(config-router)# network 172.16.0.0

Notice that DUAL sends a notification message to the console stating that a neighbor
relationship with another EIGRP router has been established.

What is the IP address of the EIGRP neighbor router?

What interface on the R2 router is the neighbor adjacent to?

Step 3: Configure the R2 router to advertise the 19  2.168.10.8/30 network attached to the
Serial0/0/1 interface.

1. Use the wildcard-mask option with the network command to advertise only the subnet
and not the entire 192.168.10.0 classful network.

2. When you are finished, return to privileged EXEC mode.

R2(config-router)# network 192.168.10.8 0.0.0.3
R2(config-router)# end

Step 4: Configure EIGRP on the R3 router using the  router eigrp and network commands.

1. Use an autonomous system number of 1.

2. Use the classful network address for the network attached to the FastEthernet0/0
interface.



3. Include the wildcard masks for the subnets attached to the Serial0/0/0 and Serial 0/0/1
interfaces.

4. When you are finished, return to privileged EXEC mode.

R3(config)# router eigrp 1

R3(config-router)# network 192.168.1.0
R3(config-router)# network 192.168.10.4 0.0.0.3
R3(config-router)# network 192.168.10.8 0.0.0.3

R3(config-router)#

Notice that when the networks for the serial links from R3 to R1 and R3 to R2 are added to the
EIGRP configuration, DUAL sends a notification message to the console stating that a neighbor
relationship with another EIGRP router has been established.

) " <

Step 1: View neighbors.

On the R1 router, use the show ip eigrp neighbors command to view the neighbor table and
verify that EIGRP has established an adjacency with the R2 and R3 routers. You should be able
to see the IP address of each adjacent router and the interface that R1 uses to reach that
EIGRP neighbor.

R1#show ip eigrp neighbors

Step 2: View routing protocol information.

On the R1 router, use the show ip protocols command to view information about the routing
protocol operation. Notice that the information that was configured in Task 5, such as protocol,
autonomous system number, and networks, is shown in the output. The IP addresses of the
adjacent neighbors are also shown.

R1#show ip protocols

Notice that the output specifies the autonomous system number used by EIGRP. Remember,
the autonomous system number must be the same on all routers for EIGRP to establish
neighbor adjacencies and share routing information.

$ " # <
Stepl: View the routing table on the R1 router.
EIGRP routes are denoted in the routing table with a D, which stands for DUAL (Diffusing
Update Algorithm), which is the routing algorithm used by EIGRP.

R1#show ip route

Notice that the 172.16.0.0/16 parent network is variably subnetted with three child routes using
@



either a /24 or /30 mask. Also notice that EIGRP has automatically included a summary route to
NullO for the 172.16.0.0/16 network. The 172.16.0.0/16 route does not actually represent a path
to reach the parent network, 172.16.0.0/16. If a packet destined for 172.16.0.0/16 does not
match one of the level 2 child routes, it is sent to the NullO interface.

The 192.168.10.0/24 Network is also variably subnetted and includes a NullO route.

Step 2: View the routing table on the R3 router.
The routing table for R3 shows that both R1 and R2 are automatically summarizing the

172.16.0.0/16 network and sending it as a single routing update. Because of automatic
summarization, R1 and R2 are not propagating the individual subnets. Because R3 is getting
two equal cost routes for 172.16.0.0/16 from both R1 and R2, both routes are included in the
routing table.

n > <

Step 1: View the EIGRP metric information.
Use the show ip interface command to view the EIGRP metric information for the

Serial0/0/0 interface on the R1 router. Notice the values that are shown for the bandwidth,
delay, reliability, and load.

R1#show interface serial0/0/0

Step 2: Modify the bandwidth of the Serial interfac  es.
On most serial links, the bandwidth metric will default to 1544 Kbits. If this is not the actual

bandwidth of the serial link, the bandwidth will need to be changed so that the EIGRP metric
can be calculated correctly.

For this lab, the link between R1 and R2 will be configured with a bandwidth of 64 kbps, and the
link between R2 and R3 will be configured with a bandwidth of 1024 kbps. Use the bandwidth
command to modify the bandwidth of the Serial interfaces of each router.

R1 router:
R1(config)# interface serial0/0/0
R1(config-if)# bandwidth 64

R2 router:

R2(config)# interface serial0/0/0
R2(config-if)# bandwidth 64
R2(config)# interface serial0/0/1
R2(config-if)# bandwidth 1024

R3 router:
R3(config)# interface serial0/0/1
R3(config-if)# bandwidth 1024

7A



Note: The bandwidth command only modifies the bandwidth metric used by routing protocols,
not the physical bandwidth of the link.

Step 3: Verify the bandwidth modifications.
Use the show ip interface command to verify that the bandwidth value of each link has

been changed.

Note: Use the interface configuration command no bandwidth  to return the bandwidth to its
default value.

# = $ & + 6 <

Step 1: Examine the successors and feasible distanc  es in the routing table on R2.
R2#show ip route

Step 2: Answer the following questions:
What is the best path to PC1?

A successor is a neighboring router that is currently being used for packet forwarding. A
successor is the least-cost route to the destination network. The IP address of a successor is
shown in a routing table entry right after the word “via”.

What is the IP address and name of the successor router in this route?

Feasible distance (FD) is the lowest calculated metric to reach that destination. FD is the metric
listed in the routing table entry as the second number inside the brackets.

What is the feasible distance to the network that PC1 is on?

A feasible successor is a neighbor who has a viable backup path to the same network as the
successor. In order to be a feasible successor, R1 must satisfy the feasibility condition. The
feasibility condition (FC) is met when a neighbor’s reported distance (RD) to a network is less
than the local router’s feasible distance to the same destination network.

7C



Step 1: Examine the routing table on R1.
What is the reported distance to the 192.168.1.0 network?

Step 2: Examine the routing table on R2.
What is the feasible distance to the 192.168.1.0 network?

Would R2 consider R1 to be a feasible successor to the 192.168.1.0 network?

# 33 $ "H V# <

Step 1: View the EIGRP topology table.
Use the show ip eigrp topology command to view the EIGRP topology table on R2.

Step 2: View detailed EIGRP topology information.

Use the [network] parameter of the show ip eigrp topology command to view detailed
EIGRP topology information for the 192.16.0.0 network.

R2#show ip eigrp topology 192.168.1.0

How many successors are there for this network?

What is the feasible distance to this network?

What is the IP address of the feasible successor?

What is the reported distance for 192.168.1.0 from the feasible successor?

What would be the feasible distance to 192.168.1.0 if R1 became the successor?

# 37 6 % &$% ? <

Step 1: Examine the routing table of the R3 router.
Notice that R3 is not receiving individual routes for the 172.16.1.0/24, 172.16.2.0/24, and

172.16.3.0/24 subnets. Instead, the routing table only has a summary route to the classful



network address of 172.16.0.0/16 through the R1 router. This will cause packets that are
destined for the 172.16.2.0/24 network to be sent through the R1 router instead of being sent
straight to the R2 router.

Why is the R1 router (192.168.10.5) the only successor for the route to the 172.16.0.0/16
network?

Notice that the reported distance from R2 is higher than the feasible distance from R1.

R3#show ip eigrp topology

Step 3: Disable automatic summarization on all thre e routers with the no auto-

summary command.
R1(config)# router eigrp 1

R1(config-router)# no auto-summary

R2(config)# router eigrp 1
R2(config-router)# no auto-summary

R3(config)# router eigrp 1
R3(config-router)# no auto-summary

Step 4: View the routing table on R1 again.
Notice that individual routes for the 172.16.1.0/24, 172.16.2.0/24, and 172.16.3.0/24 subnets

are now present and the summary Null route is no longer listed.
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Step 1: Add loopback addresses to R3 router.

Add two loopback addresses, 192.168.2.1/24 and 192.168.3.1/24, to the R3 router. These
virtual interfaces will be used to represent networks to be manually summarized along with the
192.168.1.0/24 LAN.

R3(config)# interface loopbackl

R3(config-if)# ip address 192.168.2.1 255.255.255.0
R3(config-if)# interface loopback2

R3(config-if)# ip address 192.168.3.1 255.255.255.0

Step 2: Add the 192.168.2.0 and 192.168.3.0 network s to the EIGRP configuration on R3.
R3(config)# router eigrp 1

R3(config-router)# network 192.168.2.0
R3(config-router)# network 192.168.3.0



Step 3: Verify new routes.
View the routing table on the R1 router to verify that the new routes are being sent out in the
EIGRP updates sent by R3.

Step 4: Apply manual summarization to outbound inte rfaces.
The routes to the 192.168.1.0/24, 192.168.2.0/24, and 192.168.3.0/24 networks can be

summarized in the single network 192.168.0.0/22. Use the ip summary-address eigrp as-
number network-address subnet-mask command to configure manual summarization on each of
the outbound interfaces connected to EIGRP neighbors.

R3(config)# interface serial0/0/0

R3(config-if)# ip summary-address eigrp 1 192.168.0.0 255.255.252. 0
R3(config-if)# interface serial0/0/1
R3(config-if)# ip summary-address eigrp 1 192.168.0.0 255.255.252. 0

R3(config-if)#

Step 5: Verify the summary route.
View the routing table on the R1 router to verify that the summary route is being sent out in the
EIGRP updates sent by R3.



Lab 9: Introduction to Wireshark
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Wireshark is a network protocol analyzer, also known as a network sniffer. Formerly known as
Ethereal, wireshark is computer application that captures and decodes packets of information
from a network. “Wireshark can capture live network traffic or read data from a file and translate
the data to be presented in a format the user can understand”.
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Get Wireshark Now

1.0.2 for Windows

Get it for OS X, Linux, Solaris, and others
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| The Wreshark Network Anatgze
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The different interfaces available that WinPcap driver sees in the machine are shown and you can either
click start or click options for more options regarding capturing packets before starting the capture.

The Wireshark Network Analyzer

File Edit View Go Analyze Statistics Help
Dhen i NEREEEN . 2
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@l Microsoft
@l Microsoft

Help

Description

@l MS Tunnel Interface Driver

1P Packets Packets/s Stop

@l Marvell Gigabit Ethernet Controller 172.23.105.144

0.00.0
192168111

unknown

0 0
0 0
28 28
0 0

| Start | | Options | | Qemls]

| start || Options | | Details |

]
| Start|
]
]

[Start thlons] [Qemls]

[
| Options | | Details |
[
[

Close

The following figure represents the Capture Option’s Window

Capture
Interface:  Microsoft: \Device\NPF_{68735C6F-1200-4365-BF27-CCF63E5778D9}

1P address: 192.168.1.11

ink-layer header type: ‘ Ethernet
. Capture packets in promiscuous mode

_| Limit each packet to 62

. Capture Filter:

~ bytes

E]: Buffer size: ‘ : |

-:—J megabyte(s) | Wireless Settings

Capture File(s)
File: |

[7] Use multiple files

Display Options -

[¥] Update list of packets in real time
Automatic scrolling in live capture

["] Hide capture info dialog

Next file every ‘1 \ = | megabyte(s) ‘_l
] Next file every }1 i = | minute(s) =
Ring buffer with ;Z j = files .
Stop capture after ‘1 ‘ = file(s) —I-
Stop Capture ...
[] ... after 1 + packet(s)
[T ... after [1 ! megabyte(s) f
[T ... after “1 [H| minute(s) T

Name Resolution -

Enable MAC name resolution
[7] Enable network name resolution

Enable transport name resolution
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wiresnark Lap: INtroauction  Eam

Switch between different interfaces. You can only capture on one of the interfaces that Wireshark found
on the system at a time.

Capture packets in promiscuous mode checkbox allows Wireshark not only to capture the packets going
to or from your computer, but also all packets on your LAN segment.

Limit each packet to n bytes field allows you to specify the maximum amount of data that will be
captured for each packet, and is sometimes referred to as the snaplen®.

Capture filters are to be explained thoroughly in the next document. The default is not choosing any
filters when capturing.

Display Options:

Update list of packets in real time to display the packets right away once captured. If it is not chosen
Wireshark will display the packets captured when you stop the capture. It is important to know that
choosing this option decreases the ability to capture packets in high rates.

Automatic scrolling in live capture automatically scrolls down to the last packet captured. If this option is
not chosen Wireshark adds new packets to the end of the list, but does not scroll to the end of the
packets pane. You can toggle this off from the commands menu at any time as shown in the following

page.
Hide capture info dialog: Toggle on/off to hide/show the capture info dialog while capturing.
Name Resolution Options:

Enable MAC name resolution option: Toggle on/off to allow whether Wireshark translates MAC
addresses into names or not.

Enable network name resolution option: Toggle on/off to allow whether Wireshark translates network
addresses into names or not.

Enable transport name resolution option: Toggle on/off to allow whether Wireshark translates transport
addresses into protocols or not.

An interesting way to set up the environment in wireshark to a default interface and some default

options instead of choosing them each and every time you run wireshark is by clicking the preferences
icon from the commands menu and choosing the Capture tab.
Options similar to those found in the Capture options dialog box can be found.



26 28.124137  209.191.93.150 192.168.1.11 HTTR HTTP/1.1 200 OK (tﬂxz
. ACH

27 28.124730 192.168.1.11 209.191.93.150 TCP 56173 > http [FIN

28 28.127108  209.191.93.150 192.168.1.11 e http > 56173 [FIN, ACK] Si

29 28.127186 192.168.1.11 209.191.93.150 TCP 56173 > http [ACK] Seg=]

30 28.142045  209.191.93.150 192.168.1.11 TP http > 56173 [FIN, ACK] S ~

Details ® Frame 1 (51 bytes on wire, S1 bytes captured)
 Ethernet II, src: Intelcor_3b:8d:e0 (00:1b:77:3b:8d:e0), DSt: Asustekc_19:90:4e (00:1d:60:19:90:
Pane\‘l"‘""“ Protocol, Src: 192.168.1.11 (192.168.1.11), Dst: 68.180.217.14 (68.180.217.14)
& WPansmission Control Protocol, Src Port: 54103 (54103), bst Port: mmcc (5050), Seg: 1, Ack: 1, L
# Yahoo YWSG Messenger Protocol (Unknown)

Packet Content in
Hexadecimal

0000 00 1d 60 19 90 4e 00 1b 77 3b 8d €0 08 00 45
0010 00 4d 71 bd 00 00 80 06 €9 77 O a8 01 Ob 44

it
Of b8 ef ac 00 00 59 4d 53 47 00 Of 00
0 00 8a 00 00 00 00 50 bl 4f 30 cO 80D 63 75 74
0050 65 5T 6d 6f 6e 79 39 36 O 80 0O

00

=T
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