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1. Personal Safety 
·  Be familiar with the electrical and fire hazards associated with your workplace.   
·  Be as careful for the safety of others as for yourself. Think before you act. 
·  Be tidy and systematic. 
·  Avoid bulky, loose or trailing clothes.  Avoid long loose hair. 
·  No one is allowed to enter in the lab area bare foot due to increased risk of electric shock. 
·  Remove metal bracelets, rings or watchstraps when working in the laboratories. 
·  Avoid working with wet hands and clothing. 

 

2. Food, Beverages and Smoking 
·  Due to the increased risk of electric shock, no drinking of beverages, consumption or storage 

of any kind of food is allowed in the laboratory. 
·  Smoking is prohibited in all laboratories in all timings. 

 

3. Soldering 
·  No one is allowed to do soldering in any of the computer engineering laboratories except the 

graduation project design laboratory.  
·  Anyone doing soldering in the graduation project design laboratory must wear appropriate 

apparel, socks, gloves, covered shoes and safety goggles to prevent the possibility of severe 
burns resulting from the splashing or dripping of hot liquefied solder into the face and eyes or 
on to the exposed skin on the chest, hands, legs, and feet.  

·  Students who are not so properly attired for these tasks will NOT be allowed to perform any 
type of soldering in the graduation project design laboratory. 
 

4. Laboratory Operating Hours 
·  Students are never allowed to work alone in any lab area other than scheduled laboratory 

operating hours unless either a Lab T/A or Course Instructor is present inside that lab area.  
·  The laboratory operating hours for students are posted on the entrance doorway and on the 

notice board of computer engineering department.  
 

5. Power Supply Related Safety 
·  Voltages above 50-VAC or 120-VDC are always dangerous.  
·  Extra precautions should be considered as voltage levels are increased. 
·  Never make any changes to circuits or mechanical layout without first isolating the circuit by 

switching off and removing connections to power supplies. 
 

6. Laboratory Equipment 
·  Lab equipment may not be removed from the Computer Engineering lab areas without the 

permission of the Laboratory Supervisors.  
·  Laboratory bench equipment (except for some lab bench computers) must be turned off 

before closing down the lab area for the day. 
·  Never open (remove cover) of any equipment in the laboratories.   
·  Never "jump," disable, bypass or otherwise disengage any safety device or feature of any 

equipment in the laboratories. 
·  Laboratories shall be locked when unoccupied. 

 

7. Waste Management Safety 
·  Know the correct handling, storage and disposal procedures for batteries, cell, capacitors, 

inductors and other high energy-storage devices. 
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8. Equipment Safety 
·  Before equipment is energized ensure, circuit connections and layout have been checked by a 

Teaching Assistant (TA) and all colleagues in your group has given their consent. 
·  Experiments left unattended should be isolated from the power supplies. If for a special 

reason, it must be left on, a barrier and a warning notice are required. 
·  Equipment found to be faulty in any way should be reported to the lab supervisor and taken 

out of service until inspected and declared safe. 
 

9. Equipment Accessories 
·  Use extension cords only when necessary and only on a temporary basis. 
·  Request new outlets if your work requires equipment in an area without an outlet. 
·  Discard damaged cords, cords that become hot, or cords with exposed wiring. 

�

��  ������������� �
�����!��"��������#������
�

1. Police, Fire or Medical Emergency 
·  Use the telephone located in the laboratory area and press 0-996 to notify police, fire, and 

ambulance for emergency help.  
·  Everyone present in the laboratory area shall be familiar with the locations and operation of 

safety and emergency equipment, including but not limited to, fire extinguishers, first aid kits, 
emergency power off system, fire alarm pull stations, and emergency telephones. 
�

2. Electric Shock 
·  When someone suffers serious electrical shock, he may be knocked unconscious.  
·  If the victim is still in contact with electrical current, immediately turn off the electrical power 

source.  
·  If you cannot disconnect the power source, depress the Emergency Power Off switch. 
·  Do not touch a victim that is still in contact with a live power source; you could be 

electrocuted! Have someone call for emergency medical assistance immediately. Administer 
first-aid, as appropriate. 
 

3. Electrical Fire 
·  If an electrical fire occurs, try to disconnect the electrical power source, if possible.  
·  If the fire is small and you are not in immediate danger; and if you have been properly trained 

in fighting fires, use the correct type of fire extinguisher to extinguish the fire.  
·  When in doubt, push in the Emergency Power Off button. 
·  NEVER use water to extinguish an electrical fire. 

 

4. Emergency Power Off 
·  Every lab is equipped with an Emergency Power off System.   
·  When this switch is depressed, electrical power to the lab will shut off, except for lights. 
·  Only authorized personnel are permitted to reset power once the Emergency Power Off 

system has been engaged. 
�

5. Building Evacuation in Emergency 
·  Everyone present in the laboratory should be familiar to emergency exits & way out plans. 
·  Use the nearest exit doorway from lab area closest to the stairwell to exit the building. 
·  Follow the Emergency Exit Signs posted in the hallways. Do not use elevators. 
·  Lab Teaching Assistants (T/As) or Instructor shall make sure all persons are out of the 

laboratory area and follow the directions posted at each doorway to the laboratory area.  
 

�

The above general laboratory safety rules are designed to safeguard you and your co-workers, fellow 
students and colleagues and are a minimum requirement for individuals working in the computer 
engineering laboratories at Umm Al-Qura University, Makkah Al-Mukarramah. Specialized training 
and rules may apply depending on type and scope of activities involved. 
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Lab 2: Cable Construction 
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!!! Make Sure the Connectivity established b/w 10.0.0.1 and 10.0.0.10 after assign ip. 
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!!! Clear Text Password 
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!!! Encrypted Password 
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!!! Line Console Password 
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!!! User Created so Telnet Session are authenticate with user id 
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User IP 11.0.0.1 and Connect to 11.0.0.10 fastEhernet0/1 On Router 

To SSH Connectivity 

Ping 11.0.0.1 to 11.0.0.10 

!!!!! 100% Succeed 
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The name for the keys will be: uqu.uqu.net 

Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose Keys. 
Choosing a key modulus greater than 512 may take a few minutes. 

How many bits in the modulus [512]: 

% Generating 512 bit RSA keys, keys will be non-exportable...[OK] 
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!!! PC 11.0.0.1 

!!! Open Putty.exe 

!!! Type the fast Ethernet IP 11.0.0.100 

Giving Username & Password 
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!!! Assign the IP address on R1 
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!!! Assign the IP address on R2 
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!!!!! 

Success rate is 100 percent (5/5), round-trip min/avg/max = 32/32/32 ms 
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!!! Assign IP on R2 
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!!! ITS Shows Directly Connected Network 
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!!! Static Route Define on CISCO 

!!! 20.0.0.0 is the destination Network 
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!!! Static Route Define on R2 

!!! 10.0.0.0 is the destination Network 
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!!! Static Entry now show on Routing Table 
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S means Static 

20.0.0.0 mean network to reach 

/8 means subnet 

1 mean AD 

0 Mean next hop 

15.0.0.2 mean packet flow from here. 
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!!! Verfiy the connectivity 
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Step 1: Examine the network requirements. 
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Step 2: Consider the following questions when creat ing your network design. 
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Step 3: Assign subnetwork addresses to the Topology  Diagram. 
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Step 1: Assign appropriate addresses to the device interfaces. 
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Step 2: Document the addresses to be used in the ta ble provided under the Topology 
Diagram. 
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Step 1: Cable a network that is similar to the one in the Topology Diagram. 
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Step 2: Clear any existing configurations on the ro uters. 
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Step 1: Configure the router interfaces. 
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Step 2: Configure the PC interfaces. 
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Device  Interface  IP Address  Subnet Mask  
Default Gateway  

R1 

Fa0/0 172.16.1.17 255.255.255.240 N/A 

S0/0/0 192.168.10.1 255.255.255.252 N/A 

S0/0/1 192.168.10.5 255.255.255.252 N/A 

R2 

Fa0/0 10.10.10.1 255.255.255.0 N/A 

S0/0/0 192.168.10.2 255.255.255.252 N/A 

S0/0/1 192.168.10.9 255.255.255.252 N/A 

R3 

Fa0/0 172.16.1.33 255.255.255.248 N/A 

S0/0/0 192.168.10.6 255.255.255.252 N/A 

S0/0/1 192.168.10.10 255.255.255.252 N/A 

PC0 NIC 172.16.1.20 255.255.255.240 172.16.1.17 

PC1 NIC 10.10.10.10 255.255.255.0 10.10.10.1 

PC2 NIC 172.16.1.35 255.255.255.248 172.16.1.33 
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Step 1: Cable a network that is similar to the one in the Topology Diagram. 
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Step 1 Configure�4'�H��	����������
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Step 1 Configure�4'�H��	����������
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Step 1 Configure�<���	�����#������)��	���� �����  10.1.1.1 255.255.255.255. 

Step 2 Configure�<���	�����#������)��	���� �����  10.2.2.2 255.255.255.255. 

Step 3 Configure�<5��	�����#������)��	���� ����� � 10.3.3.3 255.255.255.255. 

Step 4 Copy������
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Step 1 Use����  show  ip ospf neighbor  ��������������	 ��	� �����	������
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Step 1 Configure R1 serial interfaces with a bandwidth of 64. 

Step 2 Configure R2 serial interfaces with a bandwidth of 64. 

Step 3 Configure R3 serial interfaces with a cost of 1562.�
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Step 1 Configure a loopback address on the R1 router to simulate a link to an ISP. 

Step 2 Create the loopback 1 172.30.1.1 255.255.255.252 on the R1 router. 

Step 3 *�����  a Default route directing traffic to the loopback interface. 

Step 4 <��	
��	�
��  the default route using OSPF.�
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Step 1  Using the show ip route  command verify that the default route was learned. 
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In this lab activity, you will learn how to configure the routing protocol EIGRP using the network 
shown in the Topology Diagram. A loopback address will be used on the R2 router to simulate a 
connection to an ISP, where all traffic that is not destined for the local network will be sent. 
Some segments of the network have been subnetted using VLSM. EIGRP is a classless routing 
protocol that can be used to provide subnet mask information in the routing updates. This will 
allow VLSM subnet information to be propagated throughout the network.�
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Step 1: Cable a network that is similar to the one in the Topology Diagram. 
This activity begins with an initial network in the logical workspace.�

Step 2: Clear any existing configurations on the ro uters. �
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Perform basic configuration of the R1, R2, and R3 routers according to the following guidelines:�

��  Configure the router hostname.�
2. Disable DNS lookup. 
3. Configure an EXEC mode password. 
4. Configure a message-of-the-day banner. 
5. Configure a password for console connections. 
6. Configure a password for VTY connections. 
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Step 1: Configure the interfaces on the R1, R2, and  R3 routers. 
Configure the interfaces on the R1, R2, and R3 routers with the IP addresses from the table 
under the Topology Diagram.�

Step 2: Verify IP addressing and interfaces. �
Use the show ip interface brief  command to verify that the IP addressing is correct and that 
the interfaces are active. When you have finished, be sure to save the running configuration to 
the NVRAM of the router.�
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Configure the Ethernet interfaces of PC1, PC2, and PC3 with the IP addresses and default 
gateways from the table under the Topology Diagram.�
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Step 1: Enable EIGRP. 
Use the router eigrp  command in global configuration mode to enable EIGRP on the R1 
router. Enter 1 for the autonomous-system parameter. 
 
R1(config)# router eigrp 1 �

Step 2: Configure classful network 172.16.0.0. �
Once you are in the Router EIGRP configuration sub-mode, configure the classful network 
172.16.0.0 to be included in the EIGRP updates that are sent out of R1. 
 
R1(config-router)# network 172.16.0.0  
 
The router will begin to send EIGRP update messages out each interface belonging to the 
172.16.0.0 network. EIGRP updates will be sent out of the FastEthernet0/0 and Serial0/0/0 
interfaces because they are both on subnets of the 172.16.0.0 network.�

Step 3: Configure the router to advertise the 192.1 68.10.4/30 network attached to the 
Serial0/0/1 interface. �
Use the wildcard-mask option with the network command to advertise only the subnet and not 
the entire 192.168.10.0 classful network. 
 
Note: Think of a wildcard mask as the inverse of a subnet mask. The inverse of the subnet 
mask 255.255.255.252 is 0.0.0.3. To calculate the inverse of the subnet mask, subtract the 
subnet mask from 255.255.255.255: 
 
   255.255.255.255  
– 255.255.255.252   Subtract the subnet mask 
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---------------------- 
     0 .  0 .  0 .  3      Wildcard mask 
 
R1(config-router)# network 192.168.10.4 0.0.0.3  
 
When you are finished with the EIGRP configuration for R1, return to privileged EXEC mode 
and save the current configuration to NVRAM.�
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Step 1: Enable EIGRP routing on the R2 router using  the router eigrp command. 
Use an autonomous system number of 1. 
 
R2(config)# router eigrp 1 �

Step 2: Use the classful address 172.16.0.0 to incl ude the network for the FastEthernet0/0 
interface. �
R2(config-router)# network 172.16.0.0  
 
Notice that DUAL sends a notification message to the console stating that a neighbor 
relationship with another EIGRP router has been established.  
 
What is the IP address of the EIGRP neighbor router?  
________________________________________  
 
What interface on the R2 router is the neighbor adjacent to? 
________________________________________ �

Step 3: Configure the R2 router to advertise the 19 2.168.10.8/30 network attached to the 
Serial0/0/1 interface. �

1. Use the wildcard-mask option with the network command to advertise only the subnet 
and not the entire 192.168.10.0 classful network.  

2. When you are finished, return to privileged EXEC mode. 
 
R2(config-router)# network 192.168.10.8 0.0.0.3  
R2(config-router)# end  

Step 4: Configure EIGRP on the R3 router using the router eigrp and network commands.  

1. Use an autonomous system number of 1. 

2. Use the classful network address for the network attached to the FastEthernet0/0 
interface. 
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3. Include the wildcard masks for the subnets attached to the Serial0/0/0 and Serial 0/0/1 
interfaces. 

4. When you are finished, return to privileged EXEC mode. 
 
R3(config)# router eigrp 1  
R3(config-router)# network 192.168.1.0  
R3(config-router)# network 192.168.10.4 0.0.0.3  
R3(config-router)# network 192.168.10.8 0.0.0.3  
R3(config-router)#  

Notice that when the networks for the serial links from R3 to R1 and R3 to R2 are added to the 
EIGRP configuration, DUAL sends a notification message to the console stating that a neighbor 
relationship with another EIGRP router has been established. �
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Step 1: View neighbors. 
On the R1 router, use the show ip eigrp neighbors  command to view the neighbor table and 
verify that EIGRP has established an adjacency with the R2 and R3 routers. You should be able 
to see the IP address of each adjacent router and the interface that R1 uses to reach that 
EIGRP neighbor. 
 
R1#show ip eigrp neighbors �

Step 2: View routing protocol information. �
On the R1 router, use the show ip protocols  command to view information about the routing 
protocol operation. Notice that the information that was configured in Task 5, such as protocol, 
autonomous system number, and networks, is shown in the output. The IP addresses of the 
adjacent neighbors are also shown. 
 
R1#show ip protocols  
 
Notice that the output specifies the autonomous system number used by EIGRP. Remember, 
the autonomous system number must be the same on all routers for EIGRP to establish 
neighbor adjacencies and share routing information. �
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Step1: View the routing table on the R1 router. 
EIGRP routes are denoted in the routing table with a D, which stands for DUAL (Diffusing 
Update Algorithm), which is the routing algorithm used by EIGRP. 
 
R1#show ip route  
 
Notice that the 172.16.0.0/16 parent network is variably subnetted with three child routes using 
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either a /24 or /30 mask. Also notice that EIGRP has automatically included a summary route to 
Null0 for the 172.16.0.0/16 network. The 172.16.0.0/16 route does not actually represent a path 
to reach the parent network, 172.16.0.0/16. If a packet destined for 172.16.0.0/16 does not 
match one of the level 2 child routes, it is sent to the Null0 interface.  
 
The 192.168.10.0/24 Network is also variably subnetted and includes a Null0 route.�

Step 2: View the routing table on the R3 router. �
The routing table for R3 shows that both R1 and R2 are automatically summarizing the 
172.16.0.0/16 network and sending it as a single routing update. Because of automatic 
summarization, R1 and R2 are not propagating the individual subnets. Because R3 is getting 
two equal cost routes for 172.16.0.0/16 from both R1 and R2, both routes are included in the 
routing table.�
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Step 1: View the EIGRP metric information. 
Use the show ip interface  command  to view the EIGRP metric information for the 
Serial0/0/0 interface on the R1 router. Notice the values that are shown for the bandwidth, 
delay, reliability, and load. 
 
R1#show interface serial0/0/0 �

Step 2: Modify the bandwidth of the Serial interfac es.�
On most serial links, the bandwidth metric will default to 1544 Kbits. If this is not the actual 
bandwidth of the serial link, the bandwidth will need to be changed so that the EIGRP metric 
can be calculated correctly. 
 
For this lab, the link between R1 and R2 will be configured with a bandwidth of 64 kbps, and the 
link between R2 and R3 will be configured with a bandwidth of 1024 kbps. Use the bandwidth 
command to modify the bandwidth of the Serial interfaces of each router. 
 
R1 router: 
R1(config)# interface serial0/0/0  
R1(config-if)# bandwidth 64  
 
R2 router: 
R2(config)# interface serial0/0/0  
R2(config-if)# bandwidth 64  
R2(config)# interface serial0/0/1  
R2(config-if)# bandwidth 1024  
 
R3 router: 
R3(config)# interface serial0/0/1  
R3(config-if)# bandwidth 1024  
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Note: The bandwidth command only modifies the bandwidth metric used by routing protocols, 
not the physical bandwidth of the link.�

Step 3: Verify the bandwidth modifications. �
Use the show ip interface  command to verify that the bandwidth value of each link has 
been changed. 
 
Note: Use the interface configuration command no bandwidth  to return the bandwidth to its 
default value.�
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Step 1: Examine the successors and feasible distanc es in the routing table on R2. 
R2#show ip route �

Step 2: Answer the following questions: �
What is the best path to PC1? 
____________________________________________________________________________
________ 
 
A successor is a neighboring router that is currently being used for packet forwarding. A 
successor is the least-cost route to the destination network. The IP address of a successor is 
shown in a routing table entry right after the word “via”.  
 
What is the IP address and name of the successor router in this route?  
________________________________________ 
 
Feasible distance (FD) is the lowest calculated metric to reach that destination. FD is the metric 
listed in the routing table entry as the second number inside the brackets.  
 
What is the feasible distance to the network that PC1 is on? 
________________________________________  
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A feasible successor is a neighbor who has a viable backup path to the same network as the 
successor. In order to be a feasible successor, R1 must satisfy the feasibility condition. The 
feasibility condition (FC) is met when a neighbor’s reported distance (RD) to a network is less 
than the local router’s feasible distance to the same destination network. �
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Step 1: Examine the routing table on R1. �
What is the reported distance to the 192.168.1.0 network? 
________________________________________ �

Step 2: Examine the routing table on R2. �
What is the feasible distance to the 192.168.1.0 network?  
________________________________________  
 
Would R2 consider R1 to be a feasible successor to the 192.168.1.0 network? _______ �
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Step 1: View the EIGRP topology table. 
Use the show ip eigrp topology  command to view the EIGRP topology table on R2.�

Step 2: View detailed EIGRP topology information. �

Use the [network] parameter of the show ip eigrp topology  command to view detailed 
EIGRP topology information for the 192.16.0.0 network. 
 
R2#show ip eigrp topology 192.168.1.0  
 
How many successors are there for this network? 
 
________________________________________ 
 
What is the feasible distance to this network? 
 
________________________________________ 
 
What is the IP address of the feasible successor? 
 
________________________________________ 
 
What is the reported distance for 192.168.1.0 from the feasible successor? 
 
________________________________________ 
 
What would be the feasible distance to 192.168.1.0 if R1 became the successor? 
 
________________________________________ 
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Step 1: Examine the routing table of the R3 router.  
Notice that R3 is not receiving individual routes for the 172.16.1.0/24, 172.16.2.0/24, and 
172.16.3.0/24 subnets. Instead, the routing table only has a summary route to the classful 
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network address of 172.16.0.0/16 through the R1 router. This will cause packets that are 
destined for the 172.16.2.0/24 network to be sent through the R1 router instead of being sent 
straight to the R2 router. 
 
Why is the R1 router (192.168.10.5) the only successor for the route to the 172.16.0.0/16 
network? 
____________________________________________________________________________ 
____________________________________________________________________________ 
____________________________________________________________________________
__________________________________________________________ 
 
Notice that the reported distance from R2 is higher than the feasible distance from R1. 
 
R3#show ip eigrp topology �

Step 3: Disable automatic summarization on all thre e routers with the no auto-
summary command. �
R1(config)# router eigrp 1  
R1(config-router)# no auto-summary  
 
R2(config)# router eigrp 1  
R2(config-router)# no auto-summary  
 
R3(config)# router eigrp 1  
R3(config-router)# no auto-summary �

Step 4: View the routing table on R1 again. �
Notice that individual routes for the 172.16.1.0/24, 172.16.2.0/24, and 172.16.3.0/24 subnets 
are now present and the summary Null route is no longer listed.�
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Step 1: Add loopback addresses to R3 router. 
Add two loopback addresses, 192.168.2.1/24 and 192.168.3.1/24, to the R3 router. These 
virtual interfaces will be used to represent networks to be manually summarized along with the 
192.168.1.0/24 LAN. 
 
R3(config)# interface loopback1  
R3(config-if)# ip address 192.168.2.1 255.255.255.0   
R3(config-if)# interface loopback2  
R3(config-if)# ip address 192.168.3.1 255.255.255.0 �

Step 2: Add the 192.168.2.0 and 192.168.3.0 network s to the EIGRP configuration on R3. �
R3(config)# router eigrp 1  
R3(config-router)# network 192.168.2.0  
R3(config-router)# network 192.168.3.0 �
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Step 3: Verify new routes. �
View the routing table on the R1 router to verify that the new routes are being sent out in the 
EIGRP updates sent by R3.�

Step 4: Apply manual summarization to outbound inte rfaces. �
The routes to the 192.168.1.0/24, 192.168.2.0/24, and 192.168.3.0/24 networks can be 
summarized in the single network 192.168.0.0/22. Use the ip summary-address eigrp as-
number network-address subnet-mask command to configure manual summarization on each of 
the outbound interfaces connected to EIGRP neighbors.  
 
R3(config)# interface serial0/0/0  
R3(config-if)# ip summary-address eigrp 1 192.168.0.0 255.255.252. 0 
R3(config-if)# interface serial0/0/1  
R3(config-if)# ip summary-address eigrp 1 192.168.0.0 255.255.252. 0 
R3(config-if)# �

Step 5: Verify the summary route. �
View the routing table on the R1 router to verify that the summary route is being sent out in the 
EIGRP updates sent by R3. 
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Wireshark is a network protocol analyzer, also known as a network sniffer. Formerly known as 
Ethereal, wireshark is computer application that captures and decodes packets of information 
from a network. “Wireshark can capture live network traffic or read data from a file and translate 
the data to be presented in a format the user can understand”. 
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