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Abstract-An improved Arabic text steganography method is
proposed. It hides secret data into text cover mediin two

Diacritics chosen based on highest availability peentage
among all Diacritics, which are eight in Arabic larguage.
This utilization of Diacritics - or Harakat - for security

purposes is benefiting from the natural existence fo
Diacritics as historical Characteristics of Arabiclanguage,
originated to just represent vowel sounds. The pape
exploits the possibility of hiding data in two Diacitics, i.e.

Fathah and Kasrah, adjusting the previously preserad

single (Fathah only) diacritic hiding scheme. Thigproposed
two Diacritics stego-work is featuring higher capaity and

security showing interesting promising results.
Index Terms-Arabic Text Steganography, Information
Security, Diacritics Steganography

I.  INTRODUCTION
As data technology wusage is
communication is increasing and the amount

information exchanging is requiring transactions b®
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Figure 1. Classification of steganography [3]

There are three aspects in steganography informatio
hiding where the systems contend with each other:
capacity, security, and robustness. Capacity referthe
amount of information able to be hidden in the ceve
medium, whereas security is important when a secret
communication is kept to be confidential and

developing,undetectable by eavesdroppers. Lastly, robustresse
okexplained as the amount of modification the stego-

medium can withstand before an adversary can geissro

more secure. Steganography is becoming famous amohgiden data [5].

security methods wused to hide information
confidentiality, integrity, and availability. The ond
‘steganography’ is originated from Greek comingnfro
“Stegano” meaning hidden and “Graptos”
writing [1].

for

text
use

In this paper, we propose an Arabic
steganography security approach that would
Diacritics for hiding. This utilization of Diacrits - or

meaningHarakat - for security purposes is a novel advanfagm

the natural existence of Diacritics as Characiessof

In steganography, the secure data will be embeddesrabic Language, which are created originally tstju

into another media object, i.e. stego-cover, sodtaid
attacker and eavesdropper cannot harm it [1].

represent vowel sounds. Our method proposes to hide

Thisecret message in Arabic text using two Diacritissead

steganography cover media can be image, soundxbr teof the previously proposed [6] single diacritic hamue.

as means to hold the hidden information [2].

classification of different stego techniques arevah in
Figure 1, which is categorizing the types of thevero
media according to all stego-cover possibilitiek [Bhe
first category in the classification divides steggmraphy

TheThis hiding of secret data into two Diacritics, the

stego-cover text, is chosen based on the percestadg
of highest number of Diacritics available amongfallnd
Diacritics. The paper exploits the possibility aihg
data in two Diacritics, i.e. Fathah and Kasrah, ifiyod)

according to the cover message type. The linguistithe previously presented single (Fathah only) diacr

categorization exploits the computer-coding techegjto
hide information [4]. Our study will focus on texhder
semagrams, as part of linguistic, i.e. to hide rimfation
through the use of signs and symbols.
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hiding scheme [6]. This study shows how this prepos
two Diacritics stego-work is featuring higher capaand
security with acceptable robustness, showing isterg
promising results.

In the following section, Section 2, we present som
background information about Arabic language script
Then in Section 3, we review the related work frthra
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literature about Arabic script testeganograplt focusing
on utilizing Diacritics. Section 4presentsthe proposed
two Diacritics approackhowing our organized algorith
and software prograno increase capacity and sect.
Next, Section 5 provides some testiglgboratiol on the
reasons and method behind choosing tieseDiacritics,
i.e. Fathah and Kasrah. Thgection also provides tt
comparison between our proposed wofkutilizing two
Diacritics with the previously presentsihgle Diacritics
stego approach in [6]. AfterwardSection6 summarizes
the work in the conclusion giving ideas of possihitire
work.

Il.  BACKGROUND ONARABIC SCRIPT

More than 420 million people worldwide spe
Arabic, making it the sixth most spoken langt [7]. In
fact, the phrase “Arab” means “nomad”, which ma
sense considering Arabic originated from nomadizet
in the desert districts of the (Middle East) Arat
Peninsula. Arabic language scripevolved from
Nabataean Aramaic script and has been since the %
century CE [8]. ltincludes 28 main lette, similar to the
English alphabet, but writteim opposite directiorfrom
right to left, in a cursive styleery similar to Urdu ani
Farsi scripts (although their number of letters aréit
different). Arabic is consideregreserved since the™
century CE through the Prophet Muhammg(peace be
upon him) revelations recorded in thily Quran [7].
By the & Century CE,as many people converted
Islam, Arabic Languagéegan spreading throughout
Middle East and North AfricaBy religion, dl Muslims
are to use Arabic imeciting the Holy Quran in the
obliged 5 times daily prayers.

Today, the Arab world is composedall countries in
the Middle East and North Africayhere Arabic istheir
native and official languagei.e. Arabic ii found the
native official language irl9 countries and o-official
(second) language in 7 countries [Arabic Classical
language is preserved by the h@uran, which is th
sacred book of Muslims around the wdr8].

Arabic languagéias some features that are unigu
most other languages, including Engligt]. Beside its’
direction from right to lift anctursive style every Arabic
character has different shape depending ¢ position
within the word. In addition, it has mampinted (doted
letters, with one, two, or three dots on top ortdrat of
some characters [8]Also, Arabic charactercan have
some extra additional shaplesated top or bottorof the
letter characters called “Diacritics’known in Arabic a
“harakat” -, which areeight shapes (harakaoriginally
added for representing the vowel sounddy [9]. These
eight Arabic text Diacritics (haraka#re Fathah, Kasra
Damah, Sukun, Tanwin Fathah, Tanwin Ka, Tanwin
Damah, and Shaddahas shown Figure 2. The
Diacritics are represented digitallyside the computer i
separate (zero location) charactedate that he use of
Diacritics in Arabic is optional ipracticeand in modern
standard Arabic writinghowever, it is essential for tl
holy Quran and most religiownd historicascripts [3].
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Figure 2. Arabic texbDiacritics

Ill.  RELATED WORK

Several relative techniques found in flliterature to
serve Arabic text steganography [1012]. For example,
one of the first proposafeund in this field was present
to depend on the points (dots) inherited in the Arg
Urdu and Persian letters for hiding binary vi[10]. The
location of the point is slightly shifted up if thédden bit
value is one; otherwe, the location remains unchan.
This method didn’t attract much attention althougban
hide a large volume of information in Arabic text.
became high capacity in storing hidden bits duehte
fact that Arabic language has 15 out of 28 letteving
points, i.e. more than have the letters of Arahitgliage
include dots (points) But the drawback is in tf
robustness such that the output font cannot bedatedr
Thus, the receiver will not be able to extract Heerel
message if the output forig not installed on hisPC
machine. Also, the hidden information can be lasamy
retyping or OCR scanning process.

Other proposed Arabic stegystems uses the
redundant Arabic extension character “Kashida”
hiding secret bits [11]. The notelawback of this idea |
that Kashida character cannot be added at the riagi
or ending of words. It can only be added betw
connected letters in the words. In the Kashida otk
presented in [12 the Kashida is linked to the point
letters to holdsecret bit one and the -pointed letters to
hold secret bit zero as shown in Fig3, as an example.
Using this link to pointed characters enhances
features of security and robustness. But, have lixaks
in capacity of the cover medium if the sizf secret bits
in the secret object is large.

Secret bits 110010

Cover-text Aging Yla 48 3 e pall 2Dl (s e

, . Arie s Wla aS 3050 jall 2Bl s 5

Steganographic

e 44 4 4% 4
11 0 01 0

Figure 3.Hiding secret bits using Kashida chara

Using Diacriticsfor steganography was interestin
presented in the papeArabic Text Steganography Usil
Multiple Diacritics” in 2008 [3]. The main idea of
work [3] was to set multiple invisible instances of Ara
Diacritic marks over each otheThat was possible
because of the way in whiclDiacritic marks are
displayed on screen and printed to p. These multiple
Diacritics are zero locationharacters annot visible on
screen nor printed papagiving interestini advantage in
terms of the security and specifically securi
capacity [3]. Surprisingly,his method have been tes
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showing inconsistence unexpected resuite. thoroughly
studied the technique of [3inding that itdidn’t operate
successfully. In fact, it was noted timew versions o
Arabic Text Software Editorscompletely prevented
multiple invisible instances of Arabi®iacritic marks
over each other considering them as error.

The related effective Diacriticsapproach was
presented in[6]. We foundhis work promising for
improving to propose our twdiacritics Arabic text
steganography. The presented wark [6] considered
studying the eight Diacritics(shown previously in
Figure 2), assigning Diacritic Fathato hide thesecret
bit value equals “one”, and the remaining seDiacritics
were assigned to hide “zero”. The implementationhdis
Diacritic stegomethod starts by sensing the first se
bits, if it was a “one”, th system searches for the fi
Fathah Dacritic in the cover media to hide in
However, if the Diacritic is not Fathamd the bit value i
“one”, the Dacritic is removed from the cover media a
in the same time, the index of the cover medi:
incremented only to read the nexiabritic. The sam
process is implemented to hide bit value “zero"cept
that “zero” will search for all the other sevDiacritics
instead of the Fathah An example of hiding
E7=11100111 using this approaclis show! in
Figure 4 [6]. Normally, the receiver has to have
original text so that the extracting algorithm campare
the Diacriticsin the stego object with the ginal cover
object to extract the secrets.

Cover Object Ja3 O J;_m...' o s

Secret Object E7(=11100111)

> » -af s

Stego Object

Figure 4. Hiding (E7=11100111) usifgacritics approach [6]

The main advantage to choosthis Diacritics
method [6] for further study is founithat it fulfilled all
stego features adequately, i.e. ammapacit, good
robustness and reasonable securithe idea is wel
clarified in [6] if additional elaboration is reqed,
making it the choice of our improvement work inst
paper. Figure 5 below shows oexample of using
technique [6] to hide secr€t9=11001001 in a historic
poem phrase.

Before encryption
Les5,d 03 & 356 Zouns Lpalasd pl5e SUaI s
After encryption

L3558 536 2 335 Znipy Lalaao lolze 5L wbe

Figure 5. Example of hiding (C94001001) usinDiacritics
approach [6]
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IV. PROPOSEDIWO DIACRITICS APPROACH

Arabic text steganography onsidere virgin field
for this kind of security researc9,12]. Our proposed
two Diacritics algorithm is to hideecretbinary data into
Arabic text improving the previous singleDiacritics
scheme presented in [6]. The common assumptic
these Diacriticsstego technique is that the cover is
found full of Diacritics [3]. Tlis assumptio is normal
and foundcommon in Arabic scripts7,8]. Our method
focuses on hiding in ‘Fath&d and ‘Kasrah’ together
providing increased capacitgnd securitycompared to
the previous ‘Fathah’ only schenighe two diacritics ar
adding capacity and we propodealing with even an
odd bits separately the secret message to provmore
security, i.e. making extraction dfie secret messagor
eavesdropper not to be easy.

Our proposed two Diacriticstego algorithmcan be
summarized in 10 steps te following

1. Insert the covetext with Diacritics

2. Insert the secret messagdei$ sewence of binary bits

O's and 1's).

3. Store it separated in two arsagsodd array and even

array.

4. Check the value in odd array index with ‘Fath

a. if itis ‘1’ we keep the ‘Fathah’ as
b. ifitis ‘0’ we remove the ‘Fathal

5. Increment odd array index since it is holding st

bits.

6. Repeat going to step 4 until odd array e

7. Check the value in even array index with ‘Kasr

a. ifitis ‘1’ we keep théKasrah'’ as is
b. ifitis ‘0’ we remove it

8. Increment even array index since it is holding st

bits.

9. Repeat going to step 7 until even array €

10. Finally, show the text before/after tlstego process,

i.e. before/after encryption.

The proposed algorithnstarts by splitting the secret
message into two arrays of binary values as oddeaad
lists. Theoverview can be looked as todd array list to
be hidden in the ‘Fathaldiacritics and the even lito be
stored in the ‘Kasrah’Diacritics. This splitting is
performed for extra security addedthin our proposed
methodcompared to the single Diacritic approach in.
Our program reads the first odd bit of the secressage
and then compares it with the firgtathah’ in the cover
text If, for example, the first odd bit to be hiddemsva
‘one’, this first ‘Fathah’ will remain; otherwise, the
‘Fathah’ will be removedThis process will repeat itse
until all secret bits in the odd array are consd
Similarly, the program re#s the even ks array and
applies its’ effect on the ‘&sral' disappearing or
existence. The algorithis programmed by php langua
using UTF8 Encoding due to its conveniendully
supporting Arabic text [13]. Figure $hows the interface
of our implementation of the algoritt.
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V. EXPERIMENTATIONS AND COMPARISONS

As previously described, Arabic language
Diacritics in holy Quran and religious and histafi
scripts [3]. To run the algorithm appropriately, we
historical Arabic poetry [14], which i&rabic stego cove
text [15] that is full of Diacritics [16].

We start our study by choosingne of the mos
famous historicapoems in Arabic poetrKnown as part
of the Mu'allagat focusing on what\gitten by the pet
(Labid ibn Ralah). Our experimentation is selecting |
secret bits to be hidden and then storing therhéncover
text using the single Diacritics scheme as welih&stwo
Diacritics approach to observe the differencesshasvn
in Figure 7.

eoo

-«

[ Encryption =

K,
1

& [ esraa-ahmadoh.com URL olsie <251 51 GOOGIE e sl 507

Encryption ( Fatha & Kasrah )

Insert the text laced with diacritics
GAtn,3 GIse 378 D GIGLS GIG S0MI vz
Insert secret message
11010010

Output

Before encryption
Goless Bz 306 Daes Goland Gins JUMl wie

After encryption

GoGo G2 A Daie GoERS Glre SLI wiz

Figure 6. Interface of the proposed tdacritics stego approach

implementation

Secret Bits . S . L
. Single Diacritics previous scheme [( Two Diacritics proposed approact
Hidden
Before encryption Before encryption
a3 (5.2 336 couay Lpaliad Glxe S5 i L5560 & 356 nony Lpaland el S030 iz
After encryption After encryption
Uh5,5 5.8 330 iy Lebt8ad tolsn U1 cad b6 i & 355 iy Lphlahs il U301 caae
9 Bits
100010110 Before encryption Before encryption
4556 e 356ty Lp0AE s jUa iz G Sodll (ol B3 lal> Lpaiv; 558 o)l 0liad
After encryption After encryption
b33 5.2 25 Zauny Lpbland lple U3l cast oW S5l God 3 Tal> Lpaiu; 3538 w3 29130
Before encryption Before encryption
Lol 5 do € 35T 2nio Lp5aad Gl 301 i Lisls 1303 2 356 fpies Lphland izs o cas
fis
After encryption After encryption
. Lol eie 35 Snagy Laalasd el 56301 i PP -
20 Bits : E : Lol 3.6 300 Fpuis Lablasd Lilno 5L i
101100101010
10010010 Before encryption Before encryption
Lg515,5 108 & 336 Zipy Lphland Bl 5631 i M Szl $olo (63 Tals Upaoivy 3532 w3 291355
After encryption After encryption
Loblod Lo e 36 oy Lphlan3 Lolos 5630 cuni ELw 252l Solo S Tal> Ui, w538 w3 ook
Before encryption Before encryption
558 55 & 555 Zny La5AS h SU1 e a5 5 & 356 cny L351AS Gl 1 e
After encryption After encryption
30 Bits Lob5,8 lge 155 Zoims Lpbland loixa S0l cat L5153 Lofoe 336 Zauns Lobland 5o L3 o
8 [l e 150 Zsiay Lpala o U3 i 2ol3)d Ll e 300 Zun a8 [pl5es SLAI o
101100101111 - - ’ B ’
001010101001 Before encryption Before encryption
010010 ) . PR, T
ol, 55 IS Ol e Lol 2p2 305 2355 (b Loold,d 5§ aglodll 555 Lpslod poell Rlhe 55
After encryption After encryption
a5 M5 Ogl3 3 2o Liud ape b 4255 S Lialo,0 353 aslsill Sog Lesliod pe3cll @lid £555
Gl sl &5l & ol
i £55 5 vl o2
5 0 Bl ts After encryption After encryption
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Figure 7. Severdaizes of secret bits hidden in cover s using the different stego techniques
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This Arabic Mu'allagat poetry [14jritten by the poe
(Labid ibn Ralfah) was studied in terms of the numbel
Diacritics it contains. Table 1 summariz&e number of
Diacritics and its percentage within thpsen (Labid ibn
Ralr'ah) that proofed ouchoice of Fathah and Kasi.
The program was then tested fbe severfamous poems
in Arabic Mu'allagat poetry, i.e. similather Arabic poe
texts with Diacritics, showing comparable rest, as
listed in Table 2.

All the sevenfamous poems in Arabic Mu'allag
poetry have been studied in terms of Capacity assui
both techniques, i.e. single Diacritics of [6] aodr
proposed two Diacritics schemes as shown in Figt

TABLE 1 NUMBER OFDIACRITICS AND ITS PERCENRGE IN THE POEN OF
(LABID IBN RABT'AH)

=
o o K= c c [ c c ©
[ ] © = S © = @©
Diacritics =t @ 1S 2 e £5 == g
< < < 2 < J T S G S s
w ¥ a " [ [ e &
Numberof | yo5s | 446 | a06| 355| 36 | 62 27 | 175
Diacritics
Percentage|
within all 47% | 16% | 14%| 12% 1% 2% 1% 6%
Diacritics

It was expected that whatever poems giving ¢
capacity percentage in single Diacritics scheme lav
give similar good results in two Diacritics methad, the
found the best for what the pogarith Ibn Hilliza U-
Yashkuri) [14]. Strangely, some poemisl chot workout
consistent, i.e. the poem of (Antarah ibn Shaddgde
higher capacity using our two diacritics when conapk
to the poem of (Amr ibn Kulthum) opposite to
capacity results using the single Diacritics methbllis
result can be observedthen comparing several otr
poems, which is proofing the complete data depend
effect in showing the results. In our experime we
choose poem of (Harith Ibn Hilliza Wiashkuri to give
the highest capacitywhich turned out providing th
acceptable security too, as shown in Table

TABLE 2 NUMBER OFDIACRITICS IN THE SEVEN FAMOUS POEMS IN
ARABIC MU'ALLAQAT POETRY

c o o c
Number | & o ig SE|5E ﬁg 55 25 S
of S8|8< |53 tE|S8|BEELS
: s = E - It = @ Q = =
Diacritics £ ﬁ. T E _2 < g 5 ﬁ kX4 g = g
Fathah 1209 | 1528 | 953| 1451 936 1355 | 1041
Kasrah 548 687 412 510 444 446 358
Damah 294 354| 257 357 249 406 311
Sukun 452 579 4173 570 287 355 19
Shaddah 175 220 126 18y 155175 129
Tanwin
Fathah 26 33 29 47 25| 36 21
Tanwin | g5 | 78 | 49| 52| 48| 62 | 40
Kasrah
Tanwin | g |35 | 9 | 15| 19| 27 | 39
Damah
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VI. CONCLUSION

This paper presents an improveArabic text
steganography approach using t®dacritics (‘Fathah’
and ‘Kasral) to hide information as a new versi
improving the single (onlyFathah’) Diacritic methoc
presented beforeThis utilization of Diacritics - or
Harakat - for security purposesfisund very useful fo
the text written originally with Diacritics such a
religious Arabic or historical books.

® Two Diacritics proposed approach ® Single Diacritics previous scheme [6]

80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%

Figure 8. Comparing capily percentages within the poe

The new two Diacritics methoprogram was tested
and compared with the single Diacritics technique
over the historical Arabic the sevfamous poems well
known as Arabic Mu'allaggtoetry. The results show
interestng higher general performance, but with sc
unexpected strange capacity observations proofirg
effect of data dependency. Our proposed method esth
quality of higher capacity andecuritt with acceptable
robustness. All results gaventeresting proming
directions opening the door for more studies tosi®r
different other Diacritics for hiding informatiors avell as
testing more on different other historical datas.

TABLE 3 COMPARING DIFFERENTFEATURES OF THE STEO TECHNIQUES

Capacity | Security | Robustness
Two Diacritics
71.45% 71.45% 28.55%
proposed approach
Single Diacritics
. 53.16% 53.16% 46.48%
previous scheme [6]
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