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Cybercrimes and Digital Forensics Forum

Forum Aims:

- Looking at modern issues, experience, and practices in fields related
to cybercrimes and digital forensics.

- Looking at laws and regulations and principles of investigation in fields
related to digital forensics and cybercrimes.

- Looking at trends in education and training in the field of cybercrimes
and digital forensics, and presenting the experience of Naif Arab
University for Security Sciences (The Digital Forensics Laboratories).

- Exchanging experiences and looking at the latest developments in
research and technology and defensive strategies in fields related
to digital forensics and cybercrimes.

Main Topics of the Forum:

- The latest developments in academic research related to cybercrimes
and digital forensics.

- Efforts and developments in laws and legislations that systematize
cybercrimes and digital forensics on an Arab and international scale.

- Education and training in fields related to cybercrimes and digital
forensics on an Arab and international scale.

- The present state and future of modern technologies and standard
practices in fields related to cybercrimes and digital forensics on an
Arab and international scale.

Organizers:
Naif Arab University for Security Sciences represented by:

- The Arab Society for Forensic Sciences and Forensic Medicine (ASFSFM)
- Events Manegement / General Directorate of External Relations
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Scientific Committee:

Dr. Fahad Mohammed Alharby
Naif Arab University for Security Sciences

Dr. Hasan Ahmed Alshehri
Naif Arab University for Security Sciences

Dr. Abdulsallam Bakdash
Naif Arab University for Security Sciences

Dr. Abdulrazaq Abdulaziz Aimarjan
King Abdullah University of Science and Technology (KAUST)

Dr. Fatimah Yousef Alakeel
King Saud University

Dr. Moudhi Mohammed Aljamea
Saudi Telecom Company(STC)

Dr. Hamad Mansoor Alawar
Dubai Police

Colonel Dr. Rashed Awadh Al-adheelah
Department of Criminal Evidence in Riyadh

Dr. Meryem Abdulqader Ammi
Naif Arab University for Security Sciences

19-21 November

Overview
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@ e Cybercrime and Digital Forensics Forum

19-21 November U

DAY -1

Tuesday 19.11.2019

3 08.30-10.00 AM Registration
>
g 10.00-10.30 AM Opening
o
10.30-12.00 PM Plenary Session (Hall A)
Open Panel discussion
Cybercrimes and Digital Forensics:
Challenges and Opportunities
12.00-13.00 PM Break
13.00-14.30 PM Session 1 (Hall A)
Education and training in fields related to
cybercrimes and digital forensics
Oral Presentations OP1 - OP4

M Forum Program [}

14.30-14.45 PM Break

14.45-16.30 PM Exibition, Laboratories Tour

Cypercrimes and Digital Forensics
Exibition

NAUSS Digital Forensics Laboratories Tour

Lab. 4 Lab. 1
13.30-14.30 PM Workshop 1 Workshop 2- Part1
14.45-16.15 PM Workshop 3 Workshop 2- Part2
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DAY - 2
Wednesday 20.11.2019

08.30-09.00 AM Registration
09.00-10.30 AM Session 2 (Hall A)

Latest Developments in Cybercrimes and
Digital Forensics

Overview

Oral Presentations OP 5 - 8

10.30-10.45 AM Break
10.45-12.15 PM Session 3 (Hall A)

The Present State and Future of Modern
Technologies and Standard Practices in
Fields Related to Cybercrimes and Digital
Forensics

M Forum Program [l

Oral Presentations OP 9 - 12

12.15-13.15 PM Break
13.15-14.45 PM Session 4 (Hall A)

Open Panel Discussion

Cybercrimes and Digital Forensics: Updates

and Solutions Q
7

Lab. 4 Lab. 3
10.45-12.15 PM Workshop 4 Workshop 5- Part1
13.15-14.45 PM Workshop 6 Workshop 5- Part2

Lab. 1
13.15-14.45 PM Repeated Workshop 2
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DAY -3

Thursday 21.11.2019
09.00-10.30 AM Session 5 (Hall A)

Developments in Laws and Legislations Re-
lated to Cybercrimes and Digital Forensics

Oral Presentations OP 13 - 16

10.30-10.45 AM Break
10.45-12.15 PM Session 6 (Hall A)

Open Panel Discussion

Legal Frameworks for Combatting
Cybercrimes

12.15-13.00 PM Closing Cel:emony, Recommenda-
tions (Hall A)
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Tuesday 19.11.2019

Registration :08.30-10.00 AM
Opening Ceremony : 10.00 - 10.30 AM

10.30-12.00 PM : Plenary Session (Hall A), Cybercrimes

and Digital Forensics: Challenges and Opportunities

Moderator : Dr. Abdulrazaq Abdulaziz Almarjan
Manager of Security Systems, King Abdullah University of Science
and Technology (KAUST), Saudi Arabia.

- Cyber Laws and Digital Forensics.
JAceB T Aot | Al W g A | (I gat |

- Education in Cybercrimes and Digital Forensics: Challenges and Opportunities.

o0 il Sl hced W31 ATAY g 20 | pccal | @81 pand | 2 oulall!

- Role of ITU in Cyber Security
EIPOROR (UL () BT W LYL g P (I PR {EPH

- Combating Cross-border Organized Crime and Strategies to deal with Cyber-
crimes.

HpoRy Lt | 2 Aol yoiw M1 dalasntly 3 guomdll 3 palally Zolaill @il pond | Aga !
@ e e - A o 9 29 Lty @, dgalga
40wl
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- The Employing of Technology in Traditional Crimes and how to Qualify Special-
ists to Deal with the Rapid Development of Cybercrimes.

gt 531l e ol Cyuaint) Juals ApdsS g ApalEl 1 @31y | 2 R Cadlo 53
VA0 paad | @5yl

His Excellency Dr. Khalid Al-Luhaidan
Member of the Supreme Court, Saudi Arabia

Mr. Ebrahim Al-Haddad
Regional Director, Arab States, International Telecommunication Union (ITU).

Dr. Saleh Ibrahim Almotairi
General Director, National Cybersecurity Center (NCS), Saudi Arabia

Dr. Danil Zakoldaev
Dean of Faculty of Information Security and Computer Technologies of ITMO
University, St. Petersburg, Russia.

Col. Saeed M. Al Hajri
Director, Cybercrime Department, Criminal Investigation Department, Dubai
Police, UAE

19-21 November

Day One

M Forum Program [l
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13.00-14.30 PM : Session 1 (Hall A), Education and training

in fields related to cybercrimes and digital forensics

Chairperson: Dr. Fatimah Yousef Alakeel
Director of Training Center, Faculty of Applied Studies and
Community Service, KSU

Title:

How will Naif Arab University for Security Sciences Contribute to Reducing Cyber
and Conventional Crimes?

20 pcead | @31 pand | (pe I 12 2S 5L 1 2 A ¥ aglall G palt sl dasls @i S
Saaadaitly

Author:

Dr. Abdulrazaq Abdulaziz Almarjan

Affiliation:

Director of Security Technology Department, King Abdullah University of Science
and Technology (KAUST), Saudi Arabia.

Title:
Addressing Cybercrime Challenges: Strategies for Capacity & Capability Building.

e LaSE g Oy d ) el OleoSl yTiw! 120 el | @8 pond | Slasd dgalge

Author:

Prof. Dr. Muhammad Khurram Khan

Affiliation:

Center of Excellence in Information Assurance, King Saud University, Saudi Arabia
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Title:

Education and Training in Fields Related to Cybercrimes and Digital Forensics on
an Arab and International Scale.

Cragicd | e dced 1 Z\Ja‘}'b A0yl ‘q.‘ﬂ):db Aol O 2 oty pé.\a:d‘
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Author:

Dr. Moudhi Mohammed Aljamea

Affiliation:

General Manager of Digital Technology at STC Academy, Saudi Arabia

Title:
Threats Landscape and the Role of Education and Training in Cybersecurity.

| (¥ Jlome 2 iyttt g alail) 5939 Olatgild | agdis

Author:

Mr. Rasheed Al-Odah

Affiliation:

Trend Micro, Japan

19-21 November

Day One

M Forum Program [l
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WORKSHOPS

13:30 - 14:30 : Workshop 1, (Lab 1)

o Title
2 Connected Threat Defense
o
Q
Presenter
Mr. Ali Zubayd
Affiliation
Cybersecurity Consultant, Trend Micro, KSA
13:30 - 14:30/ 14:45 - 16:15 : Workshop 2, (Lab 4)
.E Title
g) Voice and Face Biometrics: How to Find and Verify People
&
E Presenters
._'E Mr. Konstantin Danilov !, Mr. Kais Boughanmi 2
[ |
Affiliation
! Product Manager, Speech Technology Center, Russia
2 Business Development Manager, Speech Technology Center, Russia
14:45 - 16:15 : Workshop 3, (Lab 1)
Title
@ How to build Efficiency and Reduce Time around Managing Cases and Forensic
Tasks
Presenters
Dr. James Kent ', Mr. John Nassif 2
Affiliation

1 CEO & Co-Founder Black Rainbow Ltd, United Kingdom
2 Region Head META-APAC, Black Rainbow Ltd, Dubai, UAE
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Wednesday 20.11.2019
Registration :08.30-09.00 AM

09.00-10.30 AM : Session 2 (Hall A)

Latest Developments in Cybercrimes and Digital Forensics

Chairperson: Dr. Hasan Ahmed Alshehri
Forensic Sciences Dep., College of Criminal Justice, NAUSS

Title:
The Need for a Holistic Approach to Cyber Safety

COIPUUIN [P YV (1S POV- P B [ P PN

Author:
Prof. Elhadj Benkhelifa

Affiliation:
Staffordshire University, UK

Title:

Challenges and Techniques in Drone Forensics.

4Byl | O S Aced 11 ALt | ATAY 12 SLEET g by |

Author:

Dr. M A Hannan Bin Azhar

Affiliation:

Canterbury Christ Church University, UK.
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Title:
Decoding the Minds of Hackers: The Intersection of Research and Reality.

81501y ol Lol +,SUgl| a3 3 ko 530 2l

Author:

Prof. Christopher E. Pogue

Affiliation:

Head of Nuix Partner Connect / Adjunct Professor, Southern Utah University, USA

Title:

The Future of Forensic evidence and 3D Printing.

Al ¥ AEMS Olastallg Ared 211 Abliond | Aa ¥ S e

Author:

Major. Dr. Hamad M Alawar

Affiliation:

Biometrics & Forensic Gait Analysis Expert, Dubai Police, UAE.

U 19-21 November

Day Two

M Forum Program [l
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10.45-12.15 PM : Session 3 (Hall A), The Present State and

Future of Modern Technologies and Standard Practices
in Fields Related to Cybercrimes and Digital Forensics

Chairperson : Colonel Dr. Rashed Awadh Al-Adheelah
Director of Crime Investigation Division, Department of Criminal
Evidence in Riyadh, Saudi Arabia

Title:
Digital Sensor and Media Forensics: A Practical Approach.

ches g 1hcad 5 Adiliond | dailu 319 Ared 31 jladiwd 3 g |

Author:

Prof. Ahmed Bouridane

Affiliation:

Northumbria University Newcastle, UK.

Title:

Cloud Forensics Investigation (Challenges and Solutions).

(Ut 19 SLasil ) ol dced M Adliond | AIsY1 2 GGt

Author:
Dr. Saad Algahtany.

Affiliation:

Head of Video Forensics, Forensic and Criminology Department, MOI, KSA.

Title:
Cybercrimes and Methods to Dealing with Digital Evidence

B 511 S o Jalail B ko g A pcsaadl @31 pond
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Author:

Lt. Col. Jalal bin Khalifa Al-Hashel.

Affiliation:

Director of Digital Forensics Department, General Directorate of Criminal Evi-
dence, Saudi Arabia.

Title:
When Cyber Attacks Meet Financial Crimes.

W @5 | e A et | Slamgd | 8 Loutie

Author:

Mr. Yueng-Tien Lo.

Affiliation:

Ministry of Justice Investigation Bureau, Taiwan.

13.15-14.45 PM : Session 4 (Hall A), Open Discussion

Cybercrimes and Digital Forensics: Updates and Solutions

Chairperson : Dr. Fahad Muhammed Alharby
Supervisor-General of Administrative Financial Affairs, NAUSS

Title:

What are the challenges / obstacles for Digital forensics in telecoms industry?.

SO LT plad 2 Aiod )3 Adliond | 200N dn 1935 S Oldall 9 Sliasdi Lo

Speaker:
Mr. Mazen Dakhil Al Ahmadi

Affiliation:

STC, Saudia Arabia

19-21 November

Day Two

M Forum Program [l
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Title:

Strategies to Combat Cybercrimes.
LISt A2 Ol ¥ g 2 9 53T N @51 !

Speaker:
Col. Saeed M. Al Hajri

Affiliation:

Director, Cybercrime Department, Criminal Investigation Department, Dubai Po-
lice, UAE

Title:

Eperience of Digital Forensic Labs in Dubai Police.
33 Ao i B e 31 AGliond | 200N Jolae Ay

Speaker:

Major. Hamad J Alajmi

Affiliation:

Deputy Director of Electronic Evidence Department, Dubai Police, UAE.

Title:
Utilizing Information Security Techniques as Digital Evidence for Cybercrime
Activities

A | @3l (eBy SIS Sl glall (pel CILCES (e Balau ¥

Speaker:
Prof. Dr. Adnan Gutub

Affiliation:

Professor of Computer Engineering, Umm Al- Qura University, KSA.
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WORKSHOPS

10:45 - 12:15 : Workshop 4, (Lab 1)

Title

Next Generation Digital Forensics: Challenges and Future Paradigm

Presenter
Eng. Pratap Kumar

Affiliation

Cyberforensics Specialist, Infratech, Saudi Arabia

10:45 - 12:15/13:15 - 14:45 : Workshop 5, (Lab 2)

Title

Humanizing Digital Forensics

Presenter
Eng. Khaled Hegazy

Affiliation
Solution Consultant EMEA, Nuix, Australia

13:15 - 14:45 : Workshop 6, (Lab 1)

Title

Drone Forensics
Presenter
1% Lt. Khalifa Mohammad AIRoom

Affiliation
Dubai Police, UAE

19-21 November

Day Two

M Forum Program [l
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JISCR‘Journal of
INFORMATION SECURITY AND CYBERCRIMES RESEARCH
Call for Papers

The Journal of Information Security and Cybercrimes
Research (JISCR) is an academic, peer-reviewed, refereed
journal, published by Naif Arab University for Security
Sciences (NAUSS). It publishes specialized research
work on Information Security and its pertinent topics
in order to disseminate the modern and comprehensive
concepts of security policies and mechanisms in
the cyberspace. The JISCR contributes also to the
advancement of knowledge related to the regulations
and laws for ensuring cybersecurity.

Focus and Scope:

The topics covered in the JISCR include, but not limited to:

e Computer and Networks security ¢ Physical Computer Security

¢ Cryptography and Foundations of Computer Security e Copyright and Intellectual property Law
¢ Authentication/Authorization and access control e Intrusion detection systems and Firewall
¢ Privacy and Security in cyberspace issues  Blockchain and smart contracts

e Wireless Access Security * Incident response and Digital forensics
¢ Biometric applications security e IT governance and risk management

¢ Data science security * ot security and privacy

¢ E-commerce security e Multimedia and mobile security

¢ Developing cyber safety policies e Human factors in cybersecurity

¢ Cybercrimes laws

The JISCR publishes original contributions in English that fall under any of the following manuscript categories: Original
research papers, Case reports, Review articles, Book Reviews and Conferences / Symposia Proceedings.

The Journal of Information Security and Cybercrimes Research (JISCR) is pleased to announce the publication of
its volume3, 1% issue in March 2019. The Journal welcomes the submission of scientific articles in all disciplines of
Information Security and cybercrimes research.

For submission and more information, please contact:

Journal’s Website: https://journals.nauss.edu.sa/index.php/JISCR
Journal’s e-mail: jiscr@nauss.edu.sa

@ | nauss.edu.sa Q| nauss.sa W | nauss_sa @] info@nauss.edu.sa
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DAY -3

Thursday 21.11.2019

09.00-10.30 AM : Session 5 (Hall A)

Developments in Laws and Legislations Related to
Cybercrimes and Digital Forensics

Chairperson : Prof. Tajuldeen Madani
Department of Criminal Law, College of Criminal Justice, Naif Arab
University for Security Sciences

Title:

Mechanisms for Combating Cybercrimes, A Study in Algerian Legislation

2SI s ;N 2 A 53 (A 9 ,SST N A ot | AmBISe DL

Author:

Prof. Tekarri Haifa Rachida

Affiliation:

Faculty of Law and Political Science University Ali Lounici Blida 02, Algeria

Title:

Cybercrimes and The Difficulty of Implementing their Provisions

LgalSin i A gaio g Al praad | @31 pnt!

Author:

Prof. Amara El Mokhtar

Affiliation:

Faculty of Law, Mohammed V University of Rabat, Morocco
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Title:
Identify Laws, Legislations and Investigative Principles in the Fields of Cybercrime
and Digital Evidence

W1y A pceud| @51t O Lms 2 Gudoid| Jguoly Ola piidly (ndlsall Sl bgd gl

ded 1

Author:

Dr. Ahmed Saleh Alzahrani

Affiliation:

Public Prosecution, Saudi Arabia

Title:

Criminal Responsibility for Cyber Terrorism Crimes

ETSOVR PP PR (JORP T PR TP W LAY

Author:

Dr. Khaled hamed moustafa

Affiliation:

Department of Criminal Law, College of Criminal Justice, Naif Arab University for
Security Sciences

19-21 November

Day Three

M Forum Program [l
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10.45-12.15 PM : Session 6 (Hall A), Open Discussion

Legal Frameworks for Combatting Cybercrime

Chairperson : His Excellency Dr. Khalid Al-Luhaidan
Member of the Supreme Court, Saudi Arabia

Title:

Cybercrime Investigation Procedures.

B ]| @35 | 2 Gl Sl

Speaker:
Dr. Ahmed Salih Alzahrani

Affiliation:

Public Prosecution, Saudi Arabia

Title:

Cybercrime and Digital Evidence Laws and Legislations.

EWEIR{PUA (PRVEI POV (PN {JEN (JIPPRU- A PRV Pt

Speaker:
Mr. Fahad Abdulrahman Alduraibi

Affiliation:

CITC, Communications and Information Technology Commission.
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Title:
The Evidential weight of Digital Evidence

SLAYI 2 e 1 Tl i

Speaker:
Dr. Zaki Shannak

Affiliation:

Department of Criminal Law, College of Criminal Justice, Naif Arab University for
Security Sciences

Title:

Mechanisms of International Cooperation in the Fight against Cybercrimes

A0 pcd | @31t g 190 2o (I 9udl (gl

Speaker:
Prof. Amara El Mokhtar

Affiliation:

Faculty of Law, Mohammed V University of Rabat, Morocco

12.15-13.00 : Closing Session, (Hall A)

Chairperson : Dr. Abdulsallam Bakdash
Secretary General, The Arab Society for Forensic Sciences and Fo-
rensic Medicine

19-21 November

Day Three

M Forum Program [l
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The Arab Journal of Forensic Sciences and Forensic Medicine (AJFSFM) is pleased to welcome the submission of scientific articles
in all disciplines of forensic science and forensic medicine. The AJFSFM is a peer-reviewed, open access (CC BY-NC), international
journal dedicated to the development and application of forensic sciences and forensic medicine knowledge and research for the

purpose of law and justice across the globe.
The AJFSFM is an official publication of the Arab Society for Forensic Sciences and Forensic Medicine (ASFSFM) and is published

twice a year.

Focus and Scope:

The topics covered in the AJFSFM include, but not limited to:

e Forensic Pathology e Criminal justice

¢ Odontology e Crime scene

¢ Histochemistry * Investigations of value to public health

* Toxicology (drugs, alcohol, etc.) e Forensic chemistry (Inks, Paints, Dyes, Explosives,
e Psychiatry and Hypnotics Fire accelerants)

* Forensic Anthropology and Archeology  Forensic Biology (Serology, Human DNA profiling,
* Fingerprints and Impressions Entomology, population Genetics, Anthropology)

*  Firearms and Toolmarks e White collar crimes (Counterfeiting and Forgery;
* Digital forensics and Cyber crimes Questioned documents)

The AJFSFM publishes original contributions that fall under any of the following manuscript categories: Original research papers,
Case reports, Review articles, Book Reviews and Conferences / Symposia Proceedings.

Papers can be written in English or Arabic. Articles received are sent for blind peer review, with a review procedure completed
within 4-6 weeks of submission. Authors can also submit their manuscripts online or send them via e-mail: ajfsfm@nauss.edu.sa

For more information, please contact:

Journal’s Website: https://journals.nauss.edu.sa/index.php/AJFSFM/index
Journal’s Mail: ajfsfm@nauss.edu.sa

@ | nauss.edu.sa K| nauss.sa g‘ nauss_sa @‘ info@nauss.edu.sa
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Title:
How will Naif Arab University for Security Sciences Contribute to Reducing Cy-
bercrimes and Conventional Crimes?

35l el @31 5ol (o st 2351012 A0V aglall B pall Cagli Anals @gruin 2 S
Saladly

Authors:
Dr. Abdulrazaq Abdulaziz Almarjan

Affiliation:
Director of Security Technology Department, King Abdullah University of Sci-
ence and Technology (KAUST), Saudi Arabia.

Abstract:

SIS IC3 58y clebumanl 0,809 e Y @3y glassl I Adgudl pooladll puis
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Title:
Addressing Cybercrime Challenges: Strategies for Capacity & Capability Build-
ing

il LIy el 5ol 5 Ly ol 3l ! 1250 yead] @51 5ol ol g 50

Authors:
Prof. Dr. Muhammad Khurram Khan

Affiliation:
Center of Excellence in Information Assurance, King Saud University, Saudi Ara-
bia

Abstract:

Cybercrime is an offensive or illegal act that is undertaken with a criminal
motive to intentionally acquire financial gains, cause physical or mental harm,
and defame the victim. Such activities exploit vulnerabilities in use of the internet
and computing systems to illicitly access or attack information and services. It is
well-understood that crime follows money and due to the heavy global invest-
ments, online financial transactions, and monetary scale of cyberspace, it has also
become a great treasure for illicit criminal activities.

Cybercrimes are becoming increasingly pervasive and sophisticated and have
more severe economic impact than most conventional crimes happened in the
physical world. Furthermore, the modus operandi of cybercriminals is going to
be more complex and persistent due to the use of offensive artificial intelligence
(AI) and machine learning (ML) driven state-of-the-art hacking tools, which are
quite hard to identify, protect, detect, respond and recover. It is estimated that cy-
bercrime damages could cost the world around USD 6 trillion by 2021, which is
more profitable than the global trade of illegal drugs and higher than the GDP of
many developed countries. On the other hand, to defend cyberspace from crimes,
hacking, extortions, and intrusions, USD 1 trillion is expected to be spent globally
between 2017 and 2021.

Hence, to confront cybercrimes of new-age, state-of-the-art strategies are
needed to build capacity and capability. In this speech, we would discuss some
insights from the intersecting dimensions of policy, research and practice to fight
against cybercrimes for a resilient, safe, and peaceful cyberspace.

19-21 November

Scientific Session

M Forum Program [l
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Title:
Education and Training in Fields Related to Cybercrimes and Digital Forensics on
an Arab and International Scale

oradl Ssiaad| e Bad 01 A0V 5 A5yl @31yl Aal) YLl 2 oyl g el
-Agdly

Authors:
Dr. Moudhi Mohammed Aljamea

Affiliation:
General Manager of Digital Technology at STC Academy, Saudi Arabia

Abstract:

The rise of cybercrime continues to accelerate as it is expected it will cost the
world $6 trillion annually by 2021, up from $3 trillion in 2015 and that shows us
how cybercrimes is increasing and cyber forensic is becoming more important
for cybersecurity policy and management nowadays. An effective fight against
cybercrime is an important priority globally for many countries through building
strong national strategies focusing on developing capabilities. In fact, in 2016 an
international skills gap analysis estimated a global shortage of 2 million skilled
cybersecurity professionals by 2019, with the number of unfilled cyber security
jobs predicted to reach 3.5 million by 2021.

We will be having and an overview on the current state of the developing ca-
pabilities in the field of cybercrimes and digital forensics, what are the national
strategies for different countries on developing capabilities to fight cybercrimes
globally and the kingdom of Saudi Arabia as a case study.

Title:
Threat Landscape and the Role of Education and Training in Cybersecurity.
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Authors:
Mr. Rasheed Al-Odah

Affiliation:
Trend Micro, Japan
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Abstract:
A recent Trend Micro roundup report revealed a surge in fileless attacks de-
signed to disguise malicious activity. In Middle East and North Africa (MENA),
the Kingdom of Saudi Arabia blocked the highest numbers of email threats c
(65,175,007) and malware threats (976,508). In this session, the latest threats .g
landscape in Saudi Arabia will be presented, as well as the role of education and e
training in protecting individuals, families, and businesses. "’U
<=
T
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Title:
The Need for a Holistic Approach to Cyber Safety.
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Authors: u
Prof. Elhadj Benkhelifa £
o]
%
Affiliation: £
Staffordshire University, UK E
S
Abstract: [

With the ever evolving cyber space, it is necessary to keep upskilling our work-
force in order to keep up with these changes and meet new security requirements.
The Digital Economy and the information age we are living create new genera-
tions of cyber attacks, which elevates business risk to a new level. Cybersecurity
has become the cornerstone of our digital economy; securing everything from
connected devices (IoT) to payments online. Cybersecurity has indeed become a
so diverse discipline with numerous sub domains and specializations.

On another hand, One of the main reasons that impedes the wider adoption of
new technology paradigms, such as cloud computing, have been linked primarily
to aspects related to data governance. While security is one of the most cited chal-
lenges to cloud adoption, 41% of the security problems are related to governance
and legal issues.

Forward thinking organizations believe that the only way to solve the data
problem will be the implementation of an effective data governance. Up to very
recently governance is mostly informal with very ambiguous and generic regu-
lations, in silos around specific enterprise repositories, lacking structure and the
wider support of the organization. Despite its highly recognized importance, the
area of data governance is still under developed and under researched.
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This talk will present an analysis of the current and predicted future cyber space
and what skills will the next generation of professionals need to tackle emerging
threats. The analysis will show that future Cyber workforce will be highly com-
plex and heterogenous and will have to go beyond the technical skills to combine
domain specific knowledge, data governance strategy, and social intelligence to be
able to reduce business risks.

Title:
Challenges and Techniques in Drone Forensics
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Authors:
Dr. M A Hannan Bin Azhar

Affiliation:
Canterbury Christ Church University, UK

Abstract:

Carrying capabilities of drones and their easy accessibility to public have led to
an increase in crimes committed using drones in recent years. For this reason, the
need for forensic analysis of drones captured from the crime scenes and the devic-
es used for these drones is also paramount. After capturing the drone, a forensic
analysis can provide a lot of information about the potential suspect of a crime
based on the data gathered from on-board sensors and other electronics that assist
with flight and navigation, as well as the camera and digital storage.

Interpreting the flight data and tackling the multi-platform nature of drones are
the major challenges in forensic analysis of drones. This talk presents the chal-
lenges and techniques in extraction and identification of important artefacts from
the recorded flight data as well as the associated mobile devices to aid the analysis
of two popular drone systems - the DJI Phantom 3 Professional and Parrot AR.
Drone 2.0. Although different drones vary in their operations, this talk discuss the
extraction and analysis of the data from the drones and associated devices using
some generic methods which are forensically sound adhering to the Drone foren-
sics Frame work and the guidelines of the Association of Chief Police Officers
(ACPO).
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Title:
Decoding the Minds of Hackers: The Intersection of Research and Reality
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Authors:
Prof. Christopher E. Pogue

Affiliation:
Nuix / Southern Utah University, USA

Abstract:

Over the past few years, we’ve examined the reality that cybersecurity profes-
sionals and today’s organizations face in The Black Report. This presentation will
uncover some of the key learnings from our research including the typical profile
of hackers, their motivations, and how easy it is for them to infiltrate an organi-
zation. We’ll then move into a real-world example with Pat Hogan of the United
States Secret Service, who will discuss how these specific areas pertain to the
recent arrest of an international hacker responsible for the theft and monetization
of more than 160 million credit card numbers.

In this session you will learn: What our research uncovered about how orga-
nizations can defend themselves against hackers, and Defensive techniques and
tools that can help you become more resilient in the face of a nimble and increas-
ingly resourceful adversary.

OP 8

Title:
The Future of Forensic Evidence and 3d Printing
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Authors:
Major. Dr. Hamad M Alawar

Affiliation:
Biometrics & Forensic Gait Analysis Expert, Dubai Police, UAE
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Abstract:

3d printing is regarded as one of the main technologies that form the propeller
for the current 4th industrial revolution. The technology holds great promise to
humanity, yet as with any technology there is potential to use it in a criminal man-
ner. 3d printing technology will influence various aspects of police forensic work,
specifically firearms, fingerprint, forensic engineering and biometrics. Therefore it
should be a mandate on all police forces to proactively find solutions and forensic
techniques to use.

Title:
Digital Sensors and Media Forensics: A Practical Approach
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Authors:
Prof. Ahmed Bouridane

Affiliation:
Northumbria University Newcastle, UK

Abstract:

In recent years, the field of digital imaging has seen significant advances to the
point that every smartphone now has a built-in video camera for recording high
quality videos at no cost and without any constraints.

This seminar aims to discuss a practical approach to process smartphone media
(image and video) in order to extract evidential information about video content
authenticity as well as the source smartphone camera and its model and make. The
detection and location of forgery in maliciously manipulated videos is an important
forensic tool at the disposal of forensic scientists and investigators in police forces.

In the applications of source smartphone identification, video authentication
and forgery detection, the analyst is assumed to have access to multiple smartphone
camera devices including the genuine one or a set of smartphone videos including
the ones recorded by the same smartphone. The goal is then to analyse an input
video whose origin is unknown in order to identify/verify the source device and
authenticate the video content.

In the seminar the concept of sensor pattern noise (SPN) for sensor and source
media identification will be introduced and discussed especially for forensic inves-
tigation.
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Title:
Cloud Forensics Investigation (Challenges and Solutions)
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Authors:
Dr.Saad Alqahtany

Scientific Session

Affiliation:
Head of Video Forensics, Forensic and Criminology Department, MOI, Saudi
Arabia

Abstract:

Cloud computing is a promising next generation computing paradigm which
offers significant economic benefits to both commercial and public entities. Due
to the unique combination of characteristics that cloud computing introduce, in-
cluding; on-demand self-service, broad network access, resource pooling, rapid
elasticity and measured service, digital investigations face various technical, legal
and organizational challenges to keep up with current developments in the field
of cloud computing. There are plenty of issues that need to be resolved in order
to perform a proper digital investigation in the cloud environment. This paper ex-
amines the challenges in cloud forensics that are identified in the current research
literature.

M Forum Program [l

Furthermore, it explores the current research proposals and technical solutions
addressed in the respective research. Ultimately, it highlights the open problems in
digital investigation that need further efforts to be tackled.

0P 11 @

Title:
Cybercrimes and Methods of Dealing with Digital Evidence
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Authors:
Lt. Col. Jalal bin Khalifa Al-Hashel
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Affiliation:
Director of the Digital Forensics Department, General Directorate of Criminal
Evidence, Saudi Arabia

Abstract:
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Title:
When Cyber Attacks Meet Financial Crimes

Authors:
Mr. Yueng-Tien Lo

Affiliation:
Ministry of Justice Investigation Bureau, Taiwan

Abstract:

Financial institutions are likely main cybercrime targets. In the past years,
several cybercrime occurred in Taiwan. For example, a few domestic securities
and futures firms had experienced cyber attacks which caused Taiwan bank ATMs
spew out millions after hack.

How did the hackers get access to ATMs in Taiwan, and steal a total amount
of over $2.5 million from the Bank without using cash cards?

This talk will review the cyber attacks and discuss how it happened and what
we have learned. Cybercrime continues evolving into a holistic transnational ac-
tivities. Collaboration is the key solution to fight cybercrime.
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Mechanisms for Combating Cybercrimes: A Study of Algerian Legislation
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Authors:
Prof. Tekarri Haifa Rachida

Affiliation:
Faculty of Law and Political Science, University Ali Lounici Blida 02, Algeria

Abstract:
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Title:
Cybercrimes and the Difficulty of Implementing their Provisions
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Authors:
Prof. Amara El Mokhtar

Affiliation:
Faculty of Law, Mohammed V University of Rabat, Morocco

Abstract:
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Identifying Laws, Legislations and Investigative Principles in the Fields of Cyber-
crime and Digital Evidence
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Authors:
Dr. Ahmed Saleh Alzahrani

Affiliation:
Public Prosecution, Saudi Arabia

Abstract:
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Title:
Criminal Responsibility for Cyber Terrorism Crimes
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Authors:
Dr. Khaled Hamed Moustafa

Affiliation:
Department of Criminal Law, College of Criminal Justice, Naif Arab University
for Security Sciences

Abstract:
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Workshop 1
Connected Threat Defense
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Demonstration of how the Trend Micro Connected Threat Defense (CTD) technologies works by
using End-point detection & response (EDR) to investigate the detection.

To have a Proactive approach, how the malicious unknown object is detected and how
intelligence is shared among different systems.

eee TargetAudience:

Cybersecurity professionals are especially targeted for this content, but other professionals with
IT background will find it useful.
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Voice and Face Biometrics: How to Find and Verify People
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Workshop
Joice and Face Biometrics
o)
o%o Presenter(s):
,,,,,,,,,,,,, ]
1. Mr. Konstantin Danilov 2. Mr. Kais Boughanmi £
3
Affiliation(s): &
1. Product Manager, Speech Technology Center, Russia §
2. Business Development Manager, Speech Technology Center, Russia IE
[ |

This workshop presents general information about different types of biometrics. Voice and face
biometrics will be discussed in detail. Biometrics from practical perspective: why and where
voice and face biometrics can be used and what values it gives to customers and users. The
audience will be provided with live demo sessions where everyone will be able to create their
voiceprint and faceprint and check how biometrics works in real.

- To introduce general biometric concepts and accuracy metrics.
- To introduce key voice and face biometric characteristics and use-cases.
-To provide the audience with live demo and ability to try voice and face biometrics themselves.

eee Target Audience:
geg roctnudience

Anyone interested in voice and face biometrics.

Limited seats available =" Part1: 1 Hour
Part2: 1 Hour, 30 min. Discussion 14:45-16:15

@
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Workshop 3
How to build Efficiency and Reduce Time around Managing Cases and Forensic Tasks
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Workshop

o]

1.Dr. James Kent 2. Mr. John Nassif

1. CEO & Co-Founder Black Rainbow Ltd, United Kingdom
2. Region Head META-APAC, Black Rainbow Ltd, Dubai, UAE
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Workshop Purpose:

This workshop presents how to set up a flexible and robust approach to manage and complete
cases by automating forensic applications with dynamic workflows and procedures to reduce
the time to complete cases.

-To educate investigators on the importance of having a well-established workflow and system
in place for case management.

-To support the case from start to finish and provide a report.

@ -To summarize the key actions that have occurred in an investigation.

eee TargetAudience:

Digital forensics investigators, technologist, digital forensics practitioner.
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Next Generation Digital Forensics: Challenges and Future Paradigm
U-oc &g
s anoll §§lg wlyanil godpll dx5Uall &l ayaall Jaall

Q

(o]

-

w

-~

S

2

Workshop
Challenges and Future Paradigm
o]

[ |
01%0 Presenter: £
YOO . I
Eng. Pratap Kumar 8’
a
£
Affiliation 2
,,,,,,,,,,,,,, S
Cyberforensics Specialist, Infratech, Saudi Arabia .

This workshop is intended to discuss about future trends of digital forensics and incident
response with case studies and videos.

To provide insight on how to deal with cyber incidents and address technical challenges
involved in forensic cases.

eee Target Audience:
gag roctnudience

Cybercrime investigators, digital forensics practitioners, information security professionals and
incident responders.

®
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Workshop 5
Humanizing Digital Forensics
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Workshop
Humanizing Digital forensics

[ | o

g o%o Presenter:

o) I 20 a0 Y

QE_ Eng. Khaled Hegazy

£

2

o .

— Affiliation
[ T | 1 |- B

Attendees will understand how to link the digital forensics artifacts.

©

eee Target Audience:

Cybercrime investigators, digital forensics practitioners and incident responders.




N
o
=
he)

Cybercrime and Digital Forensics Forum
v 19-21 November
Workshop 6
Drone Forensics
o duiyyg

Ql

(o]

<

(%]

-~

—

2

Workshop
Drone Forensics
o

01%'0 Presenter: [ |
VNN £
1% Lt. Khalifa Mohammad AlRoom g)
&
Affiliation £
______________ =]
Dubai Police, UAE S
[ |

The workshop explains how drone forensics is vital for the digital forensics and set up the
process for extracting data from commercial drones and how to analyze them in a beneficial

way for the course of investigation.

To educate digital forensic practitioners on ways of extracting forensics artifacts from
commercial drones and how to link them to suspects device. Moreover, understanding what
vital data could be extracted from commercial drones and how it could be beneficial for

the process of investigation.

eee Target Audience:
geg rocthudience

Digital Forensics practitioners looking into exploring the drone forensics area.

=2 Fees: E% Pre Registration: = Duration: - Date: Time:
s =) Uiied seas e % Viour, 30 i Biscussion B s O isnans
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Jrab Society for Forensic Sciences and Sorensic Webicine

Vision

To be a leader in developing a high standard of
excellence in forensic science and forensic medicine in
the Arab world.

Mission

To create a scientific platform for all specialists in
forensic sciences and forensic medicine who can lead
scientific work in specialist areas.

ASFSFM Objectives:
The ASFSFM seeks to achieve the following:
1.Forming a distinct merge of all scientific and

intellectual concepts and similarities among
members of the ASFSFM.
2.Sharing knowledge and expertise in various

disciplines of forensic sciences between the ASFSFM
and forensic experts, institutions and bodies through
academic and professional activities (meetings,
conferences, symposia and workshops).

3. Offering academic and professional assistance to

institutes, colleges, universities, law
enforcement/planning agencies  and other
professional bodies to develop and improve

programs and curricula related to forensic sciences,
forensic medicine and security.

http://asfsfm.nauss.edu.sa

@ | nauss.edu.sa K1 | nauss.sa

, ‘ nauss_sa
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e-mail: asfsfm@nauss.edu.sa

@ | info@nauss.edu.sa
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Saudi Telecom Company (STC)

With its headquarter in Riyadh, STC Group is the largest in the Middle
East and North Africa based on market cap. STC’s revenue for 2018
amounted to 51,963 million SAR (13,857 million US dollars) and the net
profit amounted to 10,780 million SAR (2,875 million US dollars). STC
was established in 1998 and currently has customers around the globe.
It focuses on providing services to customers through a fiber-optic net-
work that spans 158,000 kilometers across Asia, the Middle East and Eu-
rope. In Saudi Arabia (the group’s main operation site) STC operates the
largest modern mobile network in the Middle East as it covers more than
99% of the country’s populated areas in addition to providing 4G mobile
broadband to about 90% of the population across the Kingdom of Saudi
Arabia. STC group was among the first in MENA region to launch 5G
networks and was considered one of the fastest globally in deploying 5G
network, where 196 sites in the holy regions of Makka and Madinah en-
abled Pilgrims to connect to the first 5G services for the first time during
Hajj season 1440. Besides its main operation in Saudi Arabia, STC’s in-
vestments include 100% ownership in Viva Bahrain, 51.8% stake in Viva
Kuwait, 25% stake in Binariang GSM Holding in Malaysia which owns
62% of Maxis in Malaysia. In addition to the above-mentioned, STC
has a wide range of underlying investments in local companies in infor-
mation technology, content, distribution, contact centers, real estate and
Fintech , where it supports their telecom operations and provide them
with innovative services.

L +966114527000 @ info@stc.com.sa
= +966114525580 & www.stc.com.sa

@ King Abdulaziz Complex, Mursalat, Riyadh P.O. Box 87912 Riyadh
11652
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STC Cybersecurity GUARD Startegy

) VISION @wsa

We are leaders in We deliver effective
Cybersecurity and Cybersecurity

the MENA Center to make STC

of Excellence, inspiring strong and resilient.

trust in STC and
keeping the Kingdom safe.

G > U »A

Governance Unification Assurance

R > D

Resilience Defense

of the business to
disruptions caused by

cyber threats
and attacks
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Cisco Saudi Arabia

Cisco Systems, Inc. designs and sells broad lines of products, provides
services and delivers integrated solutions to develop and connect net-
works around the world, building the Internet. Over the last 30 plus
years, we have been the world’s leader in connecting people, things
and technologies—to each other and to the Internet—realizing our vi-
sion of changing the way the world works, lives, plays and learns. We
have expanded to new markets that are a natural extension of our core
networking business, as the network has become the platform for au-
tomating, orchestrating, integrating, and delivering an ever- increasing
array of information technology (IT)-based products and services. We
are focused on helping our customers achieve their desired business out-
comes. Cisco customers include businesses of all sizes, public institu-
tions, governments, and communications service providers. They look
to us as a strategic partner to help them use IT to enable, differentiate, or
fundamentally define their business strategy and drive growth, improve
productivity, reduce costs, mitigate risk, and gain a competitive advan-
tage in an increasingly digital world.

L +966 11 813 6000
51 +966 11 813 6001 @& www.cisco.com

@ Cisco (Saudi Arabia) Support Limited, ITCC - Building ITO1, An Nakhil
6708, Unit No 11, Ar Riyadh
Riyadh, Ar Riyad 12382-3610, Saudi Arabia
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Cisco. Security above everything.

i
CISCO

The bridge to possible
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TREND MICRO

Trend Micro Incorporated, a global leader in cybersecurity solutions,
helps to make the world safe for exchanging digital

information. Our innovative solutions for consumers, businesses, and
governments provide layered security for data centers,

cloud environments, networks, and endpoints.

All our products work together to seamlessly share threat intelligence
and provide a connected threat defense with

centralized visibility and control, enabling better, faster protection. With
over 6,000 employees in over 50 countries and the

world’s most advanced global threat intelligence, Trend Micro secures

your connected world.

Institutions & Companies Profiles

M Forum Program [}

®
L +966 11-225-3646

@& www.trendmicro.com

Trend Micro Saudi Arabia, Building C1, Unit 3 Ground Floor, The Busi-
ness Gate, East Ring Airport Road, PO Box 33554, Riyadh 11458,

Saudi Arabia
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Keeping up with today’s unprecedented speed of business is a challenge. Add
the onslaught of sophisticated, targeted attacks using fileless malware,
ransomware, phishing, business email compromise, and cryptomining, and
one thing remains clear - you need the resilience to stay ahead.

With our smart, optimized, and connected technology you can see the big
picture and prepare for, withstand, and rapidly recover from threats.

Mkrt of Cybersecurity.

hy

www:trendmicro.com
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Speech Technology Center

Speech Technology Center (STC) is an international leader in speech
technology and multimodal biometrics. It has over 29 years of research,
development and implementation experience in Russia and internation-

ally.

STC is leading global provider of innovative systems in high-quality
recording, audio and video processing and analysis, noise cancellation,
speech synthesis and recognition, and real-time, high-accuracy voice and
facial biometrics solutions. STC innovations are used in both public and
commercial sectors, from small expert laboratories, to large, distributed
contact centers, to nation-wide security systems.

STC is ISO-9001: 2008 certified.

. +7 812 331 0665 @ stc-spb@speechpro.com
5 +7 812 327 9297 & www.speechpro.com
@ Russia, 4 Krasutskogo street, St. Petersburg, 196084



( Speech
( )) Technology
* Center
WWW.SPEECHPRO.COM

Speech Technology Center —
innovative solutions for
audio world

Automatic
Speech
Recognition
(ASR)

Professional
Recording

Speech Analysis
and Processing

Text-to-Speech
Technology | | Synthesis (TTS)

Voice
Biometrics

Noise
Cancellation
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Infratech

Infratech prides itself on providing the best IT Infrastructure, IT Secu-
rity, and Digital Transformation services in Saudi Arabia, working with
prestigious governmental and private B2B organizations including de-
fence, security, health, finance, education and banking sectors. Infratech
provides its esteemed clients with unparalleled solutions that can help
streamline their business processes, secure their infrastructure, and trans-
form them to be ready for Vision 2030.

Mission: Empowering the market with Revolutionary Integrated Solu-
tions in IT Infrastructure, IT Security and Digital Transformation.

Vision: To be the Top IT solutions provider in the MENA Region.

. 92 000 9988 @ marketing@infratech.com.sa

5 +966 114449944 @ www.infratech.com.sa

Kingdom of Saudi Arabia, Riyadh - 12476 Uthman Ibn Affan Rd, At
Taawun First floor office # 08
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Protection Against Cybercrimes

Infratech is fully focused on delivering the best solutions
to protect against cybercrimes.

Digital Forensics

Infratech is a leading professional forensics service pro-
vider in Saudi Arabia with vast experience in forensic
technologies.

i

Forensics Training

Infratech offers a combination of both Computer and Digi-
tal Forensics Training covering techniques such as identi-
fying, preserving, extracting, analyzing and reporting
forensics evidence on computers and mobile devices.
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MTVision

WHO WE ?

MTVision is 100% Saudi company specialized in providing hi-tech,
advanced and reliable security solutions from inception to completion
(E2ES). In addition to preparation, rehabilitation and knowledge transfer
for national cadres. Serving both public and private sectors.

WHY M ARE TVision?

We are committed to provide the required guidance to whom needed a
niche capability to understand and solve these problems or requirements
by delivering a competent and innovative solution through our profes-
sionals and exclusive worldwide resources.

@ info@mtvision.com.sa

@ www.mtvision.com.sa

@ Saudi Arabia | Riyadh
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Society Website: asfsfm.nauss.edu.sa

Society E-mail:  asfsfm@nauss.edu.sa Aol Clalouill (1o jgn @

@ | nauss.edu.sa K| nauss.sa W | nauss_sa @| info@nauss.edu.sa



