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ABSTRACT

Shortperiodmonitoringandemergencynotificationofhealthcaresignalsisbecomingaffordable
withexistenceofinternetofthings(IoT)support.However,IoTdoesnotpreventchallengesthat
mayhindertheappropriatesafespreadofmedicalsolutions.Confidentialityofdataisvital,making
a real fear requestingcryptography.The limitations inmemory,computationsprocessing,power
consumptions,andsmall-sizedevicescontradicttherobustencryptionprocessaskingforhelpoflow-
weight-cryptographytohandlepractically.Thisarticlepresentsacomparativeanalysisofperformance
evaluationofthreetrustedcandidateencryptionalgorithms,namelyAES,SPECKandSIMON,which
aresimulatedandcomparedindetailstodistinguishwhohasthebestbehaviourtobenominatedfor
amedicalapplication.Theseencryptionalgorithmsareimplementedandevaluatedinregardtothe
executiontime,powerconsumption,memoryoccupationandspeed.Theimplementationiscarriedout
usingtheCoojasimulatorrunningonContikioperatingsystemshowinginterestingattractiveresults.
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INTRoDUCTIoN

InternetofThings (IoT)playaffective role insupporting theubiquitouscomputing,allowingall
devicestocommunicateandinteractfacilitiesofexchangeofdata.NetworkArchitectureoftheIoT
isknownhavingthreebasiclayers:perceptionlayer,networklayer,andapplicationlayer(Wuetal.,
2010).Theperceptionlayercanbedefinedasthesourceofinformationcollection.Thenetworklayer
isusedtoconnecttheperceptionlayertotheuserapplicationlayer.Finally,theapplicationlayeris
usedtoinvolveusersintothescenario.IoTplayincreasingroleimpactingdifferentfieldssuchas
smarttransport,energy,cities,andhealthcareapplications(Gutub,2015).

ThisworkisfocusingonimprovingIoThealthcareservices.Thepresenceofremotehealthcare
monitoringsystemshasledreducingthecostoftreatmentwhileenhancingthequalityofservices.
Infact,thenumberofelderlypeopleisincreasingbytheday,whilethenumberofyoungpeople
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under25isbecomingreducedtotheleastdemandingmoreandmorehealthcareservices(Zhang,
Thurow,&Stoll,2014).Thus,theneedforhospitalsincreasedaswellasthetreatmentcosts.
However,successfuldeploymentofhealthcaresystemsdependsonhavingtheadequatesecurity
andprivacyofthepatient’sdata(Gutub,2011).Acommonsolutionistosecuredataviatrusted
cryptography,i.e.symmetric-keyorpublic-keycryptography(Gutub&Khan,2012),wheremany
researchworkshavebeenpresentedearliertosecuredataviaRSAormoreadvancedellipticcurve
cryptography(Gutub,Tabakh,Al-Qahtani,&Amin,2013).However,whenitcomestothehighly
constraineddevices,thesetraditionalcryptographicalgorithmsneedsignificantlyhighresources
inordertoexecute(Gutub,2003).Someresearchproposedconstrainedsolutionviahardware
specialarithmeticimplementationinvolvingefficientextraordinaryadders(Gutub,&Tahhan,
2008)orredesigningSRAMsub-thresholdcryptohardwareforlow-powerutilizations(Gutub&
Khan,2011).Othersevenfurtherpresentedinvestigationslightlymodifyingthecryptoalgorithm
bymerging itsarithmeticonpipelinedVLSIcryptographicASICarchitecture (Gutub,2006),
whichisfoundcurrentlyunpracticalforhealthcaremobiledevicesdemandingmoreinnovative
research. With this in mind, light-weight-cryptography (LWC) has been involved, i.e. LWC
algorithmsarefoundmoresuitabletohelpsecurethehealthcaresystems(AlAssafetal.,2017).
Infact,LWCusesfewerresourcesandsavestimeconservingthenecessarysecuritymeasures.
Also,fromapracticalpointofview,reducingtheencryptiontimeisessentialtomaintainthe
patient’slifeknowinghis/herconditioninameasurabletime.Ontheotherhand,increasingthe
crypto-computation timemay lead todisastrousopposite result suchascomplicationsof the
healthstatusmaybeleadingtodeathofthepatient.

Inthispaper,weproposeanextensionofsecuringinternetofthings(IoT)dataforhealthcare
systemvialightweightcryptography(LWC)usingblock-ciphersaselaborationinvestigation
studytotheworkpreviouslypresentedin(AlAssafetal.,2017).Thisextensionstudyfocused
ontheprecedingresultsconsideringimplementingthebestthreecandidateLWCalgorithms,
assuming the same healthcare scenario. With this in mind, many lightweight encryption
algorithmshavebeendesignedandmodelled targeting the IoThardwareapplications.This
work focusesonAES,SPECK,andSIMON,whichhavebeenprovenmodelled flexible to
operateondifferentplatforms(Beaulieuetal.,2015).Otherlightweightencryptionalgorithms
havebeendesigneddedicatedforspecificplatformmakingthemoutofthisinvestigation.The
maincontributionsofthisworkare:

1. Selectremotehealthcaremonitoringsystem,suitabletocollectdataandtransmitittohospitals
tokeeptrackofthepatientsituation;

2. Protectpatient’smedicaldataviaencryptionsecuritybeforetransmittingintointernet,i.e.starting
fromsensors;

3. StudymainhardwareandsoftwareconstraintsoftheIoTdevicesaskingforLWC;
4. Implement the threeencryptionalgorithmsnamely:SPECK,SIMONandAESusingCooja

simulatorandContikiOS;
5. EvaluatetheLWCusedregardingexecutiontime,memoryconsumptionandspeed.

The flow of this paper is as follows. Next section, Section 2, presents the adopted studied
architectureofthehealthcareIoTused.Section3discussesthesecurityandconstraintsinvolvedin
themedicalsensors.Then,Section4detailsthethreefocusedLWCalgorithms,i.e.thecandidates
blockciphersbuildingthescopeofthiswork,toprotectthemedicaldataintheIoTutilization.Next,
thesimulationplatformisbriefedinSection5.Then,Section6describestheimplementationdetails
evaluatingtheperformanceandcomparingthethreeencryptionalgorithmsexpressingtheresultsin
termsofexecutionpowerconsumption,memoryoccupation,andspeedperformance.Finally,Section
7concludestheworksummarizingtheresultsanditsattractiveapplicability.
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