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Abstract
This research proposes an efficient security system for hiding classified Arabic text-data on limited processors devices 
benefiting from the combination of both techniques: light-weight cryptography (LWC) and Arabic text steganography. The 
work assumes to secure the sensitive text-data on devices suffering low resource allocation by layer of LWC encryption to 
provide acceptable security. In this work, we use a two-layer technique, where we firstly encrypt the Arabic secret text-data 
examining effectiveness of different LWC algorithms, i.e. AES, DES, and IDEA; then, embedding the encrypted data into 
diacritics within Arabic text cover media. The work tested the possibility of accepting LWC security of AES, IDEA, and 
DES encryption assuming their suitable effect on the text stego-cover. The work runs numerous different experimentations 
to study the preference, where LWC selection of DES algorithm finds the applicable scheme giving acceptable security in 
efficient manner.

Keywords Arabic text steganography · Information security · Diacritics steganography · Data encryption · Lightweight 
cryptosystems · AES · DES · IDEA

Introduction

With Internet reaches almost every corner of the planet and 
more and more of our life aspects are becoming digital. 
Therefore, expanding our virtual presence, such as email 
messages, health information, family private pictures, bank 
information, and credit card information has become essen-
tial to transfer and store them in a secure manner [1]. In fact, 
the security of any data that can be sabotaged is considered 
a cybercrime as it affects people’s life by manipulating clas-
sified educational information [2] and e-health information 
[3]. All data have become digital, making a huge amount of 
sensitive places vulnerable to security threats and hacking 
challenges and thereby affecting information on all PCs or 
handheld smart devices [4]. In this regard, various meth-
ods have been provided to protect the information or edu-
cate its proper utilization [5] as well as requesting limited 
capability tools such as cryptography, steganography, and 

watermarking, to secure the work [6]. In this research, we 
focus on combining appropriate cryptography and steganog-
raphy to increase the layers of security dedicated to serve 
sensitive Arabic text data running on limited capability 
devices.

Cryptography can be understood as converting the secret 
clear text to form useless cipher text data using secret key 
for running the process, i.e. to secure the secret data. We 
proposed a two-layer Arabic security system applying con-
fusion to the sensitive text data going through the crypto 
layer, involving encryption security key, then followed by an 
Arabic text steganography layer to produce the stego file, as 
overview analogy shown in Fig. 1. The research considered 
that both crypto and stego layers run on limited computa-
tional situations, e.g. handheld smart devices, suffering from 
restricted memory, and inadequate computational power, as 
normally forced to struggle for accomplishing the appropri-
ate trade-off between cost and security [4]. Therefore, light-
weight cryptography (LWC) is involved as characterized 
crypto calculation appropriate for restricted asset compelled 
condition. LWC is used for several crypto examples, such as, 
therapeutic sensors, RFID labels, and convenient human ser-
vices gadgets [6]. This work scope used three famous LWC 
algorithms, namely, AES, DES, and IDEA as recommended 
to be useful for similar applications [7]. These chosen LWC 
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techniques are characterized with security, capacity, and reli-
ability, for efficient selection to be used as the applicable 
preference.

Steganography, as a method of organizing the existence of 
secret data to be hidden [8], is the second layer of this Arabic 
security system. The secret text is placed in a seemingly 
harmless container in such a way that it would be difficult for 
an outside observer to notice the presence of it, i.e. as built-
in secret message. When using computer technology, sound, 
graphic, and text files can act as stego-cover file containers 
[9], where if, figuratively speaking, cryptography makes 
the understandable incomprehensible, then steganography 
makes the visible as invisible (sometimes in the literal sense 
of the word). This is achieved by "dissolving" the hidden 
information among other data of a much larger volume [10].

The main improvement in this security study compared 
to other previous work that use Arabic text steganography 
is ensuring that even if the embedded text is discovered, the 
content remain unknown, as the hidden information has been 
LWC encrypted. Also, the use of LWC ensures the use of 
only the minimum amount of computation resources, help-
ing to maintain acceptable limited device capabilities and 
fulfilling nowadays user experience [4]. Therefore, in this 
work, we establish efficiency comparison between the three 
algorithm, AES, DES and IDEA from a capacity, security 
and reliability perspectives, to determine which can perform 
better involved with the steganography stage.

Recall the outline of the proposed framework utilizing 
steganography and cryptography two-stage system, illus-
trated in Fig. 1; it is different than previous works although 
benefited from all. Our work is different than Arabic stego 
presentations of hiding within Kashida [11], diacritics [10] 
and using multipoint letters [12] as well as lightweight 
crypto [7] were all are single layer security strategies. It is 
also different than the images security using two-layers [13] 
and three-layers [14] in our hiding within texts and select-
ing dedication to limited capability devices utilizing LWC 
diacritics combination.

The flow of the paper is as follows. “Related Background” 
covers the background related to LWC and Arabic text steg-
anography building the different blocks making this inte-
gration work. “Proposed Approach” describes the proposed 
combination security approach defining both hiding and 
retrieving security processes in depth. “Implementation 
Performance” covers the implementation and performance 
experimentations remarks presenting the capacity, security, 
and reliability efficiency measurements. Then, “Conclusion” 
concludes the paper.

Related Background

This research of securing data via lightweight cryptogra-
phy and Arabic text steganography is developed from many 
previous stego crypto researches. In other words, we are 
trying to select benefits from both cryptography and security 
intended to run over limited capability devices, i.e. providing 
acceptable security, similar in principle to image security 
research of [13, 14]. This section will go over related back-
ground attempts of lightweight cryptography as well as Ara-
bic text steganography to partially select from and combine 
and thereby evolving our new contribution.

Lightweight Cryptography Algorithms

Lightweight cryptography (LWC) focuses on symmetric 
crypto-algorithms intended for limited capability devices 
[15]. The chosen three LWC algorithms for this study are 
AES, DES, IDEA. The AES (Advanced Encryption Stand-
ard), is the crypto method commonly adopted worldwide 
using a 128-bit fixed block size to produce its encrypted out-
put. It can use up to 14 transformation rounds using 256-bit 
key, with each round consisting of several processing steps. 
The DES (Data Encryption Standard) is one of the funda-
mental building blocks used in today’s life applications cryp-
tography. It needs an encryption key with 56-bit size, less 
than AES, as still used to provide minimum-security level 
[15]. The IDEA (International Data Encryption Algorithm) 
is closely formatted to AES but uses 128-bit key arranged 
for 64-bit fixed block size running 8 transformation rounds. 
It is reported that IDEA level of security is below AES, and 
above DES making the choice to select our study on three 
used applicable crypto schemes [7].

In this work, we establish a comparison platform to effi-
ciently select between the three crypto-algorithms from 
capacity, security, and reliability perspectives. The work is 
specific towards Arabic text hiding to determine which can 
perform better combining LWC with Arabic steganography. 
It is to be noted about LWC that lightweight idea is not less 
secure; however, it is giving crypto security less compu-
tation need allowing expending for momentary treatment 

Fig. 1  Overview of the two-layer crypto stego security system
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fulfilling the time condition of crypto protection, i.e. not 
decreasing the security or protection for today’s applicabil-
ity [15].

Arabic Text Features

Arabic is the language used by 1.7 billion Muslims around 
the world [16]. It is the sixth most spoken language having 
standard 28 letters, written from right to left, opposite to 
English. Interestingly, Arabic letters have different shapes, 
depending on their position in the word. In addition, the 
Arabic language is characterized by series of pointed letters 
(one, two or three dots above or below certain letters), as 
shown in Fig. 2. All Arabic words contain several letters 
involving optional vowels written in specific way. These 
optional vowels called “Harakaat” are our useful location 
for hiding data. These vowels “Harakaat” are considered as 
text-characters with diacritical marks but does not affect the 
wording much.

There are 8 Arabic diacritics, i.e. Fathah, Kasrah, Dam-
mah, Fathatan, Dammatan, Kasratan, Sukun and Shaddah, 
as shown in Fig. 3. Those diacritics or Harakat have values at 
the sound, meaning and grammar levels in Arabic language. 
Please note that Arab diacritics are available for current and 
modern Arabic descriptions [17].

Arabic Text Steganography

Many textual steganography methods are linked to the Eng-
lish language as standard scientific medium, but few current 
research consider Arabic textual steganography techniques 
in Arabic and identify limitations in terms of security, capac-
ity and reliability as noted in researches of [12, 18–20].

The methods of steganography in the Arabic text can be 
classified into the several types. For example, Mohamed [21] 
classified Arabic steganography according to shifting points. 
Gutub and Al-Nazer [11] and Odeh et al. [12], discussed the 
Kashida and Arabic diacritics-based (Harakat) steganography 
similar in principle to ours. Bensaad and Yagoubi [22] worked 

on Kashida-based steganography based on Al-Haidari et al. 
[23]. Later, Al-Azawi and Fadhil [24], presented Unicode Ara-
bic stego method. Shirali-Shahreza [25] and Por et al. [26] as 
well as Mohamed [21] formed linguistics stego schemes simi-
lar to Desoky [27] and Alabish et al. [28], but with furthermore 
interesting features. For instance, Mohamed [21] discussed a 
method for the Arabic steganography using isolated letters to 
form words of data hiding. This technique provided low band-
width relatively safe algorithm compared to other researched 
techniques.

Por et al. [26] projected previous models to encode data by 
injecting unusual Unicode fonts in spaces between phrases. 
Therefore, hiding data required modifications to the content 
which cannot be easily figured out. Similarly, Kadhem and 
Ali [19] discussed a tool that takes all cover texts (characters, 
diacritical marks, spaces) and uses them as covering means, 
which increases the capacity influence with large amount of 
showing content.

Al-Nofaie et al. [18] suggested a technique to hide secret 
bits within spaces between Arabic words. Although their pro-
cess rises the risks of cover-up security, it requires clear altera-
tion within cover showing increase in its size. Lately, Malik 
et al. [20] introduced a scheme utilizing color-coding table. 
Their model had a clear problem in changing the colors that 
attracts attention.

Our system is proposed to utilize diacritics (vowel signs) 
by showing or omitting them to hide bits. The method useful-
ness can be considered via interesting capacity utilizing all 
possible diacritic used to hide bits. In fact, even excluded or 
omitted diacritics will be hiding bits benefitting the best pos-
sible performance. The security and reliability measures are 
proving the work applicability in an interesting manner as will 
be discussed later.

Proposed Approach

The proposed idea comes from utilizing the actual display 
of Arabic diacritics similar in principle to the 2010 work of 
Gutub et al. [10]. In general, for most Arabic e-text sources, 
if a diacritic marker code is found, the corresponding line 
image is displayed without changing its cursor position. This 
unbiased visualization opens the possibility of involving some 
diacritic signs without much notice. We will utilize computer 
programs that recognize the existence of such diacritics to rec-
ognize and interpret them to our objective.

Fig. 2  Pointed and un-pointed Arabic letters

Fig. 3  Arabic text Diacritics
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A steganographic system, or stegosystem, is a set of 
means and methods that are used to form a hidden channel 
for transmitting information. When building a stegosystem, 
the following provisions should be taken into account:

1. The adversary has a complete understanding of the steg-
anographic system and the details of its implementa-
tion. The only information that remains unknown to the 
potential adversary is the key, with the help of which 
only its holder can establish the fact of presence and 
content of the hidden message.

2. If the adversary somehow finds out about the existence 
of a hidden message, this should not allow him to benefit 
from messages in other data as long as the key is kept 
secret.

3. A potential adversary should be deprived of any tech-
nical or other advantages in recognizing or positively 
disclosing the content of secret messages.

Therefore, stego-systems normally follow the below 
requirements [17]:

1. The properties of the container must be modified so that 
the change could not be detected by visual inspection. 
This requirement determines the quality of concealment 
of the message being introduced: to ensure unhindered 
passage of the stego message over the communication 
channel.

2. Stego message should be resistant to distortion, includ-
ing malicious. In the process of transferring an image 

(sound or another container) it can undergo various 
transformations: decrease or increase, convert to another 
format, etc.

3. To maintain the integrity of the embedded message, we 
may use error correction code.

4. To increase reliability, the embedded message can be 
duplicated.

Our proposed system utilizes both cryptography and steg-
anography to benefit from both as detailed in Fig. 4. Cryp-
tography and steganography are both exploited as separate 
layers to give the best practical security with independent 
measurable security, capacity, reliability measures and 
improvement adjustments. In the following subsections, we 
will explain our algorithm, its architecture, components, and 
data. Also, explain the main processes of the algorithm, hid-
ing process and retrieving process.

Algorithm Architecture

The two-layers system can be observed as a process flow 
graph clarifying the storing point of view (Fig. 5) as well 
as the retrieving point of view (Fig. 6). The cryptography 
layer is using the well-known standard AES, DES and IDEA 
crypto algorithm, as commonly selected efficient [7]. Note 
that the encryption secret key used in the storing flow graph 
is also needed in the decryption process, i.e. when retriev-
ing the data.

The sender of the hidden sensitive secret text uses the 
storing process as in Fig. 5. The recipient can retrieve the 

Fig. 4  Block diagram of the proposed crypto stego security system
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encrypted secret text from the steganography Arabic text as 
the retrieving process shown in Fig. 6. The hiding secret text 
follows symmetric encryption as standard method. Then, 
our proposed focus of hiding in Diacritics, (Fathah, Kas-
rah, Dammah, Fathatan, Dammatan, Kasratan, Sukun and 
Shaddah) is to take place via steganography. This process 
will result a stego-text, which can be distributed publicly 
aiming unsuspicious actions.

The retrieving process uses the same stego-text, which 
is retrieved; it will retrieve the encrypted secret text. The 
extracted secret text needs decryption to present the final 
output from this same symmetric algorithm applied. Note 

that this crypto algorithm is affecting the study analysis of 
the results on the capacity of hiding places, i.e. compared 
between different LWC encryption algorithms. In the next 
two sub-sections, we will explain both processes, which rep-
resent the main functions of the algorithm.

To summarize our focus, we will present diacritics as 
cover to hide the information. Our proposed diacritics algo-
rithm is to hide secret binary data into Arabic text. The Ara-
bic letters and diacritics are then converted to binary bits 
and the secret text is stored. It identifies the cover text that 
will be used in the hiding process. The user has the option 
to select text file for storing data based on his device, or to 
enter the cover Arabic text manually. The beneficial assump-
tion of this study is that all Arabic text cover should involve 
diacritics. This process is important to ensure that the posi-
tions of the secret bits are placed within the applicable range 
of the cover text.

Hiding Process

This process involves allowing selection of the input file, 
which represents the secret message. Then, encryption algo-
rithm and identification of cover text used in hiding message 
is assigned. The research security and capacity calculations 
of bit hiding is going to be our focus. The output of this pro-
cess will be a stego text, which will be used by the recipient 
to retrieve the secret message again.

To detail the proposed algorithm, it starts by converting 
the cover-text to binary bits. Then, it is storing the bits as an 
array, where we consider every 16-bits of which to repre-
sent an Arabic letter or diacritics which are placed visually 
together. In addition, 8-bits are added representing the all 
non-Arabic characters, to complete the programming proper 
investigation. Recall that the secret message is encrypted 
by the intended LWC algorithms. Our program reads the 
first bit of the secret message and then compares it with the 
first diacritics in the cover-text. If, for example, the first bit 
to be hidden was a ‘one’, this first diacritic, say ‘Fathah’, 
will remain; otherwise, the ‘Fathah’ will be removed. This 
process will repeat itself until all secret bits in the secret 
message are considered. When the secret message ends, 
two’Sukun’ are added on the cover-text, which is not found 
in Arabic writing, used as an indication of ending the hiding 
process. The hiding process can be formalized as pseudo 
code points below:

1. Conduct secret message encryption by different LWC 
algorithms.

2. Convert the encrypted message to sequence of binary 
bits 0’s and 1’s.

3. Insert cover-text with full Diacritics and convert it to 
binary bits.

4. Store secret bits as an array.

Fig. 5  Storing sensitive secret text data

Fig. 6  Retrieving back secret text data
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5. Check value of secret bits and relate them in sequence 
to Diacritics in the cover.

a. if secret is ‘1’ keep the ‘Diacritic’ as is.
b. if secret is ‘0’ remove Diacritic.

6. Repeat step 5 until the secret message is fully embedded.

7. Indicate hiding end by inserting two ‘Sukun’ Diacritics 
within the cover-text.

8. Show both texts before and after the hiding process.
9. End.

To hide some data in a cover text using the proposed 
technique, we first have to be sure that all possible dia-
critics are present in the cover text, then we sequentially 
match every diacritic to a bit from the secret bits. After 
that, we apply the hiding process as example shown in 
Fig. 7.

The secret message used in this example (Fig. 7) is nor-
mal name “Malak”. The algorithm encrypted the secret 
message by LWC algorithm then converted the secret mes-
sage to binary bit as detailed in Fig. 8 assuming the differ-
ent LWC algorithms.

Fig. 7  Example of the proposed technique

Fig. 8  Example of the data hiding and cryptography (LWC)
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Extracting Process

The extracting process is the reverse of the bit hiding pro-
cess. It needs the stego-text and the secret message decryp-
tion algorithm to be applied. Our software platform is pro-
gramed to show the verification data, i.e. by pressing the 
button “show data”, the program will operate retrieving back 
the secret sensitive text data. It shows the binary bits of the 
encrypted hidden text within the diacritics. Then, the soft-
ware converts the binary bits to its original text. Notes that 
the platform result shows the encrypted text that needs to 
be decoded with the intended LWC algorithm requiring the 
secret key as input to the reverse crypto layer. It decrypts the 
cipher text generating back the secret sensitive data message, 
as example shown in Fig. 9. In general, to extract the data 
from the cover text using the proposed technique, we spot 
the unavailable diacritics as hiding bits of zeroes while oth-
ers are simply ones. The extracting process can be formal-
ized as pseudo code points below:

1. Read Stego-text holding the LWC encrypted secret data.
2. Scan the Arabic characters sequentially noting Diacrit-

ics.

a. if Diacritis is found, store value ‘1’.
b. if Diacritics is missing, store value ‘0’.

3. Repeat step 2 until two ‘SUKUN’ is detected.
4. Form the stored bits as secret cipher-stream.
5. Conduct secret message decryption by selected LWC 

algorithm.
6. Show the decrypted secret message.
7. End.

Implementation Performance

The two-layer security system for hiding sensitive text data, 
on personal computers, is implemented on a visual studio-
programming platform. The algorithm is programmed by 
c# language, using UTF-8 Encoding due to its convenience 
fully supporting Arabic text. We used c# programming 
language due to its flexibility, wideness spread, and easy 

to learn. Our objective, since we are in the early stage of 
this research, is allow any research programmer to simply 
redesign the system to verify and improve our work. The 
implementation aim is to test the proposed methodology for 
hiding information within diacritics and conduct the text 
encryption by different LWC algorithms, as shown via the 
2-layer platform in Fig. 10. The research fixed the cover-text 
for fair experimentations to the poem shown in Fig. 11.

Our testing implementation work used 100 secret mes-
sages randomly generated for different lengths. In other 
words, we selected the secret data as random 3-letter words 
generated for 100-times and tested among the three LWC 
algorithms on the same cover-text generating the remark-
able results affecting capacity as well as security. Figure 12 
shows the three letters secret data (say names) generated ran-
domly for the 100 testing implementations run utilizing all 
LWC algorithms. Similarly, these 100 testing is further run 
for other random secret data names assuming Arabic words 
of 4,5,…14,15,16-letters, all randomly generated and then 
encrypted by LWC: AES, DES and IDEA showing examina-
tion outcomes.

The main improvement in this security study compared to 
other previous work is that the use of Arabic text steganogra-
phy is ensuring that even if the embedded text is discovered, 
the content remain unknown, as the hidden information has 
been LWC encrypted. Also, the use of LWC ensure to use 
only the minimum amount of computation resources, help-
ing to maintain acceptable limited device capabilities and 
fulfilling nowadays user experience [4]. Therefore, in this 
work, we establish efficiency comparison between the three 
algorithm, AES, DES and IDEA from a capacity, security 
and reliability perspectives, to determine which can perform 
better involved with the steganography stage.

Recall the outline of the proposed framework utilizing 
steganography and cryptography two-stage system, illus-
trated in Fig. 1, is different than previous works although 
benefited from all. Our work is different than stego presenta-
tions of hiding within Kashida [11], diacritics [10] and using 
multipoint letters [12] as well as lightweight crypto [7] were 
all are single layer security strategies. It is also different than 
the images two-layer security [13] and three-layers security 
[14] in our serving texts and selecting dedication to limited 
capability devices utilizing LWC diacritics combination as 
elaborated briefly in “Related Background” covering the 
related background of LWC and Arabic text steganography.

Capacity Testing

Capacity means that the maximum number of bits that can 
be hidden into the specified cover text. We use the number of 
zeroes in the sensitive text when converted to binary bits to 
be our indicator. If the number of zeroes is large, all the dia-
critics are removed meaning that capacity utilized increased. Fig. 9  Example of the extracting process
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The issue comes in picture since the names size change dif-
ferently after encryption causing this study to reveal unusual 
results. So the capacity calculation is based on the number 
of diacritics removed from the cover text. Recall that the 
Arabic character and diacritics represents 2-bytes in binary 
code, which are not to be mixed. Our work 100 secret mes-
sages of the different secrets lengths (ranging from 3-letters 

to 16-letters) are all encrypted by AES, DES and IDEA to 
compare the overall capacity, i.e. of the hidden sensitive 
text based steganography in the stego layer, to show the best 
encrypted text of three algorithms in terms of capacity. The 
capacity assumed Arabic character and diacritics are rep-
resented by 16-bits, then divided by 8 to convert them into 
bytes, calculated as:

Fig. 10  Proposed security system interface

Fig. 11  Testing cover text used

Fig. 12  Three letters secret 
data for the 100 random testing 
implementations
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For example, assume that three characters of secret 
data were selected (Fig. 12) and AES algorithm is used for 
encryption, the number of characters determined for the 
secret text for the 100 random names will be generated as 
length calculation below:

The work run the testing on all randomly generated 
100 names of different sizes, i.e. 3-letters to 16-letters, all 
experimented via the three LWC algorithms: AES, DES 
and IDEA. Due to the limited space of presentation, we 
present the AES study to be used as example where all 
the rest of crypto methods are run the same way. Consider 
the following AES encrypted capacity figures, i.e. Fig-
ure 13 indicating capacity for 3 letters encrypted by AES, 
Fig. 14 showing capacity for 4 letters, Fig. 15 for 5 letters, 

Capacity = (number of zeros × 16)∕8

The number of zero bits

= 64; the capacity = (64 × 16)∕8 = 128 bytes

Fig. 16 for 6 letters, Fig. 17 for 7 letters, Fig. 18 for 8 
letters, Fig. 19 for 9 letters, Fig. 20 for 10 letters, Fig. 21 
for 11 letters, Fig. 22 for 12 letters, Fig. 23 for 13 letters, 
Fig. 24 for 14 letters, Fig. 25 for 15 letters, and Fig. 26 
for 16 letters, all representing AES experimentations of 

Fig. 13  Capacity for three let-
ters encrypted by AES

Fig. 14  Capacity for four letters encrypted by AES

Fig. 15  Capacity for five letters encrypted by AES

Fig. 16  Capacity for six letters encrypted by AES
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the 100-names assuming different sizes and taking the 
averages from all. The figures are further showing some 
of the random names after intervals (as examples) to keep 

the reader in synchronization to the concept of random-
ness and it affects the linking the size of the secret data to 
the capacity measurements which is detailed as follows.

Fig. 17  Capacity for seven letters encrypted by AES

Fig. 18  Capacity for eight letters encrypted by AES

Fig. 19  Capacity for nine letters encrypted by AES

Fig. 20  Capacity for ten letters encrypted by AES

Fig. 21  Capacity for 11 letters encrypted by AES

Fig. 22  Capacity for 12 letters encrypted by AES



SN Computer Science            (2021) 2:46  Page 11 of 18    46 

SN Computer Science

For instance, consider Fig. 13, the largest value of the 
capacity is 158 linked to the name (ءضغ) where the lowest 
value is 102 when the name is (اهآ). The average capacity 
of the 100-names testing is 127. Similarly, in Fig. 14, the 
largest value of the 4-letter names capacity is 152 linked 
to the name (عنـل) while the lowest value is 68 as for the 
name (لتصز). The average for 100 tests of the 4-letter 

names is found to be 126, which is slightly less than for 
3-letters.

In Fig. 15, the largest value of the capacity is 156 con-
nected to the name (ثإمخخ), while the lowest value is 98 
linked to the name (خفزجة). The average for 100 tests of 
the 5-letter names is 127 similar to the 3-letters secret data. 
In Fig. 16, the largest value of the capacity is 156 for the 
name (ذوشظقط) while the lowest value is 108 with the name 
 The average for 100 tests of the 6-letters is 126 .(خفزجة)
which is remarkably similar to the average of 4-letter names. 
In Fig. 17, the largest value of the capacity is 156 as for the 
name (طةملآيم), while the lowest value is 100 linked to the 
name (حـاآاىر). The average for 100 tests of the 7-letters is 
126. In Fig. 18, the largest value of the capacity is 296 as 
with the name (ضشرتذثكع). The lowest value is 218 asso-
ciated to the name (إابأئظشغ). The average for 100 tests of 
the 8-letter names is changing a lot to 254, starting a new 
range.

In Fig.  19, the largest value of the capacity is 290 
with the name (أؤعيىثءيى). The lowest value is 222 
as for the name (ظضشدـسءكع). The average for 100 
tests of the 9-letter names is 253, which can be consid-
ered logical related to the increase number of letters. In 
Fig. 20, the largest value of the capacity is 296 the name 
 while the lowest value is 220 with the ,(ودلةغؤظضزظ)
name (صفـسنندحكأ). The average for 100 tests of the 
10-letter names is 256, which is surprisingly less than 
for 9-letters but in the same range. In Fig. 21, the largest 
value of the capacity is 294 the name (ذغؤوأعتشزىغ), 
while the lowest value is 218 linked to the name 
-The average for 100 tests of the 11-let .(ءئأضجءةظهجز)
ter names is 254, which is in the same range of 9-letters. 
In Fig. 22, the largest value of the capacity is 290 as for 
the name (ىوادهغنلطآوظ) while the lowest value is 218 
linked to the name (ئثثسسكلشقلثا). The average 

Fig. 23  Capacity for 13 letters encrypted by AES

Fig. 24  Capacity for 14 letters encrypted by AES

Fig. 25  Capacity for 15 letters encrypted by AES

Fig. 26  Capacity for 16 letters encrypted by AES
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for 100 tests of the 12-letter names is 255, interestingly 
similar to the range of 9-letters, 10-letters, and 11-letters. 
In Fig. 23, the largest value of the capacity is 290 the 
name (ةجوضعإتاذعجآب), while the lowest value is 210 the 
name (رغةصذرتممءؤطق). The average for 100 tests of the 
13-letter names is 255. In Fig. 24, the largest value of the 
capacity is 290 with the name (ةجوضعإتاذعجآب), while the 
lowest value is 220 linked to the name (رغةصذرتممءؤطق). 
The average for 100 tests of the 14-letter names is 257. In 
Fig. 25, the largest value of the capacity is 288 linked to 
the name (شسهئيملثغةضظدزأ) while the lowest value is 
210 as of the name (جؤخـئسغشدثتجلظد). The average 
for 100 tests of the 15-letter names is 255, which all in 
same range. In Fig. 26, the largest value of the capacity is 
422 the name (ذتضءيةهثعؤصظسأغة), while the lowest 
value is 338 linked to the name (رنآهـثيعلختحضقؤى). 
The average for 100 tests of the 16-letter names is 384, 

which is considered completely out of the range of 
recommendation.

Recall in this test, we selected 100 different names ran-
domly fixing same size of characters to be used as sensi-
tive data for the encryption crypto layer, i.e. by AES, DES, 
IDEA. The average capacity of AES experimentations is 
shown in Fig. 27 elaborating the minimum (MIN) and maxi-
mum (MAX) capacity sizes for verification purposes. The 
study capacity in general gave highest value using 16-char 
of value 422, and lowest value of 96 when the number is 
of 4-char. Interestingly, the AES capacity study can remark 
classification of three stages. The first stage of data secrets to 
be 3-char letters to 7-letters. The second stage is 8-letters to 
15-letters. The final stage of 16-letters, which is completely 
not recommended to be used.

The same study of AES encryption is reapplied using 
DES and IDEA cryptography. For presentation limitations, 
the average results are reported. The changes in Fig. 28 is 

Fig. 27  Average AES capacity

Fig. 28  Average DES capacity
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the comparison of using MAX and MIN for every char. 
Observe that the stego layer with big difference of 16-char 
giving higher capacity change compared to the 3-char, which 
is expected. The capacity is low when 3-char encryption 
is used resulting in a capacity value of 58. When data are 
encrypted by IDEA, we get the highest value of the capacity 
as the number of characters is 15, the capacity is 280. The 
minimum value is when 4-characters are used showing the 
capacity value of 96, as shown in Fig. 29.

Capacity comparison of the two-layer system consider-
ing the three LWC: AES, IDEA, and DES, algorithms gave 
interesting feedback, as listed in Table 1. The work can 
give representative indication since our work used exten-
sive testing of 100 secret randomly generated messages of 
lengths from 3-char letters to 16-char letters. The capacity 
comparison is visualized in Fig. 30 indicating the capacity 
preference to be increasing starting by DES then IDEA fol-
lowed by AES. This study needs to be linked to the security 

Fig. 29  Average IDEA capacity

Table 1  System capacity 
comparison

Char 3 4 5 6 7 8 9 10 11 12 13 14 15 16

AES 127 127 127 126 126 254 253 256 254 255 255 257 255 384
DES 63 127 128 129 127 191 191 190 193 254 254 255 255 318
IDEA 129 127 192 90 191 193 255 190 254 255 319 316 320 321

Fig. 30  Capacity performance 
visual comparison
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quantity measurements as well as security visual testing in 
order to highlight acceptable useful recommendations.

Security Quantity Testing

Security quantity testing refers to the ability of observers to 
notice that there are embedded data in the cover medium. 
This is measured by counting diacritics before and after con-
cealment. The cover text, as shown in Fig. 11, contains 890 
of diacritics, letters and spaces. The cover text contains 85 
bytes of spaces which should be reduced providing:

The diacritics and Arabic letters use 16-bits for each but 
the spaces represent one byte each for characters that must 
have a diacritics to hide. Thus, the number of letters equals 
the number of diacritics, making the cover-text number as: 
805/2 = 402.5

So, there are possibilities of almost 402 diacritics to hide. 
Since the diacritics represent 2 bytes, the amount of hiding 
possibilities is: 402 × 2 = 804 bytes.

When encoding with the AES algorithm, for example, 
cipher text length of 16 character, represented by 8 bits is: 
16 × 8 = 128.

Therefore, we will get 128 binary bits, as of when experi-
menting with 100 names and taking the average of zero’s to 
get 64 zeroes such as: 64 × 2 = 128 bytes.

The security testing study is considered to be compar-
ing the diacritics before and after hiding. The study made 
a detailed study testing the 100 difference secret message 
ranging between 3-char letters and 16-char letters encrypted 
by AES, DES and IDEA, as results listed in Table 2.

Consider Table 2 to check the system security, observing 
the results of diacritics embedding, applying the two-layer 
system, the difference between the diacritics is interesting. 

890 − 85 = 805.

Comparison before and after hiding is decreased and can-
not be observed easily. The difference is so low such that 
no one can guess its usage in the information hiding pro-
cess. Therefore, the security quantity test is supporting the 
capacity measurement in suggesting to use LWC: AES in the 
two-layer hiding information since the quantitative change 
in Arabic text is almost unnoticeable.

Security Visual Testing

Security visual testing is used to measure homogeneity 
between the same two texts before and after concealment 
via peak signal-to-noise ratio (PSNR) measurements [29]. 
The PSNR represents a measure of the peak error, used to 
compute figure of merit of visual difference in decibels, i.e. 
between two images, used as quality visual measurement 
between the original and stego image. The higher the PSNR, 
the better the quality of the reconstructed image. This PSNR 
deals with images, therefore, we converted the text to image, 
read images of all different results and compare between the 
original cover-image and the stego-image, which contains 
the secret bits, similar to PSNR proof of research work in 
[30]. Figure 31 shows an examples of this intended image 
generated, i.e. as source of the PSNR original cover text, as 
of original Fig. 11, but removing all spaces.

To represent the idea, some AES study images are shown 
used as inputs examples for PSNR computations. For 
instance, Fig. 32 is showing cover-text image of one 3-let-
ter secret data name encoded by AES algorithm, i.e. for the 
PSNR calculation.

Similarly, observe the image examples of text figures, 
i.e. Figs. 33, 34, 35, 36, 37, and 38, which shows image 
examples of hiding one 5-letter, 7-letter, 9-letter, 11-letter, 
13-letter, and 15-letter names, respectively. Also, to apply 
this metric fairly, we used the hidden data and length but 

Table 2  Security quantity 
comparison

Char 3 4 5 6 7 8 9 10 11 12 13 14 15 16

AES 676 676 676 678 678 550 550 548 550 548 548 546 548 420
DES 740 676 676 674 676 612 612 612 610 550 550 548 548 486
IDEA 674 676 612 614 612 610 548 548 550 548 484 488 484 482

Fig. 31  The original (cover-text) as image for security analysis
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via encryption of DES and IDEA then hidden in stego text 
providing the average PSNR security visual testing results, 
as listed in Table 3. The results are showing interestingly 

similar (within same range) values indicating that all three 
methods can be considered acceptable from security visual 
comparisons point of view, which is a completely different 

Fig. 32  Testing 3 char-text stego image

Fig. 33  Testing 5 char-text stego image

Fig. 34  Testing 7 char-text stego image

Fig. 35  Testing 9 char-text stego image

Fig. 36  Testing 11 char-text stego image
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research work and remarks than the presentation of Al-
Otaibi [13] and the first Arabic Kashida utilization [31] 
security system.

Conclusion

In this work, we have shown how to design the two-layer 
Arabic text security system for hiding sensitive text data on 
limited capability devices. We used two-layers of cryptogra-
phy and steganography, utilizing steganography in increas-
ing security level similar in principle to the counting-based 
secret-sharing scheme [32], which was originally presented 
in [33]. The crypto work made this multimedia stego data 
hiding completely different than [34] in its interesting com-
bination between steganography layer and cryptography 
layer.

The cryptography layer is adopted to ensure independ-
ent security while steganography layer is fully dependent 
on the user and his data available. The system has been 
implemented on visual studio platform showing interesting 
results as intelligent tuning of previous research of image 
steganography two-layer [13] and three-layer [14] which 
involved “heavy-weight” crypto algorithms dedicated 
completely for different research objective. This research 
worked on securing data via lightweight cryptography and 

Arabic text steganography trying to select benefits from 
both cryptography and security intended to run over lim-
ited capability devices, i.e. providing acceptable security.

The research run performance analysis defined over the 
specific scope related to background works presented in 
[10–14]. As this research is serving limited capability real-
life user mobile device needs, as part of proof of concept, the 
research figured out that the percentage of embedding as well 
as the security is not changing much by changing the single 
layer tools alone, as serving applicable solution to be used. 
Therefore, the work tested hiding texts with different sizes 
that gave interesting remarks. The study simulations have 
been tested many times on different randomly selected Arabic 
texts finding coherent analogous results presented proofing 
the concept and building trust in the explanations. This has 
been set, within the scope of specific work at this stage, as 
samples to show LWC steganography enhancement effects in 
relation to this idea of work as well as revisiting comparable 
approaches studied. The system steganography layer embed-
ded data in the Arabic text using lightweight cryptography 
(LWC) algorithms, AES, DES, and IDEA. The study tested 
its implementation assuming different secret data sizes rang-
ing from 3-letters to 16-letters. Every letter option is run on 
100 random number tests showing interesting feedback.

The research indicated that DES had higher capacity than 
AES and IDEA algorithms, providing acceptable security, 

Fig. 37  Testing 13 char-text stego image

Fig. 38  Testing 15 char-text stego image

Table 3  Security visual 
comparison (PSNR testing)

Char 3 4 5 6 7 8 9 10 11 12 13 14 15 16

AES 14.5 11.8 14.3 12.2 13.5 12.1 12.7 12.1 11.8 12.5 12.7 11.4 12.5 12
DES 13.3 12.2 11.8 11.8 13.1 11.8 11.8 11.9 15 12.3 12.9 11.8 13.2 12
IDEA 12.1 11.7 11.4 12.4 12.6 12.3 13 12.1 11.7 11.6 11.5 12.6 11.5 12
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serving our intention within this work to build up to be used 
as references to compare with all coming improvements and 
related researches. The work experimentation showed the 
results to be classified into three stages based on their simi-
larities. It proved that as the number of Arabic characters 
increases or decrease within the same range, the preference 
number of hiding parameters is common. Therefore, the dia-
critics (to hide encrypted data) decreases in the text show-
ing high capacity. On the other hand, AES proofed higher 
security than DES and IDEA under optical standard but is 
not considered highly efficient and not recommended to be 
used in limited device situations.
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