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RSA Public Key Cryptosystem

e Developed Iin 1978, by Rivest, Shamir &
Adleman

e Its security Is based on the Integer
factoring problem

e The most popular method :-
— simple to understand & implement
— same algorithm for encryption & decryptlon
. —can also be used for digital S|gnature
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R5SA Security

* Security depends on the key size
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RSA Implementation
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RSA Hardware Approaches

1990’s

RSA Designs
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Modular Exponentiation

BEGIN

repeated squaring algorithm

RSA Hardware Ideas

inputs: E,M,N
" jﬁ where E>0 & 0<M<N
| response: X=MF mod N
N k : number of digits in E
L with 1 as MSB
e; : the digit number i of E
i<0>——

"~

X := (X X) mod N
l END

es /"
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X:=(X.M) mod N




Modular Exponentiation Example
repeated squaring algorithm

e Compute: 3° mod 7
ek=9=(1001),:i=3;X=M=3
—1=2; X=3.3=2; e,=0=X = 2 (nochange since &= 0)
—1=1;X=2.2=4; e,=0=X = 4 (nochange since &= 0)
—1=0;X=44=2;e;=1=>X=23=6
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Modular Exponentiation Example
repeated squaring algorithm

e Compute: 72" mod 10 = 3
o k=27=(11011),;i=5:X=M=7
—1=3; X=7.7=9;e;=1=X=7.9=3
—1=2;X=3.3=9; e,=0=X =9 (nochange since &= 0)
N —1=1;X=99=1;e,=1=X=1.7=7
. —i=0;X=77=9,e71=X=9.7=3
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Modular Exponentiation

improved repeated squaring

BEGIN i=0 inputs: EM,N
X:=1 where E>0 & 0<M<N
! response: X=ME mod N
o k : number of digits in E
— | END with 1 as MSB
lyes e; : the digit number i of E
N &» X := (XM) mod N
\ : no =\ L
M := (MM) mod N | can be
/s ;':t::i;;,:::—:n v performed 7
— =it in parallel
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Modular Exponentiation Example

improved repeated squaring algorithm

e Compute: 3° mod 7
ek=9=(1001),;i=0—3:X=1M=3
—1=0;e,;=1=>X=13=3;M=3.3=2

—1=1;e,=0=X = 3 (nochange since ;= 0) ;

—1=2;e,=0=X = 3 (nochange since ;= 0) ;
. —i=3;e;71=X=3.2=6;M=2.2=4

M=22=4
M=44=2
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Modular Exponentiation Example

improved repeated squaring algorithm

e Compute: 719 mod 10 =9

e k=10=(1010),;1=0-3; X=1;,M=7
—1=0;e;=0=X =1 (nochangesincee,=0) ; M =7.7=9
—1=1;e,=1=X=19=9;M=99=1

N —1=2;e7;=0=X =9 (nochangesincee,=0) ; M =1.1=1

. -i=3;e~1=X=91=9; M=11=1
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Modular Exponentiation Hardware
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Modular Multiplication
Implementations

Ad/slmt%u%m/ Mergecﬁ

Modular Montgomery
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_ i=k1]| (. )
Begin 0:=0 inputs: A, B, N where A,B< N
response : P =AB mod N
y K : number of bits in A
\ai ;= the i™" bit of A

ves foon Add/Subtract
Modular
Multiplication
Algorithm

Yes I . p.N
T e 2-Subtractors & Adder
no => Max. speed

1 i * k-bit Adder
A e + No multiplier
BRI END «Comparison => sign-bit (subtract0|r)
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Add/Subtract Modular Multiplication Algorithm
Data-path
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Expandable RSA Hardware

e Crypto Hardware is faster & more secure compared
to software

e However, it is limited by its design parameters and
capability.

e If more security is needed & more bits are needed to
be computed, a new hardware is to be designed and

- the old one cannot be utilized.

- e Expandable hardware will be flexible to solve this
-~ problem by adding extra chips whenever needed. =
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Numbers Representation

¥ A : k-bits := | -word ‘ b - bits
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Building the Systolic Multiplier
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Expandable Systolic Multiplier

Multiplier for 2I-digits

clock

Zin

X'n >

yin >

>

CIin >

»

pnut

[

N
)
¥

I 1
~ 7
N\ ]
[
AN /
N,
NA/
NoY,
M
S

\ ||
o I
./ / ‘\7" )
NN/ ~
/ P
\ S
4 ,“/“ =
=1
/

cell

— 1

cell
1/2+1

Znut

l

X()UT

Zou'r

Yout

cell

CIout

Yin,| cell F—--—

1/2+1

Apin

Xous R
Yout R
Qout .

Powt M

<

«

“/‘
\‘\ I

RSA Hardware Ideas

Multiplier for I-digits |

Apln /,\ g




For Expandabillity

e Allow Iinput data to have more digits

e Allow systolic multiplier to be
expandable

e Allow registers to be expandable
e Multiplexing
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The Expandable RSA Design
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Expandable RSA Hardware Ideas Summary

e The expandable hardware has the best speed
while its area is the largest.

e The add/subtract model has the best area
while its speed Is the slowest.

e The cost (Area*Time?) of the merged design is
- the best followed by the expandable design,
~and then the add/subtract model.
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