Image Based Steganography Using Truth
Table Based and Determinate Array on RGB
Indicator

Walaa Abu-Marie*, Adnan Gutub** , Hussein Abu-Mansour

* Department of Information technology and Compgtirab Open
University Riyadh, KSA
P. O. Box 84901, Riyadh 11681
Tel: + 966 1 2742277 + 966 1 2742277
Fax: + 966 1 2742696
e-mail: walaa@arabou.edu.samansour@arabou.edu.sa

** Center of Excellence in Hajj and Omrah Researdmm Al-Qura
University, Makkah, Saudi Arabia.

P.O. Box 6287, Makkah 21955, Saudi Arabia
e-mail: aagutub@uqu.edu.sa

Submitted: 31/03/2010
Accepted: 22/05/2010
Appeared: 25/05/2010

Abstract—Using the least significant bits in an image, iis thaper we propose two new techniques
that use truth table based and determinate arraR®B indicator that utilizes the idea of pixel
manipulation and stegokey and deploy them togetistmg the least two significant bits of one of
existing channels in the purpose to indicate tda @xistence in other channels using a (bmp) image
format . This technique has come with amazing tessgpecially in data-bit capacity that is hidded a
related to the RGB image pixels.

Keywords: Steganography, RGB Bitmap, Pixel Indicator Aldamit Information hiding, LSB, Cover
Image, Stegokey.

1. INTRODUCTION

Steganography is the art of hiding information nybedding Stegogr a’p hy

messages within each other. It's main purpose isotovey

messages secretly by concealing messages behintdl dic
media files. Greek steganography hides data ielestronic
word-document file that, by it's turn , might bedten in an video

image. This is done by replacing the least wordjeste, Text Audio Images

meaning covered or secret, and graph (writing awirg).
Fig. 1. Main categories of file formats that canused for
Basically steganography is a hidden text, suchhastéxt steganography.

written by invisible ink on a paper or a copyrighfiormation

hidden in an audio file. But the modified , steggraphy

these days is more often represented with tlestlamodern The steganography techniques require two filesecovedia
digital formats used to hide the high priority infaation or help to hide the data, and the data itself. Whercambine
data with highest redundant bits in the originlal from the the shell image and the hidden message behind nerae
human’s perceivable eye or ear. a stegofile, which is called a stego-image imagee Of the

commonly used techniques is the Isb where the least

Image and audio files match with these requirementsle significant bit of each pixel is replaced by bitistoe secret
research has also uncovered other file formats ¢hat be till secret message finishes. The risk of informatibeing
used for information hiding. Figuré shows the four main uncovered with this method is susceptible to a&ttgential
categories of file formats that can be used fogategraphy scanning' based on techniques, which is threatefisig
which are: Video, Text, Audio and Images. security.



Stego has a number of nefarious applications; hewewost
notably hiding records of illegal activity, finamtifraud,

industrial espionage, and communication amongst lveesn
of criminal or terrorist organizations. The flow thie paper is
as follows. Section 2 lists the history for designistego-
algorithms. Section 3 presents the definition teganalysis.
Section 4 format explain the basics of bmp imagetiSn 5

discusses our new proposed stego-technique. Mogeitie

algorithm and testing its results are provided isact6

presents comparisons and conclusion remarks af/dhle.

2. RELATED WORK

Throughout history, people have hidden informatlon a
multitude of methods and variations. For examplient
Greeks wrote text on wax-covered tablets. Besites it is
used to pass a hidden message; a person wouldeseap
off a tablet, write a message on the underlying dvaod
again cover the tablet with wax to make it appdanib and
unused. The idea and practice of hiding informatas a
long history as The Greek historidierodotus writes of a

also used milk, vinegar, fruit juices and urinentgte secret
messages. When heated, these fluids become daréteha
message could be read.

The following, the Germans hided data as microdotss
involved photographing the message to be hidderreshace
the size so that it could be used as a period widiiother
document. Mr. J. Edgar Hoover, FBI director, dessili once
the use of microdots as "the enemy's masterpiece
espionage". One of the valuable incident to mentiere is
about In the Pueblo Incident. US crew of the US8HRure-
search ship when they were captured by North &drean
attempt by North Korea to show that the US crewgeha
fact defected, the North Korea captured photographof
American prisoners after compelling them to srsiteshow
a nice photo while feeling comfortable. The US Crased
the nger gesture to discredit the pictures and sende a
clear indication that they were in distress.

of

Recent applications of steganography include usipecial
inks to write the messages to be hidden in nettéian and

nobleman,Histaeus who needed to communicate with hisalso the entertainment industry using digital watnking

son-in-law in Greece. He shaved the head of or@somost
trusted slaves and tattooed the message ontoahe'skcalp.
When the slave's hair grew back the slave was ttispd
with the hidden message (Morkel et al, 2005

Aeneas the tactician not only proposed many stegraphic
techniques that could be considered "state of theoé his

and fingerprinting of audio and video for copyright
reservation . More to tell that United States gawesnt
stated that Osama Bin Laden and the al-Qaeda iaegem
use steganography to send messages through websites
newsgroups. During the 16-17th century, peopledréagn a
large literature on steganography and many of te¢hads

depended on novel means of encoding information

time, such as hiding messages in women's earrings o

messages carried by pigeons but he also descrieztad
methods for hiding in text-by modifying the heigitt letter

4. STEGANALYSIS

strokes or marking letters in a text using smalleB0 The art and the science of detecting hidden messasjeg
Linguistic steganogr.aphy, also called aprosnc,mmsof the steganography; is analogous to cryptanalysis apptie
most popular ancient steganographic methods. Withogryptography. Steganalysis itself is the practi€attacking

forgetting secret messages that were encodedt&s letters
of sentences or successive tersest in a poem (ngmal,
1999).

3. THE ALGORITHM

One of the most famous examples is (Amorosa visimn)
Giovanni Boccacio. A more advanced version of ligtic
steganography originally conceived in China andvented
by Cardan (1501-1576) is the famous Cardan's Grilte
letters of the secret message do not form a regilacture
but a random pattern. Moreover the message is seaply

steganographic methods by detection, destructiinaeion,
or modification of embedded data. Understandingntleans
by which attackers can defeat steganographic sgstism
necessary for the design and development of superniore
robust systems. The meaning of a successful atiack
dependent on the application; for a secret comnatioic
application the mere detection and proof that sémd of
data is hidden within the stego-image is a sucakasfack.

While it is possible to hide messages within aetgrof data
file types, image data is likely to be the mediuihclwice for
cyber criminals for several reasons. First, becafishe high

by placing a mask over the text. This mask is arlyea |evel of redundancy in image data, is possible ed a

example of a secret (stego) key that had to beedHagtween
communicating parties. In addition, Acrostic wasoalised in
World War | by both the Germans and Allies (Gonz&eal,
2008).

great deal of hidden information. Secon&efgman and
Davidson, 20056 innocuous-looking images  are
commonplace on every computer and arouse littlpisios.

For a steganalysis pirate attempting to defeat @yroght

A precursor of modern steganographic methods wefgark, a successful attack requires that he not delgcts the

described by Francois Bacon. The latter used italicormal
fonts to encode binary representations of lettersis works.
Furthermore, five letters of the cover Work coulddfive
bits and thus one letter of the alphabet. What miie
method relatively inconspicuous was the variabilioy
sixteenth-century typography. During World Warpgople

mark but also destroys or modifies the mark without
significant degradation of the perceptual qualityhe stego-
image.
e« The goal of steganalysis is to identify suspected
packages, determine whether or not they have aadyl
encoded into them, and, if possible, recover thgtqad.



e Unlike cryptanalysis, where it
intercepted data contains a message,
generally starts with a pile of suspect data fileg, little
information about which of the files, if any, comaa
payload.

* ltis complicated primarily by four things:

is obvious thatsimple: the header data which include read theHdader,
steganalyriad bmp information header, color palette and Hatp.

5.1 File header

This block of bytes is at the start of the file asdused to
identify the file. A typical application reads tHitock first to

* The suspect files may or may not have any encodgds,re that the file is actually a BMP file andtthas not
data. damaged. And contains information about the tyjms, sind
* The payloads may have been encrypted before beingoyt of a device-independent bitmap file. The dezais

encoded.

defined as a BITMAPFILEHEADER structure

* Noise or irrelevant data encoded will reduce stealt

but can make analysis very time-consuming.

¢ Unless you can completely recover, decrypt, an

inspect the payload, you often can't be sure whetbe
really have a file used for transport or not--yall have
is a probability.

Figuring out a hidden message is the first stegtéganalysis
and is considered an "attack” on the hidden infdiona
Attacks may come in several different forms depegdin
what information is available to the steganalyst.

There are two other types of attacks against stegaphy.
The first is the known message attack. In this ctme
steganalyst (one who does steganalysis) has a khaen
message and the corresponding stego-image. Ircdkis the
objective is to determine patterns that result fiwiding the
message. These patterns can then be used to amthee
stegoobjects in the future. The second attackasctiosen-
message attack. In this case the steganalyst vekte a
message and use a known stego-tool to create e-istege.
This known stego image is then analyzed JoSilman
etc.al,2001)determine patterns for later use agaitiser
stegoimages .

5. BITMAP LOSS COMPRESS

The first image format we are going to cover is afighe
simplest Windows BMP is the native image formattlie
Microsoft Windows operating system. It supports geavith
1,4,8,16,24 and 32 bit per pixel, although BMPsfilesing 16
and 32 bit per pixel are rare. BMP also supportgpé run —
length compression for 4 and 8 bit per pixel.

Multi — byte integer in the windows BMP format astred
the least significant bytes first. Data stored e tBMP
format consists entirely of complete bytes so liing

ordering is not an issue.

TheBMP image standard is used by Windows and elsewhere

to represent graphics images in any of severalemifft
display and compression options.((Rafael.C.. 2088) The
BMP advantages are that each pixel is usually ieddently
available for any alteration or modification. Adathrepeated

ote that the first two bytes of the BMP file fort{¢hus the

MP header) are stored in big-endian order. Thikésmagic
number 'BM'. (All of the other integer values atersd in
little-endian format (i.e. least-significant byteirsf).
(http://www.whisqu.se/per/docs/graphics52.itm

5.2 Information header

The bitmap-information header is block of bytedstehe
application detailed information about the imagefjried as a
BITMAPINFOHEADER structure, specifies the dimenspn
compression type, and color format for the bitmapjch
will be used to display the image on the screentchis the
header used internally by Windows and has sevéffalent
variants. All of them contain a dword @word (double
word) is a unit of data that is twice the size ofiard) field,
(http://en.wikipedia.org/wiki/BMP_file_formgat specifying
their size, so that an application can easily deitgg which
header is used in the image.

Table 1. File Header

BMP File  Stores general information about the
Header BMP file.

Bitmap Stores detailed information about the
Information bitmap image.

(DIB header)

Stores the definition of the colors
being used for indexed color bitmaps.

Color Palette

Bitmap Data Stores the actual image, pixel by

pixel.

5.3 Color table

The color table, defined as an array of RGBQUADtres,

use does not normally degrade the image becausy losontains as many elements as there are colorsibitmap.

compression is not used.

The main shortening is the size of the files baisgd , is
usually horrendous compared to JPEG, fractal, GiFgther
lossy compression schemes. The BMP file structsireery

The color table is not present for bitmaps withc®or bits
because each pixel is presented by 24-bit red-¢oken
(RGB) values in the actual bitmap data area. Thersdn the
table should appear in order of importamoagéld

det.al,2003) This helps a display driver render a bitmap on a



device that cannot display as many colors as taeren the
bitmap.

Since BMP is not widely used the suspicion mighgeaif it
is transmitted with an LSB stego . When image aeduas
carrier in Steganography they are generally maatpdl by

The BITMAPINFO structure can be used to represent changing one or more of the bits of the byte orebythat

combined bitmap-information header and color tablehe
bitmap bits, immediately following the color tabt®nsist of
an array of BYTE values representing consecutivesrar
"scan lines," of the bitmap. Each scan line cossist
consecutive bytes presenting the pixels in the sicem in
left-to-right order. The number of bytes represemta scan
line depends on the color format and the widthpiitels, of
the bitmap. If necessary, a scan line must be padoled to
end on a 32-bit boundary. However, segment bouaslaan
appear anywhere in the bitmap. The scan linesarbttmap
are stored from bottom up. This means that the liyse in
the array represents the pixels in the lower -defner of the
bitmap and the last byte represents the pixeliénupper-
right corner(http://www.digicamsoft.com/bmp/bmp.tm

5.4 Bitmap data

This block of bytes describes the image, pixel ixglp Pixels
are stored "upside-down" with respect to normalgeneaster
scanorder, starting in the lower left corner, goingrr left to
right, and then row by row from the bottom to tbe of the

image. Uncompressed Windows bitmaps can also edsto

from the top row to the bottom, if the image heightue is
negative. The only four legal numbers of bits peebare 1,
4, 8, and 24.The biBitCount member

of th

make up the pixels of an image . The massage catobed
in the LSB of one color of the RGB value or in ety bit
of the entire RGB value . A BMP is capable of higlguite a
large message . LSB in BMP is most sutable forieatbns
where the focus is on the amount of information b®
transmitted and not on the secrecy of that infoionat|f
more number of bits is altered it may result inaagér
possibility that the altered bit can be seen whih human eye
. But with the LSB the main objective of Stegangdma to
pass a message to areceiver without an intruder levawing
that a message is being passed is being achieved .

6.3 Stego-1 Bit LSB

The data stored in the computer as bits, and théstthe
smallest unit which hold the information; and thatin
theory. But practically the bit is positive or néga electric
pulse and represented as o or 1 just.

And each 8 bits together named Byte, and the lihesfield
from binary number O or 1.

The byte from 8 bits, so the byte include 2"8=2&tq each
1024 byte = 1 Kilo Byte (KB), each 1204(KB)=1Megt8

e(MB) and each 1024(MB)= 1Gega Byte (GB)

BITMAPINFOHEADER structure determines the number of N€ Values of bits in each byte been like this:

bits that define(http://www.digicamsoft.com/bmp/bimml)
each pixel and the maximum number of colors inkitmap.

5.5 Bitmap-file structures

Each bitmap file contains a bitmap-file header, ianép-
information header, a color table and an array yté® that

128 64 32 16 8 4 2 1

And that clear that the one bit represent 256 valfrem 0
when each bit hold 0 (0000000 0) to 265nvhach bit
hold 1

So, if we want to represent number 65 by using rgina

defines the bitmap bits. The file has the followingsystem it will be:

(http://www.digicamsoft.com/bmp/bmp.htmform:

BITMAPFILEHEADER bmfh;
BITMAPINFOHEADER bmih;
RGBQUAD
BYTE

aColors]];

aBitmapBits[];

6. TECHNIQUES

6.1 Introduction

0 1 0 0 0 0 0 1

And the last number which is in the right represiet least
significant bit.

Now, if you try to change the right number fromal @, the
number will be 64 rather than 65.

And try to change the left bit from 0 to 1, the rhenwill be
193.

And that means that the last bit is the least St bit (I
mean the right bit) and which even if we changwiD the

An early work on the image steganography is Leasiumber becomes 64.

Significant Bit technique (LSB). This techniquesisple in

regarding the embedding and de-embedding (extgctin128

messages) processes. To hide a secret messageviags) a
proper cover image is needed. Because this metbesl hits
of each pixel in the image, it is necessary to aidessless
compression format, otherwise the hidden infornmatiall

get lost in the transformations of a lossy compogss (MSB)

algorithm.
6.2 Least significant bit

64 32 16 8 4 2 1
P . Least Significant Bit
Most  Significant  Bit (LSB)

The least Significant Bit and The Most Signific&it.




Now, if we are going to change this value; that widt make
clear changes to that level that can make us discthe
additions or changes were done. And the one byesrdb
represent the color value of color image alonerettaze two
bytes with it. That means that the change will ésest than if
it done. And that what make us going to clear insageher
than the images has gray gradient in hiding process

This method changes only single LSB in the image
Changing the LSB will only chang the integer vahfethe
byte by one . This small change is not noticeaflee visual
appearance of a color and hence the image itsetiots
changed .

Image based steganography using truth table basdRIGB

indicator used pixel and from this pixel take ttendom

value for R, G or B, when LSB for two value from BG
equal to 0 will convert to 1 and when equal to 1l eénvert

to O« and this value will be the X, Y coordination ottpixel

in the image. And the second step by using additiorodule

2%, Third, is to hide by pixel indicator techniquer fBGB

image steganographically. An image can define awmtix,

and it is array from pixels, each pixel has x-axisl y-axis
and include RGB values, and each color from thes¢ain 8

bits.

In the algorithm we have (the user will enter thenber and
the program will go to the pixel hold this numbehoose

pixel and choose two random value of RGB color value of

this pixel, the first one will be the X value artetsecond
will be the Y value, and the (x,y) is coordinateotfier pixel
in the image Ex. in first time; Requests from tlsento enter
number from 1-240,000 to determine the first pixeld

choose R and B value, so R=X-coordinate and B=Y- A

coordinate for the new pixel, then hide the texthis new
pixel. And to second hide the program will choogbeo
random pixel and choose from it the random coldueva.e.
GB and so on.

The next attempt we have use a mathematical oparati

called additionalmodulo in between the text and the third

value of color is the key. Use additional module i26
modular arithmetic by using encryption formula, Toemula
is given below:

C=p + Kmod 26 (1)
After, convert the message by using ASIIC code, tah
convert to binary used indicator technique for R@Rges.

Now, we use least two significant bits techniqu&SRl). of
one of the channels Red, Green or Blue as an itodicd
data existence in the other two channels. The atdicbits
are choosing randomly in the channel. The indicat@mmnel
is not fixed. And chosen based on a sequence. drfitbt
pixel Red is the indicator, while Green is chanheind Blue
is the channel 2. In the second pixel, Green isirideator,
while Red is channel 1 and Blue is channel 2. Irdtbixel
Blue is the indicator, while Red is channel 1 angé&h is
channel 2. And it will stop based on the lengthtaf secret

message, which is stored in the first 8 bytes ef tover
image.

During our implementation phase, we have tested the
algorithm for different sets of images as well a&xtt
messages. For each and every normal bitmap imdges t
proposed technique is working fine. We have aldoutated
that using a standar800 X 400 (120,000 pixel) bitmap
image, have been used to hide text message of @10,0
characters. So, to illustrate my model, we willwhanly one
satisfactory experimental result due to the lindtabf space.

To test the algorithm, let we send the text message
(HN)

» The first method request from the user to enter a
number from 1-240,000 to determine the first piasd
take two random value from RGB, when LSB equal to 0
the program will convert it 1 and when it equalltat

will convert it 0, suppose R= 122 and B= 30, sowik
have two-dimensional (122, 30), then Chose pixel to
coordinate (122, 30).

* Now, in the next attempt we will encrypt the origiin
text message letter by letter by applying a Fumctio
which involves certain mathematical operations gisin
addition modulo 26, and the key will be the thior
value and it is here the green color, and guesslts is
13, and will apply module 26 function: (equation)(1
p= value of litter, and here is the table of codingesue
for alphabetical:

Table 2. Table Of Coding Scheme For Alphabetical

B C DEV GHI J K LM
1 2 3 4 5 6 7 8 9 111

0o 12
N OP QR ST UV W X YZ
1 11 1 111 2 2 2 2 22
3 45 6 7 8 9 01 2 3 45
H=7and|=8

And compensation in the formula:-

C=p+ K mod 26

C=7 +13 mod 26

C=20

And as in the table; U = 20, or applying the formula on I
letter so it encoding to V letter. So then | hawe tetters
(UV) and then convert it to ASCIl code table then t
binary and hide it. Then back to ASCII code table,
will find (UV) value:-

U=85and V =86

And convert to binary code The value will be ()

* Then the program will hide (HI) pixel in coordinate
(122, 30). By using pixel indicator high capacity
technique for RGB image based steganography.
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We have used new technigue based on requests lfi®oser
to enter number from 1-240,000 to determine tixelpthen
take R,G,B value and convert its value to arrag(Rbow
count equal column count), and R, G value will be first
row value, and B, W values will be the second ralg (W
is the requests value from the user which he shentdr it
between 0 to 255).

We convert it to 2*2 array to find determine of tueay.
The way to find determine: @V — GxB)

We will take the absolute value then make it on rAb8 and
then go to the channel has the value witch sammaaogs 255
result and consider as indicator. So, the text kidle based
on the indicator.

After, we hide it by pixel indicator technique fRIGB image
steganographically. An image can define as a madnd it is
array from pixels, a 24-bit color image has thresponents
corresponding to Red, Green and Blue. The thregpooents
are normally quantized using 8 bits. An image mefdthese
components is described as a 24-bit color imagachbyte
can have a value from 0 to 255 representing thengity of
the color. The darkest color value is 0 and thgHtast is
255,

The algorithm chooses pixel to hold the numbetered by
the user and take R,G,B value of this pixel, amibsk the W
value from the user, this number will be betweean@ 255 ,
Then convert R,G,B,W to array 2*2 .

The R,G in the first row and B,W in the second radken
calculate the determine for the array by multiphe tfirst
value with the fourth value then subtraction itnfréthe status
value from multiply the second value with third wal

R=D in the cover Image , this will hide as ordectee color
and consider as indicator and hide Band G.

7. RESULTS AND DISCUSSION

In steganography, checking the effectiveness dadlgarithm
can be done by performing steganalysis. Stegasalysihe
art of detecting hidden information. Usually, peoplo not
have the original images making it more difficudt tell
whether there is hidden information on an imagereHwe
satisfy the aim that says Steganography is anteféeway to

obscure information and hide sensitive information

The present algorithm allows an individual to hide
information inside other information with hopes tththe
transfer medium will be so obscure that no one daer
think to examine the contents of the file. Theoaitlpm
which is described by determine or coordinate arisy
presented and it is possible to implement a Stagapby
algorithm to hide a large amount of informationoirdarrier
bitmap image.

We used layers of security by obscuring the coritexthich

it was transferred with continued research and an
improvement in algorithms design and using the yarra
features, and encrypt the information before higend using
key also.

The algorithm is more efficient than the most faanil
algorithm like (S-Tools) Capacity: The amount oftad¢éhat
can be hidden without significantly changing thevero
medium (M.Juneja,P.S. Sandhu, And Ekta Walia.e@920
The capacity of information can be hidden in th&d®ls
twice that what hidden in my algorithm look for k@b
See table 4 and 5 for an example.

Impression about robustness is that it is achiegsdpng as

We make mod 255 for determine value because th®.co the image is not modified or compressed. If thisusiness

Then take the determine vale; and choose valuR f@ and
B same as determine value and every time take ahve v

There are many applications for digital steganolgyapf
images, including copyright protection, featuregiag, and
secret communications, to test the validity of ti@ishnique,
we will impose value, and an experiment was dorntesbthe
effectiveness of the algorithm.

We have also calculated that using a standard 4380X
(255,000 pixel) bitmap image, have been used te hickt
message of 450,000 characters. When the useraentenber
from 1-255,000 to determine the first pixel theueawill be
R= 30, G=10, B=19, W= 22.

30 10
19 22
— Determine = (30*22)-(10*19) = 470

Then, take mod 255 for value = 215, so it will gahe pixel
which has R value =215, When find more than onoenfr

issue is true, the algorithm request key to imprdkie
security, and in the following table

See table 3 for an example.

Table 3. Rotation Between S-Tools And My Propose

S-Tools My Algorithm
Robustness Low High
(ROB)
Domain type Low High
(DOM)
Capacit High Low
Confidentiality Low High

In the above table; the domain type is high becauseaise
the indicator then the array features then usingDM€ature,

and about the confidentiality we think it is higedause we
used more technique to hide the text and it carmmioee

secure by hides the data at the top right cornghefimage
and works its way across the image (then down scan

lines) pixel by pixel.



Chen and Wornell state that there are three cdimiiagoals bottom is left unchanged - making it easy to tdflatis been
to any information hiding technique: maximizing eajly, changed.

minimizing distortion between cover-object and stepject,
and maximizing robustness. Information hiding medel
should be perceptually transparent.

9. CONCLUSION

In this survey we have developed two new techniqoédsde
text in an image, by using the array features tprove the
security for the hidden text, secure the informatiohoose

Table 4. Capacity Of Data

Count of pixel  S-Tools First propose pixels and hide in another, also using indicatobeddifficult
on Image to retrieve the data. We have applied these teclesiin the
120,000 360,000 240,000

purpose of hiding data by using LSB. We believe¢hgill
be a huge increase in the legitimate uses of stegihe
business world. One key to the increased use gbstéll be

Table 5. Capacity Of Data - > !
more automation of the process of transportingeaté the

Count of pixel S-Tools second end user.
on image propose
255,00( 765,00 510,00 REFERENCES
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