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ABSTRACT

Arabic diacritic marks represent efficient carrigcs hide information in plain text. The ability of
diacritics to be invisibly superimposed on eacheotwhen typed multiple times consecutively makes
them suitable for robust data-hiding applicatidinsthis paper, we propose two different algorithims
map secret messages into repeated diacritics innawasteful fashion, where the number of extra
diacritics is defined in fixed and variable sizesHons. Therefore, the size of the outputted text i
decided by the encoding flexibility. Both stegaraggvic algorithms are characterized by several
advantages over their existing counterparts. Binale provide a detailed performance analysis ofibo

algorithms in terms of embedding capacity, robusdrand file-size measures.

Keywor ds: Arabic text; capacity; data hiding; diacritic markseganography.

INTRODUCTION

Since ancient times, people have recognized theritapce of information (and communication) secrecy
and security. Since then, several approaches haea Buccessfully adopted and used for covert
communications and information exchan§éeganograhyor the art of covert writing, has emerged as
the most efficient means for such purposes in leostiuations such as wartime. As such, steganggrah
aims at concealing the very existence of ¢heert messages from enemies, attackers and hackers alike
which would ensure the secrecy, and hence theigganfrthese covert messages. Tipdain messagé€'s

(or "plaintext" in cryptography) ardiscreetly manipulated to seamlessly carry the secret (oertpv
messages. Moreover, nowadays with the emergentieeofnternet, the Global Information Highway,
steganography has been the focus of active reséaddvelop novel and innovative techniques toeserv
such purposes. Figure 1, as represented by DrR20fi7), gives an outline where a detailed hieragthic

classification of steganography is given.
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In Figure 1, the adopted classification categoribhesdifferent steganograhic techniques according t
the type of thecover message. In this paper, we restrict our work te thass of text-based
steganography. The linguistic-based techniquesoéxghe computer-coding techniques to hide the
covert messages (Dmitri 2007). Information hidihgotigh the use of signs and symbols belongs to the
semagram-based steganography class.

Arabic diacritic marks have been efficiently used information hiding (Shirali 2006, Aabest al.
2007, Gutub & Fattani 2007, Gutwdt al. 2008. In this case, extra instances of some tiegrare
inserted in the text to enable the embedding ofcitvert message. The diacritic multiple insertien i
carried out in an invisible fashion where the itesérdiacritics are superimposed on each other witho
affecting their initial positions. The covert infoation is carried by the multiple instantiationg (o
insertions) of these diacritics. It is easy to ntite increase in size of the resulting cover messag

terms of file size.

‘ Steganography ‘

Covered ciphers
Data Lingu\sric
'L—‘—l' Open ciphers

‘ Audio

‘ Images ‘ Text ‘ Semagrams
M|sspell|ngs Fhonetics

Visual

‘ Text

Jargon

Figure 1: Classification tree of steganography (Dmitri 2007)

The paper is organized as follows. Some backgranfamation on Arabic diacritics is given in
Section 2. In Section 3, an account of the existimgk on Arabic and several non-Arabic scripts’
steganography is given. The two proposed stegapbigralgorithms (fixed-length and variable-length
encoding) are detailed in Section 4. The new canoépvastingproperty is established in Section 5.
Several issues related to the properties of thercmessage are also discussed here. In Sectioe 6, w
discuss the proposed techniques to be used fom#ppings of the covert message. Furthermore, a
qualitative analysis of the mapping schemes isrgivedetailed description and performance analgtis
the steganographic prototypes, developed basebeoproposed algorithms, are given in Section 7 in a
guantitative manner. Finally, Section 8 concludesgaper by summarizing the proposed steganographic
algorithms.

BACKGROUND ON ARABIC DIACRITIC MARKS

In Arabic scripts, Arabic diacritics (or consongntdecorate letters in a way to modify their
pronunciations (Gutulet al. 2008). Fathah Dammahand Kasrah specify the ‘a’, ‘v’ and ‘i’ short
vowels, respectivelyFathatan Dammatanand Kasratan are the three respective variations with
Tanween(translated asunation or n'ing). These may occur at the end of some Arabic ntumsake a
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pleasantn sound, just like then in “an” (in contrast to “a”) (Tanween 2009). Tt&ukundiacritic
explicitly indicates the end of a syllable (abseota vowel) (Sukuun & Shadda 2009). Finalbhaddah
replaces a double-consonant and introduces a tatimin(Al-Ghamdi & Zeeshan 2007). These marks
are written over or beneath Arabic charactershdiutd be noted that for digital representation psgs,
they are represented (encoded) as characters (Aba&d&hundakjie 2004). The six diacritics of Arabic
script are shown in Figure 2 (Aabed al. 2007) arranged from right to left following theder
mentioned above.

A\

Figure 2: Arabic diacritic marks.

As in most languages, vowels occur frequently i@ Arabic language. Particularly in Arabic, the
nucleus of every syllable is a vowel (El-lmam 2008he frequent occurrence of these vowels would
imply an abundance of diacritics in any Arabic gcriHowever, it should be noted that the use of
diacritics is optional and not even a common pcaciin modern standard Arabic (Aabetdal. 2007). But
it should be noted that for holy scripts, mainlg Quran, and in situations where the subtle aitersiof
diacritics would lead to crucial differences andamiegs being distorted. In fact, Arabic readers are
trained to deduce diacritic marks (Shirali 2006,tu& Fattani 2007). To illustrate the effect of
omitting the vowel diacritics, consider reading theglish sentence shown in Figure 3 (Sakhr Software
Co 2009).

Just to feel the task, read the following English sentence:
“jst t fl th tsk, rd th fllwng nglsh sntnc”

Figure 3: An English sentence and its non-vowelized versim@produced in part from (Sakhr Software Co).

Knowing the facts mentioned previously, diicsi might be abundant when the appropriate texts,
manuscripts and documents are considered. Reduétssimple Arabic content query in Google® are

summarized in Table 1.

Table 1: Per-diacritic statistics.

Diacritic Number of pagereferences | Numbersof diacriticsin Musnad Al-
by Google Imam Ahmed (available online)
Fathah 1,220,000 1,679,820
Dammah 854,000 367,224
Kasrah 683,000 472,101
Fathatan 1,500,000 18,7572
Dammatan 603,000 24,096
Kasratan 1,040,000 50,82(
Sukun 643,000 459,566
Shaddah 1,130,000 300,90¢

The number of retrieved documents for each diacritark independently (shown in Column 1) is

Kuwait Journal of Science & Engineering (KJSEDI. 37, No. 1, June 2010



Adnan Gutub, Lahouari Ghouti, Yousef Elarian, Sametaideh, Aleem Alvi

summarized in the second column of Table 1. Forpaosivon purposes, the individual frequencies in
Musnad Al-lmam Ahmed (2009) are presented in thd tbolumn of Table 1. We used Musnad Al-
Imam Ahmed because it is well known as one of #ngdst religious books available online. It is quit
interesting to notice the abundance of these diesrin both types of documents which supports our
opinion about the appropriateness of the considdoadiments for a successful implementation of the

proposed steganographic schemes.

RELATED WORK

Following the successful applications of steganplgyain English, other Latin and non-Latin texts,
information hiding for Arabic text begun to emer@ecause of the peculiar nature of Arabic textedh
inherent properties of Arabic script have been wmied for steganograhylots connectabilityand
diacritics. Shirali (2006) proposed a new method for hidinfipimation in Persian and Arabic Unicode
texts. Shirali (2006) presented two special characthe zero width non-joiner (ZWNJ) and zero tvidt
joiner (ZWJ) characters, respectively, used to Hidiermation in Persian and Arabic Unicode text
documents. It is known that in Persian and Arabidg, most letters are normally connected togdther
words. However, the ZWNJ character prevents thsi&@erand Arabic letters from joining and the ZWJ
character forces them to join together. More spadlfy, Shirali (2006) hides secret informationthre
points’ location within the pointed letters. Firghe hidden information is looked at as binary vtk
first several bits (for example, 20 bits) to indedhe length of the hidden bits to be stored. Thiea
cover medium text is scanned. Whenever a pointigel lis detected, its point location may be affdcte
by the hidden info bit. If the value of the hiddeit is one, then the letter point is slightly sadtup;
otherwise, the point location remains unaffectduds point shifting process is shown in Figure 4i(&h
2006) for the Arabic letterFa’. It should be noted that in order to create mpeeceptual transparency,

the points of the unaltered letters are randomanged.

Figure 4: Point shift-up of Arabic lettef~a’(Shirali 2006).

It should be noted that this method can hide ohanlgach Persian/Arabic letter which would enable
high capacity for text hiding. Also, this methodedmot yield visible alterations on the cover tgkich
would achieve a desirable perceptual transparetiowever, the algorithm, proposed by Shirali (2006),
requires special fonts to be installed and giveferdint codes to the same Persian/Arabic letter
depending on the secret bit being hidden. Therefosauffers from being practical as a standardt¢Bu
et al.2007).
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Samphaiboon and Dailey (2008) propose a steganioigrapheme for Thai plain text documents. In
the Thai TIS-620 system, the standard Thai charesg& vowel, diacritical, and tonal symbols are
redundantly composed in a very special way (Sanoloai & Dailey 2008). Samphaiboon and Dailey
(2008) exploit such redundancies as the compouadacters combining vowel and diacritical symbols
in the TI1S-620 system. Their proposed scheme isacherized by unnoticeable textual modificationd an
achieves an embedding capacity of 0.22% (SamphaiBoDailey 2008). Thai characters can be placed
vertically at four levels: 1) top level; 2) above level; 3) base-line level; and 4) below level, as shown in

Figure 5.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, top level
above level

"Eﬁﬂﬁlﬁfﬂﬂlﬂi\l@ alal EI‘T/]ﬂ INENINH pae e

___________________________ below level
Figure 5: Four levels of vertical placement of Thai symb@amphaiboon & Dailey 2008).

This scheme is a blind one since the original caggt is not required for decoding. Moreover, this
embedding scheme allows 2.2 bytes of covert textkppebyte of cover text on average. However, it
should be noted that this scheme applies only & Ext and cannot be generalized easily.

Amano and Misaki (1999) propose a feature calibraicheme for steganographic uses in Japanese
texts by embedding and detecting watermarks in mhecu images. A calibration method is proposed to
use the difference between two features extractad fwo sets of partitions arranged symmetricdty.
this method, the average width of character strikessed as a feature. Figure 6 shows a typicalseto
partitioning as proposed by Amano and Misaki (19¢9jure 7 shows the plain text in (a), the coest t
after 1-bit embedding in (b), and the cover textrad-bit embedding (c). It is clear from Figuréb7and
c) that the proposed partitioning layout is abledanterbalance the variations of the stroke widgture
with respect to the font face, font size, contgmisted, and re-digitization.

0, ©;
o 0

L

=/ o/
Figure 6: Partitioning and Grouping into two sets (Amano &sktki 1999).

A E—F U CD-ROMDE BITE S TT AP HIL AT VER B ITEM. GBS E HIEM

BHEI G-z SR EF A d—FurERIALCEREEY —ERGTEOH A7 TV r—
@

A B—F b CD-ROMODE R 2L > TTF I FILaA T VB BICERA GBS E HIEM

AIREIC/ o= SO ElE A2 — R ubERIALIIEREE Y —ERUEE DL T IV —
(b)

A B—FR YR CD-ROMDFE R (CLOTT AP EI AT U YERSICRM FRBSE DT LN

TREIE S COCEE A E—Ry bR AL -IEREE Y —ERGEOH AT T —
©

Figure 7: Steganograhy example in Japanese text. (a) f&aiin(b) Cover text with 1-bit embedded.
(c) Cover text with 0-bit embedded (Amano & Misaki99).
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Kim and Oh (2004) propose a novel algorithm for ematarking grayscale Korean text document
images. The algorithm embeds the watermark sighatgigh edge-direction histograms. The algorithm
exploits the sub-image consistency concept. Teltisiages are assumed to have similar-shaped edge
direction histograms. They showed the assumptididitsa over a wide range of document images. A
text block (or more) is designated asather blockA reference edge-direction histogram is provitdgd
the unaltered mother block(s). Then, each of theaieing blocks (referred ascild block is modified
by the embedding process to have an edge diretiistogram different from the mother block(s)

depending on the bit value (0 or 1). Figure 8 shawgxample of plain and cover Korean texts images.

AAF%E 4EE FolE. 2 AEH
U A4 R HAUE AN EA9P
A& FAYgd AETe], £A T R
gk oz ol o <7 &
3 EAE A& A o8 Fo3
oF 3ta, "2 AFE MU=t Ao

475t Q&€ Feled. 2y A&
g A4 2 HAg HA FMIY
A& +F}U sEF, EMY 71T R
AR4Le] ojeig @de] . AN &
3 AW 4lE FAYA s Foiy
ok 33, vz AL 4oae 49

et Acte IBEI] 48 FAol Asdve AE FHEI] A8 PA

€) (b)
Figure 8: Steganograhy example in Korean text. (a) Plait {bx Cover text (Kim and Oh 2004).

PROPOSED ALGORITHMS

In an attempt to alleviate the limitations of Aradiased steganographic algorithms (Shirali 2008@), w
will propose the use of theonnectivity property Gutub & Fattani (2007) and Gutwdt al. (2007)
presented methods for utilizing the Kashidas fegahograhy. Kashida (the Arabic redundant extension
character used for justifying or beautifying a jebéfore/after dotted/un-dotted characters hascovee

the need for requiring new fonts to be installeditud & Fattani (2007) proposed a steganographic
scheme that hides secret information bits withialAc letters by exploiting their inherited poin&
locate a specific letter carrying the secret big, pointed letters and the redundant Arabic eitens
character (Kashida) are considered. A one-bitésesly hidden in a pointed letter with extensiongdan
un-pointed letter with extension is used to hoati-bit. Note that the letter extension does methany
effect on the content writing nor meaning. It hastandard character hexadecimal code: 0640 in the
Unicode system (Gutubt al. 2007). In fact, this Arabic extension characterelactronic typing is
considered a redundant character only for arrangeared format purposes. The embedding scheme is

illustrated in the example shown in Figure 9.

Secret bits 110010
Cover-text dging Yla 48 i o pall a2l (s (e
Steganographic | 4xizs Yla 48 )5 & jall a3kl s e
tex $44 44 2

11 001 0

Figure 9: Steganography example adding extensions afterdett
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In Figure 9, a secret information code 110010 Wl discreetly embedded into a plain Arabic text.
The least significant bits are considered firste Tilist secret bit ‘0’ will be hidden in an un-ptéd
letter. The cover text is scanned from right ta thie to Arabic regular writing/reading directiorhe
first un-pointed letter in the cover-text is theéemletter. This meemwill carry the first secret bit ‘0’
by adding an extension character after it. The m@secret bit, ‘1’, cannot be hidden in the secletigr
of the cover text,rioori because this letter position cannot allow extengbased on Arabic language
writing rules). The next possible pointed letterbi extended ist&’. Note that a pointed lettenoon
before ta’' is not utilized due to its unfeasibility to add @xtension character after it. The technique,
proposed by Gutub & Fattani (2007), can be appliea straightforward fashion to texts having simila
approaches of pointing and extending letters (sicthe Persian and Urdu texts). However, a reductio
in hiding capacity occurs due to the restrictingesuon the usage of Kashida and due tovtlasting
propertydescribed in the following Section.

Diacritic marks in Arabic text have been proposeddteganography by Aabed al. (2007). Their
approach makes use of eight different diacritigathlsols in Arabic to hide binary bits in the origina
cover media. The embedded information is then etd¢chby reading the diacritics from the document
and translating it back to a binary representatiarily diacritized Arabic texts are used as covedia.
Then, the first bit of the secret data is companaith the first diacritic in the cover media. If, rfo
example, the first secret bit is one and the filigcritic is a fathd, the diacritic is kept on the cover
media and an index for both the embedded text lamddver media is incremented. If, however, th&t fir
diacritic was not afathd, then it is removed from the cover media andittdex for the cover media is
incremented to explore the next diacritic. The saymeroach is repeated until the neathd is found. A
secret zero-bit is embedded in the same way, excejfit use the remaining seven diacritics othieart
‘fathd. The embedding process is illustrated in Figur@sa and 10-b.

O e Al oy b (i (08 palfy 0 lle (e ol pan ) 0 S 0 ) (e (i i
N B S pos btk S DR 3T M e 2 5 shun e W B il o, S0
) s Lo ) A8 g U ol ol L0 46 20 Dy ) s e ) s (s T

Figure 10-a: Example of a Standard Arabic text with full didics placement.
i e Al oy oo s (18 sl 0 Rl o i) ) 0 30n e il 0 (i L
alll 4 jas TS Fhad g 51 La gg al J8I A0l Jlaelll Ll 4 g ande &l La alll J gy Comal
all jala Lo M43 58 La 51 el 'yl Lpmnay Lial 45 jna LS (e gl jala e N aed Us s e

Figure 10-b: Example of using Standard Arabic diacritics toafea pseudo-random sequence.

Figure 10-a shows a standard Arabic text full aicdiics (the plain text in this case). The secret
message consists of a pseudo-random sequenceempicin hexadecimal format as:
E7-30-E9-1C-A4-FC-B8-B9-AF-1FBOD9 - 22
The resulting cover media (or text) is illustratad=igure 10-b. Notice the clear differences incdigcs
between the two texts illustrated in Figures 10zd &0-b, respectively. These differences indicht t

the secret message has been effectively and dilschégden in the cover text. It should be notedttthe
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same cover media can be reused more than oncedédeHowever, unless a method is used to reinsert
the removed diacritics, hiding capacity will degealrastically every time a new message is embedded
into the cover text. Zitounét al. (2006) propose the use of maximum entropy to restiee missing
Arabic diacritics. Another approach using hiddenrkte models (HMMs) to restore the vowels is
proposed by Gal (2002). Diacritic restoration clsode done manually if necessary, and in any @ase,
new cover media, already diacritized, can be usstad.

Borrowing ideas from the computer representafiisplay/print) of Arabic diacritic marks, Guteh
al. (2008) propose two fierent approaches: 1) textual; and 2) image. In the first approach, the whole
secret message can be hidden in a single diaongidk by hitting/typing (or generating) a number of
extra-diacritic keystrokes equal to the binary nemtepresenting the secret message. For example, to
hide the binary string1(L0002b = 4%, the repetition rate is = 50. This number seems quite high for
such approaches. One solution could consist obpaifig the same algorithm on a block of a limited
number of bits. For illustration, we consider tlzenge secret message &fL0002»; then we will repeat
the first diacritic 3 extra times (3 21)b); the second one, 0 extra times (0 = (00)b); and the third one, 1
extra time (1=01)).

Gutubet al. (2008) propose a variant for the same approachasito the run-length encoding (RLE)
algorithm used in data compression. In the RLEardrithe first diacritic mark is repeated in thevero
text as much as the number of consecutive, @agsemerging in the beginning of the secret message
stream. Similarly, the second diacritic is repeatqdivalently to the number of the consecutieeosin
the secret text. In the same way, all oddly-ordeliedritics are repeated according to the numbeaest
consecutive ones, and all the evenly-ordered oresepeated according to the number of zeros. For
illustration, the RLE variant to embed the sameeatemessage would imply repeating the first diacrit
two times (2 = number of 1's in the sequence )l ihe second one three times (3 = number of Othén
sequence (00@) and the third one one time. Table 2 summarikesrésults of information hiding and
encodings of the binary sequence 110001 usingrtbevariants (block and RLE encoding) of the textual

approach.

Table 2. Embedding results of the binary sequence 1100@{ tise two variants of the textual approach.

Scenario Extradiacritics
Textual approach: Variant 1 (All strea 49

Textual approach: Variant 1 (Block Size - 3+0+1=4

Textual approach: Varia2 (RLE Encoding (2-1) + (1) + (3-1) =3

In the second approach, image-based, one of ths fbat slightly darken multiple occurrences of
diacritics is selected. Figure 11 (a) shows théelasing of the black level of the diacritics by niple
instances. The brightness levels of such diacriaice quantized by adding their 24 color-bits
representation as a concatenated sequence. Nwiicthé less the brightness level, the more thknéas
is. It should be noted that image conversion isgasary in this approach to withstand printing effec
This conversion is necessary given the major difiees between the printing and display technologies
used in rendering such complex Arabic characteosré@ 2000). It is interesting to note that thénfing

process does not darken extra diacritic instantésxg even when they are by the display procébs
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non-uniformity in the effects reduces the possilenber of repetitions of a diacritic to such a lehat
will allow the diacritic to simultaneously withstaoth printing and scanning processes. This liinita
favors the use of the textual approach over thegéneounterpart. More specifically, the block-based
variant with a small block size (say, 2). In additito this, the size of the image file containihg tover
text is usually much larger than that of the teasdd representation. Finally, it is worth mentignihat

to transform the text into an image format (suchthes portable document format (PDF) which will

prevent it from accidental or intentional font mauiation) would hinder the security of the embedded

information.
& w * g » - 1.60E+07
1.40E407
1.20E+07 - .
s v > L £ . > - Y
1.00E407 2
8.00E+06
[ L * » -
- - 6.00E406
4.00E+06 -
o NP 2.00E+06
0.00E+00 - Y . ‘ - ;
S - — S 05 6 o o o & &
Ed -

@ (b)
Figure 11: (a) Image representation of Arabic diacritics. Qjantization of brightness levels of selectedritias
by adding the 24 color-bits.

Table 3 gives a summary of the capacity, robustraesk security of the proposed approaches. It
should be noted that we have considered two diftecever media for the image-based approach. In the
first instance, a softcopy of the document imagesisd as a cover media, while a printed versiothef
document is used in the second one. Although titedeapproach is not, generally, robust to prigiit

Table 3: Comparison of the proposed approaches in terroapscity, robustness and security.

Proposed Approach Capacity Robustness Security

Text + Softcop High, up to infinity Not robus to Invisible, in cod:
using the first variant printing

Image + Softcop Very low, due tiimage | Not robust tc Slightly visible
overhead printing

Image + Hardcopy Moderate in first variantRobust to printing Slightly visible
(Block size of 2) T

is capable of achieving arbitrarily high embeddidihg capacities. However, the security of the
embedded information can be jeopardized when theranedia is excessively used for embedding and,
therefore, the file size gets increasingly largam.the other hand, the image approach is, to sotheate

robust to printing. For comparison purposes, weehaansidered, in our work, the softcopy version. It
has a very low embedding capacity. Also, its ségus vulnerable since text is not usually sent in
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images. The hardcopy version of the image appraanh to achieve robustness with good security.

It should be noted that the redundant nature afgusuch diacritics has served information hiding by
the selective omission of some instances. Agais, gloposal suffered from theasting property To
improve the capacity, however, a multi-instanceragph, withnon-wastingscenarios, was proposed by

Aabedet al. (2007). We will explore the wasting property i thext Section.

EXPLOITING WASTING PROPERTY TO IMPROVE STEGANOGRAPHY

In this Section, we will first define th@asting propertynoticed in some steganographic algorithms. The
wasting propertymanifests itself in algorithms that use differkimds of cover media for different types
of secret messages. For example, the original idasimethod can hide a one-bit after a dotted Arabic
character (after pointed letter), but needs anatted character to hide a zero-bit. This would maan
excess waste of the cover media whenever the lattest appropriate for the secret bit to be embddd
Figure 12 shows a regular Kashida-based stegantigrppcess. An improved version that exploits the
wasting property is shown in Figure 13. In thisezabe potential recipient segments (cover blocks)
the Arabic cover are elongated and highlighted éulitkd). Then, the secret binary sequeht@01will

be embedded in the shown cover text in Figure 12 Wasted cover text blocks are double underlined
(highlighted in red) while the ones being usedraegked with a single underline (highlighted in gree

It is worth noting that this sentence is only alé&ear three (out of 5) secret bits.

sl U

Figure 12: Embedding the secret sequence (4 iOn text line using the Kashida method (wastingpprty).

A non-wasting version of the Kashida method wowddhove the dotted letter consideration from the
procedure. We simply insert a Kashida after anraditde character to represent a one, and omit a
(otherwise possible) Kashida for a secret zero,régardless of the character’'s possession of édits.
five extendible characters in the text line are raapable of carrying an arbitrary bit: zero or ofke
result of embedding the same 5-bit binary sequéscdepicted in Figure 13 with the “to-remain”
Kashidas as double underlined (highlighted in ye)l@and the “to-omit” ones as single underlined
(highlighted in blue). Usually the maximum achielabapacity is obtained when usinghan-wasting

algorithm.

sl Lia

Figure 13: Embedding the secret sequence 11001 in a_texuﬁ'rmg thenon-wastingkashida method.
In this way, we principally classifyion-wastingsteganographic scheme for any scheme whose

embedding capacity is simply a function of themberof secret-bit carriers and not of their actual

sequence. With this in mind, the proposed diagrigilgorithm, detailed by Aabest al. (2007), is a non-
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wasting enhancement to that outlined by Gudul. (2008).

MAPPING THE HIDDEN MESSAGE

The diacritics algorithm presented by Aaledil. (2007) embeds secret messages in multiple insgance
of invisible Arabic cover text with diacritics. Bagse multiple-instances are used in the hidingge®ic
secret binary bits must be decoded into the (imegember of repetitions of a diacritic mark. Wellwi
provide a comparison between two possible decosliegarios: théixed-sizedecoding scenario and the
content-basedecoding scenario.

The former decoding scheme parses a stream ofybbitr into blocks of fixed size. The size of the
block is system-dependent. Decoding a block ofibits an integer is straightforward given that diag
system is defined. Here, the basic Binary Code édyss assumed. The latter scheme, variable-size
content-based, parses a stream binary data intateger number regardless of the number of bitg the
might have. The basic RLE idea is used to perfdienrhapping. It maps all consecutiveesand all
consecutiveerosinto the length of their corresponding run.

Table 4 shows the encodings of the binary valii@00101according to the two scenarios. Column 2
shows how the original sequence (i.e., the binalye/11000101upper row in the mapping Column —
typed in red) is mapped into integers (beneattctneesponding sets of bits). The total number otk
that are used in the sequence mapping is showolum@ 3. It defines the minimum number of diacritic
marks that need to be found in the cover messagmany the secret message. The number of extra

diacritics to be added to the cover message tolersdrret message embedding is given in the last

column.
Table 4: The encodings of the binary value 11000101 acogrth the two scenarios.
. Needed
Scenario Mapping Diacriti Extra Diacritics
iacritics
Fixedsize| 1 |1 ] 0] O0O]O0O|]1]0]1 8 1+140+0+0+1+0+1=
=1 i|1]oJo]Jol1]0]1 4
Fixedsize | 1 [ 1 |0 | 0|0 ]1]0]1 4 _
—5 3 o i I 3+0+1+1=5
Fixed-size | 1 |1 J]O]JO]JO]J1]0]1 > B
=4 12 5 12 +5=13
Content- | 1 [1[0]0|0]1]O0]1 5 (2-1)+(3-1)+(1-1)+(1-1)+(1-1)
based 2 | 3 [1]1]1 =8-5=3

Comparing our two decoding schemes, we noticettieahumber of needed diacritics in the fixed-size
scenario is determined solely by the size of tleretemessage, regardless of the actual data iesarr
The size of the combined message, however, carm@rddicted until decoding of the actual data is
performed. On the other hand, the number of reduiliacritics in the content-based scheme cannot be
predicted without examining the content of the seoressage to find out the number of runs. Moreover
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it is interesting to notice that the size of theaficombined output can be determined solely byeosng
the size of the secret message. These findingsuanenarized in Table 5.

Finally, for an optimized use of both decoding suks, the fixed-size method should be considered
when the selection of the cover message must be guickly. However, content-based decoding should
be considered when the size of the combined messagers most. Therefore, whenever the size is the

only determining factor, the related property isieato compute in advance.

Table5: Factors determining the sizes of the cover anddhnebined messages for the two decoding schemes.

Scenario Needed Diacritics ExtraDiacritics
Fixed-size only size of secret data complete secret data seque
Content-based | complete secret data sequenge only size of seatat d

PERFORMANCE RESULTS

A prototype steganographic system is implentenite carry out the performance evaluation of the
proposed algorithms. In the first stage of the eatibn, a dataset to be used as covert text messags
be appropriately selected. For this purpose, anbidrdext corpus from the University of Leeds
(Al-Sulaiti 2004) was used. Then, a set of plait tontent was selected to be used as a cover gessa
One of the largest e-books available in Arabiadtere, Musnad Al-lmam Ahmed (2009), was used for
such purposes. Because of its large size, halfvidleme was considered sufficient for our testing
purposes. The selected content contains 7,305 H&@&cters and 1,037,265 words. Once the data sets
were selected, hidden messages were encrypted idddnhin the cover text. Then a performance
analysis was carried out. It is worth mentioningttthe encryption stage is not integral to the psepl
steganographic algorithms but it aims at increasimgsecurity level of the covert messages onle Th
encryption was carried out using a publicly avdéalibrary in Crypto++ Reference Manual (available
online). The encode/decode library supports mogt@®basic schemes in modern cryptography litegatur
such as the Elliptic Curve Cryptography (ECC) defirover GF(p) (Koblitz 1987) with private and
public keys randomly generated. At the output & ECC block, we noticed that the RLE encoding
gives comparable efficiency to the 2-bits blockrtRer investigation on the resulting data revealed
the ECC block was generating balanced data.

Tables 6 and 7 give a summary of the utterancabeofifferent patterns used. Both tables clearly
indicate that the data is well balanced in thisardgFor the extraction stage, the hidden messafjest
extracted from each output file by counting diacsitand translating them into bytes. The RLE block
requires an extra step for flattening each run itd@orresponding bits. Then, the hidden messages
decoded using the Crypto++ library, and the outpebmpared with the original hidden files.

For a realistic testing procedure, excerpts of gsrfd.e., a representative sample of the natutelgd
language) are selected as the original secret mess@he corpus used is the Corpus of Contemporary
Arabic (CCA) from Al-Sulaiti (2004) PhD thesis, vehi is reported to have 842,684 words from 415
diverse texts, mainly from websites. Furthermore, emcrypt these messages before hiding them, as
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mentioned previously. Table 8 shows sizes of tlanplext and its corresponding encrypted message.

Note in Table 8, the ECC encryption slightly incges the size of the message. Our cover messages are

also intended to be natural by choosing them fromeb:known Arabic diacritized reference of Musnad
Al-Imam Ahmed (2009) (Abandah & Khundakjie 2004heTbook is reported to have a diacritic ratio of
about 50% (Aabedt al. 2007).

0001
139
298
406
508
640
764
897

1031

1149

1323

Table 6: Utterances of patterns 01 to 11 in the 10 filesdus

01 10 11
105¢  109¢  109(C
2136 211z 205t
306€ 311z 318i
412¢  421c¢  416(
534: 520¢ 5171
6197 613t 626¢
724¢ 718t 730:
806t  828:  833¢
905( 921:  950¢
1045¢ 1030: 1034¢

Table 7: Utterances of patterns 0001 to 1111 in the 18 filged.

0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
152 161 137 126 152 133 116 129 123 151 132 11752 122
257 251 271 267 284 237 253 276 262 255 267 23863 272
408 403 377 378 362 376 410 396 363 406 401 39304 402
508 527 510 530 471 530 536 534 549 515 475 51554 522
637 642 642 701 662 684 647 657 652 640 626 65661 631
737 776 795 775 780 772 786 755 756 780 789 78188 790
854 920 927 882 913 919 915 902 874 909 851 92944 919
1096 1080 1062 986 988 984 992 1012 1044 110039 1016 1006 1055
1130 1283 1182 1104 1123 1082 1169 1150 115866 1 1240 1156 1163 1209
1269 1319 1252 1341 1314 1267 1283 1316 125876 1 1275 1305 1333 1287

Based on our findings, we can qualitatively coneltidat the choice of the encoding algorithm affects

capacity in two measures:

1.

2.

The amount of embedded bits in a predefined cowssage (secret bits/cover byte) or the
amount of cover message needed for a given seestage (cover bytes/secret bit).

The size of the combined message needed for arhiddesage, either compared to the hidden
message (combined bytes/secret bit), or recordadpascent increase to the size of the cover
message (bytes/byte).
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The effects of each scheme on the first and secapdcity measures are summarized in Figures 14
and 15, respectively. Further, to see the effeth@fblock-size parameter within the fixed-sizense®,
we plot the results of three variations of blockesi, namely, 1, 2, and 4. Finally, we show the ayer
percent increase in the size of the cover messagable 9, for this ratio results in being indepemid

from the input message size.

Table 8: Sizes of the indirect plain and the direct cipih@uts to the system.

Original CCA-Text ECC Encrypted Text
(KB) (bits) (bits)
1 8,192 8,736
2 16,384 16,912
3 24,576 25,128
4 32,768 33,296
5 40,960 41,488
6 49,152 49,680
7 57,344 57,872
8 65,536 66,064
9 73,728 74,256
10 81,920 82,448

Needed Cover Message for Hidden Input

250000

200000

150000

—l—4-bits Blocks

100000 A —#—RLE Embedding

1-hit Blocks

50000 —— ——2-hits Blocks

Size of the Cover Message needed {in Bytes)

0 20000 4C000 60000 80000 10000C

Size of the Hidden Mesage {in Bits)

Figure 14: Needed bytes of cover message per bits of seastage.

It is to be observed as expected that the restilteth figures, i.e., Figures 14 and 15, are linédso
as anticipated, the slope of the 4-bit blocks sdena Figure 14 is half of that of the 2-bit black
scenario, which in turn is half of the 1-bit blocksenario slope. Notice the very close values ef th
content-based (RLE) curve and the 2-bits block eu(Vhey appear superimposed in the graph.) Recall
that the relation between the needed cover anddtiet messages can be determined solely by knowing
the size of the secret message in the case ofdhk $cenarios.

As for Figure 15, the content-based scenario diighit-performs the 2-bits block in terms of thedi

size. Both of them are better than the 4-bits stenahich might suffer from high overhead if thimdk
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has leftmosbnes The 1-bit block scenario bears the worst overh&adeach diacritic needs a minimum
of 2 bytes of overhead (the diacritic and the ctiarathat bares it).

Stega-Output for Hidden Input

300000

250000

50000 ‘ﬁ

Size of Combined Message (in Bytes)

9} 20000 40000 60000 g0000 100000

Size oi Hidden iviesage {in Biisj

Figure 15: Bytes of combined message per bits of secret messag

Finally, if the focus of the steganographic implertagion is to have minimal variation from the
original text, then the 1-block scenario would fiioc best, as depicted by Table 9. Here the 4ibé& s
deteriorates dramatically.

Table 9: Average percent increase from the size of thercmessage to the size of the combined message

Scenario Average Percent Increasein Size
Content-based 40.36 %
Fixed-size=1 20.14 %
Fixed-size=2 60.41 ¥
Fixed-size= 4 300.69 %

CONCLUSION

Two steganographic algorithms for Arabic text wpreposed. The algorithms were developed based on
a new concept of a wasting/non-wasting propertthefArabic diacritics. The first algorithm, the diat-

size block parsing, parses a stream of binaryifiitscover blocks of fixed size. In the second alon,

the variable-size content-based, binary data isqehinto an integer number of blocks regardleghef
number of bits they carry. The proposed algorittares characterized by different properties and,,thus
are suited for different application types and atemgraphy requirements (i.e. robustness, capacidy a
file size). Unlike the content-based algorithm, fixed-size one allows straightforward computatan

the needed amount of cover text but cannot dirgutiyglict the output file size. Reported resultgdate

that a 4-bit block size is preferred for a miniraade of the resulting message file. On the othedhéor
minimal overhead, the content-based algorithm éfgored. In terms of percent increase in cover, size

1-bit block acts most secretly.
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